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Summary

The Netherlands’ critical infrastructure faces an accumulation of
diverse, increasing and changing threats. These threats, which
include geopolitical tensions, climate change and human and
system failures, can lead to the disruption or failure of critical
processes which, in turn, may pose a threat to the continuity of
these processes and therefore to national security.

This first ever threat landscape report provides an overview of the
main threats to critical infrastructure and an insight into recent
developments in relation to those threats. It is intended to provide
government departments and critical providers with a conceptual
model that can, in the context of specific critical processes, help
them gain a better understanding of the threats, the level of
resilience, the security interests affected in the event of disruption
or failure and the resulting risks to national security. This threat
landscape report can therefore be used by government
departments and critical providers as a starting point for making
risk and resilience analyses for the various critical processes that
will be performed as part of the critical cycle and for the purpose of
the Critical Entities Resilience Act (Wet weerbaarheid kritieke entiteiten,
Wwke).

Conceptual model for threats, national security

interests and resilience of critical infrastructure

- Aproperassessment of the risks to critical processes, and
therefore to national security, requires insight into three
aspects, namely the threats faced by a critical process, the
resilience of critical processes and the extent to which national
security interests are affected. Risks to national security exist
when a critical process is faced by certain threats, is
insufficiently resilient to those threats and when disruption to
or failure of a critical process results in one or more national
security interests being compromised.

- Athreatis the likelihood of an intentional or unintentional
event occurring that could lead to the disruption or failure of
critical processes or affect their integrity and confidential
nature, with one or more national security interests being
compromised. This threat landscape report distinguishes three
types of threats to critical infrastructure, namely deliberate
threats, natural threats and threats arising from the failure of
critical processes themselves.

- Thesix national security interests are territorial, physical,
economic and environmental security, social and political
stability and the international rule of law and stability. Although
the continuity of critical processes is an element of economic

security, the disruption or failure of a critical process can impact
all national security interests.

- Resilience is society's ability to be prepared for, resist, absorb
and/or rebalance social (and ecological) disruption. The
resilience of critical processes is determined by the policies of
critical providers, government policies and the strengths and
vulnerabilities of the Netherlands and its critical infrastructure.

Deliberate threats to critical infrastructure

- Critical processes may face deliberate threats from, among
others, state actors, terrorism and violent extremism, activism
and criminal activities which may lead to disruption or failure.

Such threats can also put pressure on the integrity and

confidentiality of critical processes, for instance in the case of

espionage and pre-positioning for sabotage.

+ State actors also pose an increasing threat to critical
infrastructure. Wars, geopolitical tensions and growing
competition between major powers have made the world
around the Netherlands and the European Union more
unstable. Russia and China, in particular, pose a threat to
Dutch critical infrastructure in various ways. This threat is
apparent in, among other things, an increase in the use of
hybrid tools, such as sabotage, espionage and pre-positioning,
cyberattacks, disinformation, economic pressure and the
abuse of strategic dependencies.

Critical infrastructure can be an attractive target for sabotage
by state actors. It may be sabotaged not only to cause social
disruption, butalso to put pressure on countries, undermine
the autonomy of other countries, or test how countries and
NATO respond to acts of sabotage. There have been no recent
examples in the Netherlands of successful physical sabotage of
critical infrastructure by state actors. However, several
incidents at European level show that critical infrastructure is
vulnerable to hybrid attacks and that actors are also actually
prepared to resort to sabotage. For example, Western
countries hold Russia responsible for carrying out, or
attempting to carry out, attacks and sabotage in several places
in Europe in recentyears. In some cases, sub-processes of
critical sectors were also targeted and there have also been
several incidents involving underwater infrastructure in
European waters in recent years. In addition, aviation and
shipping have been affected recently by a significant increase
in the jamming and spoofing of GPS signals.
+ State actors may also carry out acts to prepare for sabotage, or
may attempt to acquire a position in other countries’ critical



infrastructure without (directly) engaging in sabotage.
Sometimes the purpose of espionage and pre-positioning is
still to have the capability to sabotage critical infrastructure at
alater date, to put pressure on other countries, or to
undermine the autonomy of certain countries. Russia, for
example, is identifying critical maritime infrastructure in the
Dutch part of the North Sea and is undertaking activities that
are conducive to espionage and preparatory acts of disruption
and sabotage.

» Stateactors also use cyberattacks to achieve their political,
military and/or economic goals. There have been various
examples in Europe and the US which demonstrate how China,
Russia and Iran and others are able to carry out cyberattacks
on Western governments and critical providers. Although
cyberattacks on critical infrastructure in the Netherlands have
not had a disruptive impact on national security to date, they
are a daily occurrence. Among other things, state actors use
them to gain access to critical processes so that they can, for
example, disrupt them at a later date. They may also use
cyberattacks to carry out espionage and for financial gain. In
practice, there is a mix of state actors and hacktivists that
engage in cyberattacks forideological reasons.

» While little is known about the impact of disinformation on
the functioning of critical infrastructure, it is still a hybrid
threat that can affect critical providers and processes.

+ Intimes of increasing competition between superpowers,
state actors are attempting to use economic pressure and
strategic dependencies to exert influence. They do so, for
example, by means of trade-restricting measures, or by
abusing the presence of foreign companies in Dutch critical
infrastructure or strategic dependencies. Strategic
dependencies can also pose a threat to the continuity of
critical processes when supplies are interrupted by conflict
elsewhere in the world, or because the dependency limits the
Netherlands' open strategic autonomy. Strategic
dependencies not only exist with respect to countries, but also
one or a number of (tech) companies.

- Terrorists and violent extremists can also pose a threat to

critical infrastructure. There have been no disruptive terrorist or

extremist attacks on critical infrastructure in the Netherlands.

However, accelerationist publications and foreign examples do

show that critical processes can be targeted by terrorists and

violent extremists. What is more, critical providers may have to
deal with employees with extremist views, such as sovereigntists
and right-wing extremists.

Various protests and activist campaigns in the Netherlands and

Europe in recent years have shown that critical sectors can be

targeted or affected by activists and demonstrators. Several

activities in recent years have caused short-term disruption to

critical infrastructure such as airports, road infrastructure and a

system of locks. National security interests were not

compromised in the process.

Critical infrastructure can also be threatened by criminal

activity. These often take the form of cyberattacks by criminals,
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but may also involve subversive crime or physical acts. The
actions of cybercriminals are motivated by financial gain and are
not (primarily) intended to disrupt society. Although criminal
cyberattacks have not caused social disruption in the
Netherlands in recent years, several incidents do show how
critical sectors can be affected by them.

Natural threats to critical infrastructure

- Critical processes may also be affected by a variety of natural
threats. One increasing threat to critical infrastructure is, in
particular, the impact of climate change, which is accelerating
and becoming more severe than previously thought.

- Climate change will substantially increase the water-related
challenges facing the Netherlands. Shortages of freshwater will
increase during the summer, there will be more flooding due to
rainstorms and the effects of that flooding will become more
severe. Flooding can be disruptive when critical networks cease
to function. In recentyears, extreme precipitation in several
European countries led to, among other things, power cuts,
public transport shutdowns and airport closures. Climate
change also causes both extreme heat and drought in the
summer. Prolonged drought can put pressure on critical
processes such as drinking water supply and inland shipping.
Wildfires are also becoming more prevalent and they will more
frequently result in damage and the failure of critical
infrastructure.

- Sealevels around the world are rising more quickly asa
consequence of accelerating climate change. Therise in sea
levels in the Netherlands will mainly affect water safety and the
availability of freshwater.

- There are no known recent incidents involving the disruption or
failure of critical processes due to an earthquake in the
Netherlands.

- Some critical processes use advanced technologies that may be
vulnerable to space weather, such as solar flares, coronal mass
ejections and proton storms. Space weather can, for example,
temporarily disrupt communications and navigation or damage
satellites.

Threats arising from the failure of critical processes

themselves

- National security can also be compromised when critical
processes fail due to human error, system failure or chain
effects.

- Human failure involves failure or disruption of a critical process
due to inadvertent human error. System failure is the result of a
technical faultin the system itself. Several examples, such as the
outages that affected CrowdStrike and the Netherlands Armed
Forces Integrated Network (NAFIN), show thata seemingly
minor technical or human error can have major consequences
for critical processes and, in extreme cases, can even pose a
threat to national security.

- The interdependencies within critical national infrastructure
mean thata disruption to a single critical process can resultin
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chainreactions that impact other critical processes. The
complexity of systems, increasing dependencies between
systems and processes and the many mutual and hidden
dependencies make it difficult to estimate the chain effects of a
disruption to critical processes properly. Critical processes are
also connected to all kinds of non-critical processes.
Consequently, disruptions to these non-critical processes can
also have major chain effects on critical ones.

Political, economic, social and technological factors
- Various political, economic, social and technological factors

influence the critical infrastructure itself, as well as the threats
to it, and its resilience.

Key developments include the increasing dependency of critical
processes on complex digital systems. Technological
developments, such as artificial intelligence and space and
quantum technology, are also influencing the security
environment of critical processes. The energy transition is also
having an effect on critical infrastructure and shortages on the
labour market mean that critical providers cannot recruit
sufficient staff and that makes them less resilient to threats.
Finally, global economic developments can also affect critical
processes.
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1. Introduction

Dutch society is highly dependent on critical processes such as
electricity, Internet access, drinking water and payment
transactions. These processes are critical because disruption or
failure can have major consequences for the functioning of the
economy and society in the Netherlands and in Europe as a whole
and that, in turn, may pose a threat to national security.*

Critical infrastructure faces an accumulation of diverse and
increasing threats. Geopolitical tensions are an increasing threat
to our critical infrastructure. Wars and competition between
superpowers such as Russia and China mean the Netherlandsisa
target of hybrid attacks. By this we mean the deployment of a mix
of civilian and military instruments to achieve certain strategic
objectives, without resorting to armed conflict. Hybrid
instruments are deployed by both state actors and non-state actors
that collaborate with a state.? Such attacks can take the form of, for
example, physical and digital espionage and sabotage,
disinformation and economic destabilisation. Geopolitical
developments could, for instance, lead to disruptions in supply
chains, which could have a major impact on critical infrastructure.

The effects of climate change are also a growing threat to critical
infrastructure, with global warming increasing the likelihood of
weather events such as extreme heat, drought and precipitation.
Such extreme weather events can then lead to disruptions or
failures of critical processes such as energy supply, water
management and transport. Although the exact consequences of
climate change are difficult to predict, it is clear that the
combination of different climate trends poses an increasing threat
to sometimes vulnerable critical processes.

Several recent incidents, such as the CrowdStrike outage in July
2024, show that human error, system failure and chain effects can
also disrupt critical processes. Finally, various political, economic,
social and technological factors influence the threats to, and
resilience of, critical infrastructure. For instance, increasing
dependency on digital systems, shortages on the labour market
and fragmentation of the global economy make critical
infrastructure less resilient to threats, while technological
developments may reinforce existing threats.

Critical processes, infrastructure and providers

The central government's 'Policy Approach to Critical
Infrastructure' (Aanpak Vitaal) refers to protecting critical processes.
Examples include 'control and management of water quantity’,
'Internet and data services' or 'over-the-counter payment
transactions'. A critical process is one whose failure, disruption or
manipulation could lead to such serious effects that it could
damage national security and therefore cause social disruption. It
is up to each government department to assess which processes are
critical within their policy domain. The Critical Entities Resilience
Act talks about ensuring the continuity of essential services within
the European Union. An essential service is one that is crucially
important for the maintenance of critical social functions,
economic activities, public health and safety or the environment.
These essential services can be seen and designated as critical
processes which together constitute the critical infrastructure of
the Netherlands.?

One or more organisations within a critical process, such as private
companies, public organisations, autonomous administrative
authorities and parts of the central government are important for
the continuity and resilience of the process. These organisations
are referred to as critical providers. An overview of all critical
processes, a detailed explanation of the central government's
Approach to Critical Infrastructure and the definitions used in it
can be found on the website of the National Coordinator for
Counterterrorism and Security (Nationaal Coérdinator
Terrorismebestrijding en Veiligheid, NCTV).

Purpose and scope of the threat landscape report
This first critical infrastructure threat landscape report provides an
overview of the main threats to critical infrastructure and insight
into recent developments regarding those threats. It provides a
basis for testing in the coming years whether events fit within, or
differ from, the threats described in this threat landscape report.
This threat landscape report can therefore be seen as a reference
point.

In addition to understanding threats, an understanding of
resilience and the extent to which national security interests are
affected is needed in order to obtain a proper picture of the risks to
critical processes (see chapter 2 for an explanation of these
interests). This threat landscape report only briefly discusses

1 This was anincident whereby a faulty update of CrowdStrike’s software led to outages and disruption of critical processes in several countries. See also

Paragraph 5.1.
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https://english.nctv.nl/topics/critical-infrastructure-protection
https://english.nctv.nl/topics/critical-infrastructure-protection
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resilience and national security concerns. The broad scope of
critical infrastructure means only limited insight into these
aspects can be given, based on public sources.

Itisintended to provide government departments and critical
providers with a conceptual model that can, in the context of
specific critical processes, help them gain a better understanding
of the threats, the level of resilience, the security interests affected
in the event of disruption or failure and the resulting risks to
national security.

This threat landscape report can therefore be used by government
departments and critical providers as a point of departure for
making risk and resilience analyses for the various critical
processes involved in the critical cycle and for the purpose of the
Critical Entities Resilience Act. The critical infrastructure consists
of a large number of diverse critical processes and providers which,
in turn, face awide range of (potential) threats. The threats
described in this threat landscape report are relevant to most
critical processes. However, it is impossible to provide a detailed
comprehensive overview here of all conceivable threats to all
critical processes and providers because the threats thatall
individual critical processes and providers may face are too
wide-ranging, too diverse and sometimes too specific to one
critical process.

This threat landscape report is based solely on public sources and
aligns as much as possible with existing threat products, such as

the State Actors Threat Assessment (Dreigingsbeeld Statelijke Actoren),
the National Cybersecurity Assessment (Cybersecuritybeeld Nederland),
the Terrorist Threat Assessment for the Netherlands (Dreigingsbeeld
Terrorisme Nederland), the National Risk Assessment of the Kingdom
of the Netherlands (Rijksbrede Risicoanalyse Nationale Veiligheid), the
National Security Trend Analysis 2024 (Trendanalyse Nationale
Veiligheid 2024), the Military and Hybrid Threats Assessment
(Dreigingsbeeld militaire en hybride dreigingen), the annual reports of the
General Intelligence and Security Service (Algemene Inlichtingen- en
Veiligheidsdienst, AIVD) and the Military Intelligence and Security
Service (Militaire Inlichtingen en Veiligheidsdienst, MIVD) and the Delta
Scenarios (Deltascenario's). Based on existing insights, the
findings of this threatlandscape report are translated explicitly to
the critical infrastructure wherever possible.

Document structure

This threat landscape report begins in Chapter 2 with an
explanation of the triad of threats, national security interests and
the resilience of critical infrastructure. Chapter 3 provides an
overview of the main deliberate threats to critical infrastructure
and addresses threats from state actors, terrorism, activism and
criminal activities. Chapter 4 deals with natural threats to critical
infrastructure, including the effects of climate change, space
weather, infectious diseases and earthquakes. Chapter 5 deals with
the failure of critical processes themselves and the chain effects
that can arise from this. Chapter 6 describes the main political,
economic, social and technological factors which affect threats,
resilience and the critical infrastructure itself.


https://www.rijksoverheid.nl/documenten/kamerstukken/2024/03/26/kamerbrief-beleidscyclus-vitaal
https://www.nctv.nl/documenten/publicaties/2022/11/28/dreigingsbeeld-statelijke-actoren-2
https://english.nctv.nl/topics/cyber-security-assessment-netherlands
https://english.nctv.nl/topics/terrorist-threat-assessment-netherlands/news/2025/06/17/nctv-rising-number-of-young-people-radicalised-online
https://english.nctv.nl/topics/terrorist-threat-assessment-netherlands/news/2025/06/17/nctv-rising-number-of-young-people-radicalised-online
https://www.government.nl/documents/reports/2022/09/26/national-risk-assessment-of-the-kingdom-of-the-netherlands-2022
https://www.government.nl/documents/reports/2022/09/26/national-risk-assessment-of-the-kingdom-of-the-netherlands-2022
https://www.rivm.nl/sites/default/files/2025-01/Dutch National Security Trend Analysis 2024-main report.pdf
https://www.rivm.nl/sites/default/files/2025-01/Dutch National Security Trend Analysis 2024-main report.pdf
https://www.rijksoverheid.nl/documenten/rapporten/2024/12/06/tk-bijlage-1-dreigingsbeeld-hybride-en-militaire-dreigingen-na-cdinev
https://www.rijksoverheid.nl/documenten/rapporten/2024/12/06/tk-bijlage-1-dreigingsbeeld-hybride-en-militaire-dreigingen-na-cdinev
https://english.aivd.nl/publications/publications/2025/07/04/annual-report-2024
https://english.aivd.nl/publications/publications/2025/07/04/annual-report-2024
https://www.defensie.nl/downloads/jaarverslagen/2025/04/22/public-annual-report-2024-netherlands-defence-intelligence-and-security-service
https://www.defensie.nl/downloads/jaarverslagen/2025/04/22/public-annual-report-2024-netherlands-defence-intelligence-and-security-service
https://open.overheid.nl/documenten/dpc-6cdf1941f1f66b4503b8dc70e189fa6ce41a41a6/pdf
https://open.overheid.nl/documenten/dpc-6cdf1941f1f66b4503b8dc70e189fa6ce41a41a6/pdf
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Numerous dams, like this one at Borgharen, which is able to
process large quantities of water when water levels rise in
the Maas river, protect towns and cities in the Netherlands
during periods of high water.
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2. Conceptual model for
threats, national security
Interests and resilience of
critical infrastructure

A proper assessment of the risks to critical processes, and therefore
to national security, requires insight into three aspects, namely the
threats facing a critical process, the resilience of critical processes
and the extent to which national security interests are affected.
Risks to national security exist when a critical process is faced by
certain threats, is insufficiently resilient to those threats and when
disruption to or failure of a critical process results in one or more
national security interests being compromised. These risks may
also exist without causing actual incidents, for example because
the critical infrastructure is highly resilient to a particular threat.

Rising sea levels, for example, would pose a major threat of
large-scale flooding if no resilience-enhancing measures were
taken. After all, the Netherlands is 26% below sea level and about
60% of the country is prone to flooding.* Any large-scale flood
would be a risk to various national security interests. However,
thanks to dyke reinforcements, storm surge barriers, sand
replenishment and pumps to ensure water safety, the Netherlands
isresilient to (probably) a 3 metre rise in sea levels and the risk of
any resulting flooding is therefore minor.

The triad of threats, interests that need protecting and resilience
are the point of departure for analyses relating to national security
(see Figure 1).

i
-

\
-

Figure 1: The general triad of threat, national security interests and resilience.



The general ‘triad” has been developed in more detail for this threat
landscape report on critical infrastructure by defining threats and
resilience more specifically and by adding risks as well as political,
economic, social and technological factors (see Figure 2).

Threats

Athreatis the likelihood of an intentional or unintentional event
occurring that could lead to the disruption or failure of critical
processes or affect their integrity and confidential nature, with one
or more national security interests being compromised.2 In line
with the National Risk Assessment of the Kingdom of the
Netherlands (Rijksbrede Risicoanalyse Nationale Veiligheid), this threat
landscape report distinguishes between three types of threats to
critical infrastructure, namely deliberate threats, natural threats
and threats arising from the failure of critical processes
themselves.©

Critical infrastructure is an attractive target for malicious parties,
such as state actors. This is pnd outages, or the compromising of
the integrity and confidentiality of critical processes.” This threat

Risks to
critical
infrastructure
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landscape report contains several examples of how critical
infrastructure can be vulnerable. Sometimes it takes very little to
disrupt critical processes such as energy, telecommunications, the
transport sector and the supply of drinking water.? Natural
phenomena, such as extreme weather and natural disasters, can
also disrupt critical processes.® Climate change means extreme
weather events are becoming more frequent and critical
infrastructure is increasingly likely to be disrupted by natural
causes.'® Finally, human or system failures can also lead to the
disruption or failure of critical infrastructure.’*

As critical processes face an accumulation of diverse threats,
multiple threats may occur simultaneously, thereby increasing the
risk of the disruption or failure of critical processes. For example, a
single-incident cyberattack can generally be mitigated. This will be
more difficult, however, when an attack is combined with another
event. This would apply, for example, in the event of an attack on
rail transport operators during major track maintenance, oran
attack on water authorities during a major storm.*2

Political,
economic, social and
technological factors

(affect security interests,
threat and resilience).

Figure 2: The triad of threat, national security interests and resilience of the critical infrastructure.

2 Slightly different definitions for threats are sometimes used in various other studies and analyses. This is the definition used in this threat landscape
report, specifically for critical infrastructure.


https://www.government.nl/documents/reports/2022/09/26/national-risk-assessment-of-the-kingdom-of-the-netherlands-2022
https://www.government.nl/documents/reports/2022/09/26/national-risk-assessment-of-the-kingdom-of-the-netherlands-2022
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Adisruption of a critical process can be ‘self-contained’, in which
case it does not affect other critical processes. Since a key feature of
critical infrastructure is that critical processes are interdependent,
chain effects (also known as cascading effects) may also occur,
causing multiple processes to be affected.’? In the event of a flood,
for example, power outages could impact parts of the Internet or
the functioning of hospitals.*

National security interests

Critical processes and providers have to deal with numerous

threats. However, a threat to national security only exists when one

or more national security interests are affected. The six national
security interests are:

1. Territorial security: This includes the integrity of Dutch territory,
the integrity of digital space (IT networks and information
systems) and the integrity of allied territory.

2. Physical security: This covers the undisturbed functioning of
individuals, which may be compromised, for example, by
accidents, attacks, diseases or a lack of basic necessities.

3. Economicsecurity: This covers the undisturbed functioning of the
Netherlands as an effective and efficient economy and includes
ensuring the continuity of critical processes, mitigating risky
strategic dependencies and preventing the unwanted transfer of
knowledge and technology.

4. Ecological security: This includes the unimpeded continued
existence of the natural living environment in and around the
Netherlands. This can be compromised when nature and the
environment are affected over a long period of time.

5. Social and political stability: This covers the continued and
unimpeded existence of a social climate in which individuals are
free to go about their lives and groups are able to coexist within,
and in accordance with, the democratic rule of law of the
Netherlands and its shared values.

6. International rule of law and stability: This covers the proper
functioning of the international system of standards and
agreements aimed at promoting international peace and
security.'s

A detailed explanation of national security interests can be found
in the National Risk Assessment Guidelines (Leidraad
Risicobeoordeling Rijksbrede Risicoanalyse Nationale Veiligheid).

Although the continuity of critical processes is an element of
economic security, the disruption or failure of a critical process can
impactall national security interests.*® For example, a major and
prolonged outage in the power supply and/or digital infrastructure
could not only affect economic security, but also lead to social
unrest. Physical security may also be compromised if, for example,
hospitals are no longer able to provide essential care.

Resilience

Various definitions of resilience exist. Research organisation
RAND examined the different ways in which the concept of
resilience is used and interpreted in Dutch national security policy
documents. Based on this, it drew up a working definition of
resilience in the context of national security. It reads: ‘society’s ability
to be prepared for, resist, absorb and/or achieve a new state of equilibrium after
adisruption’*” While disruptions to, or the failure of, critical
processes whereby one or more national security interests are
compromised will often lead to social disruption, in the context of
critical infrastructure it is also possible for ecological disruption to
occur, without major effects on society. This may be the case, for
example, when a failure or disruption of a critical process causes
large-scale and long-term damage to nature or the environment,
without affecting people (on a large scale).

The RAND definition is largely in line with the definition of
resilience in the Critical Entities Resilience Act?, which defines
resilience as the ability of a critical entity to prevent, mitigate and manage
an incident, and to protect and resist, respond to or, adapt to and recover from
anincident.18

In this threat landscape report we assume that the resilience of
critical processes and the critical infrastructure as a whole is
determined by three aspects:

1. Theset of policy instruments of critical providers aimed at preventing
and mitigating threats. The majority of critical processes are in
the hands of private parties. They are primarily responsible for
the continuity and resilience of critical processes and take
appropriate measures to protect them from threats. The
resilience of critical processes is partly determined by the extent
to which critical providers are prepared for, can withstand,
absorb and/or rebalance disruption. These include cybersecurity
measures to resist digital attacks, staff screening to prevent
insider threats or adapting infrastructure and equipment to
changing climate conditions.

2. The government’s set of policy instruments. Government departments
draw up frameworks for the sectors under their responsibility.
This covers things like sectoral policies, legislation and
regulations. The National Coordinator for Counterterrorism and
Security (Nationaal Codrdinator Terrorismebestrijding en Veiligheid,
NCTV) fulfils a coordinating role when it comes to protecting
critical infrastructure. This involves the cross-sectoral approach
such as drafting general policies, legislation and regulations and
developing resilience-enhancing tools such as the Critical Cycle.
The resilience of critical processes is partly determined by the
extent to which public policies prepare critical providers and
society to withstand, absorb and/or rebalance the effects of
disruption. A detailed explanation of all government
organisations involved and their roles and responsibilities can
be found on the website of the NCTV.

3 The Wwke is the national legislation which implements the European Critical Entities Resilience (CER) Directive and focuses on protecting critical entities

from all natural and man-made risks.


https://www.rivm.nl/sites/default/files/2022-09/Leidraad risicobeoordeling 2022.pdf
https://www.rivm.nl/sites/default/files/2022-09/Leidraad risicobeoordeling 2022.pdf
https://repository.wodc.nl/bitstream/handle/20.500.12832/3340/3290-weerbaarheid-becijferd-volledige-tekst.pdf?sequence=1&isAllowed=y
https://www.nctv.nl/onderwerpen/vitale-infrastructuur

3. Strengths and vulnerabilities of the Netherlands and its critical
infrastructure. This covers issues such as geographical, spatial,
social and economic characteristics that affect the extent to
which critical processes are susceptible to threats. For example,
the Netherlands has a small and open economy which is
orientated towards international trade. As a result the economy
isvulnerable to international (economic) developments that
could, forinstance, affect the financial position or supply chains
of critical providers.’® In addition, the Netherlands’ geographical
location as a gateway to Europe and its role as a logistics hub
within NATO makes its critical infrastructure vulnerable to
hybrid attacks.2° On top of that, the fact that the Netherlands is a
low-lying and also densely populated river delta, where the
major European rivers of the Rhine, Meuse and Scheldt flow into
the sea, makes the country and elements of its critical
infrastructure vulnerable to flooding (if no resilience-enhancing
measures are taken).>!

A proper understanding of the resilience of individual critical
processes and the critical infrastructure as awhole therefore
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requires insight into the effectiveness of the set of policy
instruments used by critical providers and the government, and
the strengths and weaknesses that affect the critical
infrastructure’s susceptibility to threats. Because it is too extensive
and complex to formulate this for the entire critical infrastructure
and because it will also be part of the resilience analyses that the
government departments are going to conduct as part of the
Critical Cycle, this falls outside the scope of this threat landscape
report.

Political, economic, social and technological factors

The critical infrastructure itself, its resilience and the threats facing
critical processes are additionally influenced by various political,
economic, social and technological (PEST) factors. These factors
can amplify or diminish threats, or make critical infrastructure
more susceptible or indeed more resilient to the threats. Examples
include technological developments such as Al that amplify
existing threats, or shortages on the labour market that make
critical providers less resilient due to shortages of technical staff.



WACHT

The North Sea is home to critical infrastructures such as Internet cables and
gas pipelines. The Coast Guard monitors suspicious activity at sea so that
sabotage can be detected as soon as possible.
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3. Deliberate threats to
critical infrastructure

Critical processes may also be affected by a variety of deliberate
threats. The discussion below focuses on threats from state actors,
terrorism and violent extremism, activism and criminal activities.
In particular, hybrid attacks by state actors or their proxies pose a
growing threat to critical processes which may not only lead to
disruption or outages, but may also compromise the integrity and
confidentiality of critical processes. This applies, for example, in
the case of espionage and pre-positioning for sabotage.

In some instances malicious actors deliberately target a specific
part of the critical infrastructure. However, actors such as states
and criminals also regularly act on an opportunistic basis. This
means they look at how best to achieve their goals and focus their
activities, such as cyberattacks, on a wide range of systems and
(critical) infrastructure that the attackers themselves have no
specific knowledge of. Critical processes can fall victim to these
activities in such an instance especially when they have a low level
of resistance.

3.1 State actors pose a growing
threat to critical infrastructure

Wars, geopolitical tensions and growing competition between
major powers have made the world surrounding the Netherlands
and the European Union more unstable and this has led to a rapid
deterioration in the European security situation.? Russia and
China, in particular, pose a threat to Dutch critical infrastructure
invarious ways.>*

Russia is seeking confrontation with the West and is using a wide
arsenal of means to harm Western countries and improve its own
position.* One way it is doing this is through physical and digital
sabotage, gathering information about our critical infrastructure
and spreading disinformation.2® China also aspires to playing a
leading role in the world and, in the process, is challenging the
existing world order. It is using a variety of means to increase its
influence, including espionage, economic investment,

technological development and changing international
institutions to its own advantage. Chinese ambitions have
implications for the Netherlands, such as economic dependency
and advanced cyberattacks.?® Russia and China are also
cooperating economically, politically and militarily. For example,
China is directly and indirectly contributing to sustaining Russia’s
war effort in Ukraine.?”

The increasingly fierce competition between superpowers is
evidentin, among other things, an increase in the use of hybrid
instruments.2® This keeps them below the threshold of armed
conflict, but still enables them potentially to harm Dutch critical
infrastructure and national security.2°

This section describes the following hybrid threats by state actors
to critical infrastructure: sabotage, espionage and pre-positioning,
cyberattacks, disinformation, economic pressure and abuse of
strategic dependencies.

A military conflict is usually preceded by such hybrid threats.>° For
the first time in a long while, the collective defence clause in the
NATO treaty (Article 5) means there is a real possibility of the
Netherlands becoming directly involved in a large-scale armed
conflict. That conflict does not have to take place in the
Netherlands but Dutch critical infrastructure could also become a
target if the Netherlands becomes involved in an armed conflictin
another NATO member state, or if thatarmed conflict takes place
near the Netherlands.*! Russia’s actions in, and aggression
towards, Ukraine pose the biggest threat in this regard. This is
because Russia’s armed forces are being reformed in a way that is
aimed ata future conflict with NATO and Russia is continuing to
escalate the situation between the two. This dynamic means there
isarisk of an unwanted escalation.

The sabotage of critical infrastructure by state
actors

Critical infrastructure can be an attractive target for sabotage by
state actors.** The Netherlands is a digital and physical hub and
gateway to Europe. Partly because of this, Dutch critical
infrastructure is, in principle, an interesting target for sabotage,
with the aim being, for example, to disrupt logistic support to

3.1.1
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Ukraine or the supply of military troops to Eastern Europe.>* Dutch
critical infrastructure may be sabotaged not only to cause social
disruption, butalso to put pressure on countries, undermine the
autonomy of other countries, or test how countries and NATO
respond to acts of sabotage.

There have been no recent examples in the Netherlands of successful
physical sabotage of critical infrastructure that can be
unambiguously linked to state actors.>* However, several European
incidents show that critical infrastructure is vulnerable to hybrid
attacks and that actors are also actually prepared to resort to
sabotage. In addition, the sabotage of European allies’ critical
infrastructure can also have an impact on Dutch national security
due to chain dependencies.>®

Three developments are highlighted below that provide insight into
the current threat of sabotage of critical infrastructure by state
actors:

1. The increase in Russian acts of sabotage in Europe.

2. Recentacts of sabotage which targeted underwater infrastructure.
3. The increase in deliberate jamming of GNSS signals.

Increase in Russian acts of sabotage in Europe

Western countries hold Russia responsible for carrying out, or
attempting to carry out, attacks and sabotage in several places in
Europe in recentyears. In some cases, sub-processes of critical
sectors were also targeted. Sometimes the country uses proxies to
disguise its own involvement.*” Leiden University research shows a
sharp increase in 2024 of Russian acts of sabotage which targeted
European countries.*® According to the Strategic Monitor 2025 by The
Hague Centre for Strategic Studies (HCSS), the number of Russian
hybrid attacks on Europe more than doubled in 2024 compared to the
previous year<.*® These acts of sabotage have multiple purposes. On
the one hand, the aim is to delay Western supplies to Ukraine while,
on the other, it is to sow division and instil fear in the West. In
addition, acts of sabotage allow Russia to test where the West draws
its red lines when it comes to Russian aggression on its own territory.

In April 2024, for example, two German-Russian nationals, who were
planning to attack military and industrial infrastructure on behalf of
Russia using explosives and arson, were arrested in Germany.*°
According to the German federal prosecutor, one of them wanted to
attack, among other things, railways used to transport military
supplies.* That same month, two men were charged in the UK for
setting fire to a warehouse containing relief supplies for Ukraine.
British prosecutors have accused them of working for the Russian
government.*? In 2024 there were several incidents involving parcels
containing explosives at air cargo transfer points in Poland, Germany
and the UK. According to various Western intelligence agencies, the
Russian military intelligence service (GRU) was behind them.**

In any event, at least one person was also targeted by Russian
actions. In July 2024 it was revealed that US intelligence agencies
had uncovered Russian plans to assassinate the CEO of German
arms manufacturer Rheinmetall.*¢

Russia has tried to disrupt the signalling systems of Czech railways
several times in the Czech Republic.** In the Netherlands too, the
sabotage of physical infrastructure such as ports and railways is a
real threat. The ports of Rotterdam, Vlissingen and Eemshaven are
used to move military personnel and equipment for NATO’s
so-called ‘Host Nation Support’.#® Military equipment loaded at
those ports is then sent into Europe by rail and road. This alone
makes the Netherlands a possible military-logistics target. If NATO
goes to war on Europe’s eastern flank this risk will only increase.*”

Recent acts of sabotage targeting underwater
infrastructure

Several incidents involving underwater infrastructure in European
waters have occurred in recent years. The significant increase in the
amount of underwater infrastructure and the growing dependency
on it has made ita more attractive target for malicious actors.*®
Internet cables, for example, enable global connectivity and the
network in Europe is essential for financial transactions.*®
However, because much of this infrastructure lies on the seabed
outside territorial waters, it is difficult to protect and monitor. The
fact thatit can be approached covertly makes underwater
infrastructure an attractive target for hybrid conflict. Malicious
actors can cause substantial damage by disrupting it, without any
greatrisk to themselves. Sometimes it is difficult to establish who
the perpetrators are and determine whether what happened was
indeed a case of deliberate sabotage.>° This is because failures in
underwater cables can also be inadvertently caused by fishing,
ships” anchors or ground movements.**

The most important recent examples of incidents involving
undersea communication cables, power links and pipelines
involving or potentially involving sabotage are listed below. In
January 2022, one of the two fibre-optic cables between Norway
and the Svalbard archipelago was destroyed, limiting
communications with the mainland.> In September 2022, three
Nord Stream 1and 2 pipelines (each consisting of two identical
pipelines) were blown up at the bottom of the Baltic Sea. These
pipelines supplied Europe with Russian gas. Three Ukrainian
nationals are suspected in this act of sabotage.** In October 2022,
several French and Scottish cables were simultaneously severed,
thereby cutting off the Shetland Islands from the outside world and
rendering three key French communication lines unusable.>* In
October 2023, a gas pipeline and a communications cable between
Finland and Estonia were damaged.>* According to Finland, this
damage was deliberate and investigations by the Finnish
authorities found that it was probably the result of a Chinese
container ship dragging its anchor for more than 180 kilometres off




the Baltic seabed. It took six months to repair the damage. Thanks
to new LNG infrastructure which was accelerated after 2022,
Finland still had sufficient supplies of gas.>® At the beginning of
2024, four major undersea Internet cables were destroyed in the
Red Sea, possibly by Houthi militias.>” In November 2024, two
underwater cables were damaged in the Baltic Sea, probably by the
Yi Peng 3 merchant ship. One cable runs between Sweden and
Lithuania and the other between Germany and Finland.*® In
December 2024, the Estlink 2 power link and several data cables
between Finland and Estonia failed. According to Finland, this was
due to a Russian sabotage operation with the Eagle S, an oil tanker
which Russia allegedly used for espionage and acts of sabotage.*®

One example from January 2025 shows how undersea cables can
also be unintentionally disrupted. During that month a fibre-optic
cable at the bottom of the Baltic Sea between Sweden and Latvia
was broken. Initially, Swedish police suspected that this was due to
sabotage by the Russian shadow fleet. Further investigation
revealed that there was no intent, but that a ship called the Vezhen
had lowered its anchors due to heavy winds and then
unintentionally pulled the cable until it broke.®°

The increase in deliberate jamming of GNSS signals
Disrupting global navigation satellite system (GNSS) signals is
another form of hybrid attack that poses a threat to critical
infrastructure. There are four major GNSS systems used worldwide
for time and positioning. The American GPS is the best known of
these, alongside the European Galileo, Russian GLONASS and
Chinese Beidou systems. Many critical processes, such as aviation,
energy supplies and digital payments, rely on GNSS for their timing
and positioning capabilities.c* Aviation and shipping have been
affected recently by a significant increase in primarily the jamming
and spoofing of GPS signals.

GPS jamming involves the signal being completely disrupted, while
spoofing means that the signal is deliberately overridden by
another fake signal. ¢ That is done by using a more powerful signal
on the same frequency as the GPS signal.®* Because they are
transmitted from space, GNSS signals are not as strong and a small
transmitter is all malicious actors need to significantly disrupt
such asignal.**

Both the Dutch Civil Aviation Incident Analysis Department and
the European Union Aviation Safety Agency (EASA) have reported
more incidents of interference with aircraft GPS signals since
2023.°° This interference occurs mainly over Eastern Europe and
the Middle East.°® There were about 600 reports of jamming and
spoofing in 2023. Approximately 150 of these reports involved
spoofing, while there were no reports of spoofing at all in the years
2018 t0 2022.%” The Aviation Occurrence Analysis Bureau received
1,318 reports about spoofing alone in 2024.®

When GPS signals are disrupted, aircraft have to fall back on other
independent navigation systems.*® Sometimes pilots who are, for
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example, flying from the direction of Russia have to ask for help
from the control tower to determine their location because their
GNSS navigation has notyet been rectified.” Shipping is also being
affected by GNSS interference.” The Finnish Coast Guard, for
example, reported in late 2024 that satellite navigation in the Baltic
Sea has been increasingly disrupted since April that year, causing
ships to getlost at sea. In a number of cases the Finnish coastguard
had to intervene to prevent ships from getting too close to islands
or shallow waters.”

GPS spoofing is an effective tool against, for example, drones,
precision weapons systems and missile systems. A lot of incidents
of GPS spoofing affecting civilian aircraft therefore take place (at
the periphery of) conflict zones.” The GPSJAM website plots GPS
interference on a daily basis. Its maps show that this interference is
concentrated around the Baltic States, the Baltic Sea, Ukraine and
the Middle East.” Besides localised jamming and spoofing, GNSS
systems can also fail on a much larger scale. Several state actors
possess anti-satellite or counterspace weapons and cyberweapons
that they use to target satellite systems. Russia, China, Iran and
North Korea have, for example, conducted operations against GPS
in the past.”®

The impact of large-scale and protracted GNSS system failures on
critical infrastructure can be significant, as many critical processes
depend on GNSS for precise determination of location and time.
Accurate timing and positioning is, for example, essential for
navigating (autonomous) road traffic, monitoring drinking water
supplies, synchronising energy supplies, digital payment
transactions and the proper operation of modern networks such as
5G.” However, the precise dependencies of critical processes on
GNSS and the potential impact of a disruption are not entirely
clear.””

3.1.2 Pre-positioning of critical infrastructure by state
actors
State actors may also carry out acts to prepare for sabotage, or may
attempt to acquire a position in other countries’ critical
infrastructure without (directly) engaging in sabotage. Sometimes
the purpose of espionage and pre-positioning is to retain the
capability to sabotage critical infrastructure at a later date.
However, state actors can also use pre-positioning as a means of
putting pressure on other countries and compromising their
autonomy. Espionage may be an end in itself or precede pre-
positioning or sabotage to gain a better picture of critical
infrastructure and its vulnerabilities in advance. Given the
complexity and interconnectedness of our critical infrastructure, it
can be difficult to establish whether a state actor or its affiliated
proxies are present in certain systems.”®

Critical infrastructure in the North Sea is, for example, vulnerable
to espionage and sabotage. On the bottom of the North Sea lie
thousands of kilometres of data cables that are important for the
Netherlands’ connectivity. The North Sea is also home to
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important gas pipelines and electricity cables used to supply
energy and the North Sea itself and offshore wind farms are
becoming increasingly important for the Netherlands’ national
energy needs and its energy transition.” In the coming years, the
North Sea’s critical infrastructure will be greatly expanded and this
will increase our dependency on it.*° In its 2023 annual report the
MIVD described Russia’s mapping of critical maritime
infrastructure in the Dutch part of the North Sea, such as Internet
cables, gas pipelines and wind farms, as well as activities which
indicate espionage and preparatory acts of disruption and
sabotage.®

3.1.3 Cyberattacks by state actors and hacktivists

State actors also use cyberattacks to achieve their political, military
and/or economic goals. State cyberattacks are notisolated
incidents but part of a broader toolkit. Several such attacks can be
carried out at the same time or an attack may be combined with
other, non-digital, resources from that toolkit.®2 Cyberattacks are
attractive to perpetrators because they can be difficult to trace
back to them and they can be carried out relatively cheaply
compared to the damage they can cause.®* For an overview of
different types of cyberattacks, see the National Cybersecurity
Assessment 2024 (Cybersecuritybeeld Nederland 2024).

Different cyberattacks have different intended outcomes. One of
the reasons state actors may use them is to gain and maintain
access to critical processes. They can then misuse thataccess ata
later pointin time, for example in the event of a conflict, to disrupt
critical processes such as energy supplies or telecom networks.®* In
addition, state actors can also use cyberattacks against critical
processes for espionage purposes, with the motivation being, for
example, to gain access to the large amounts of data used within a
particular sector. One example of this is state actors trying to steal
data in the (European) travel and aviation sector in order to
identify, track or follow individuals who are of interest to them.*
Finally, cyberattacks on critical infrastructure can also be
motivated by financial gain.®®

Cyberattacks on critical infrastructure have not had a disruptive
impact on national security in the Netherlands to date.?”
Nevertheless, sophisticated cyberattacks on Dutch critical
infrastructure are commonplace.® The conclusion in the National
Cybersecurity Assessment 2024 was that cyberattacks by state
actors seem to be the new normal. Among others, Russia and China
are intensifying their cyber activities and broadening their
capabilities to include non-state actors. The Netherlands has also
experienced the effects of cyberattacks which then spread
throughout the digital ecosystem.®* The National Cybersecurity
Assessment also confirmed that these actors are increasingly
attacking edge devices, such as firewalls, VPN servers and routers.
Malicious parties use such systems on the periphery of a network as
anaccess point to the underlying network and try, among other
things, to insert a backdoor to maintain access.*®

In addition to state actors, hacktivist cyberattacks have received a
lot of attention in recent years. Hacktivists carry out cyberattacks
forideological reasons. Geopolitical tensions, conflicts and
socially controversial topics can also give rise to hacktivism. For
instance, while the war against Ukraine has been a trigger, the
conflict between Israel and Hamas has also led to an increase in
cyberattacks. Since the end of 2023, shortly after the outbreak of
the conflict between Israel and Hamas, Microsoft noted an
increase in the number of reports of attacks against Israeli-made
operational technology (OT) systems. The decision to target these
systems was probably based on a desire to highlight the use of such
equipment, rather than any animosity towards the affected
organisations themselves. One such cyberattack on a local
drinking water supply which uses Israeli-made digital equipment
left residents of an Irish village without water for two days in
November 2023.°*

In practice, state actors and hacktivists make up a mixed group.®2
In recentyears, for example, ‘hacktivist’ collectives have been
carrying out more and more Russian digital espionage, sabotage
and influence activities. Sometimes these were so-called cover
operations and sometimes they were actual hacktivist groups
acting as an extension of the Russian state.*

Examples of cyberoperations by state actors and
hacktivists

There have been various examples in Europe and the US which
demonstrate how state actors like China, Russia and Iran are able
to carry out cyberattacks on Western governments and critical
providers.

Cyberattacks by Chinese actors

China has been using its cyber programmes for years to pre-
position for possible sabotage and to perform actual sabotage,
(economic and political) espionage and influencing operations
which have targeted various Western countries.** The pace of
cyberoperations on Western targets remains high and Chinese
intelligence services are continually ramping up activities to attack
Western targets.’®

Atthe beginning of 2024, the MIVD reported the presence of
malware called COATHANGER on a stand-alone Ministry of Defence
computer network, which had fewer than 5o users. This malware
came from a Chinese state actor. The discovered malware had
installed a ‘backdoor’ by exploiting a known vulnerability in
FortiGate devices. China uses this type of malware to spy on
computer networks.*® Because the malware had gained access to
anisolated research network, the damage was limited. 7

In 2023, the United States and Microsoft announced that hackers
from China-linked Volt Typhoon had infiltrated America’s critical
infrastructure. The hackers in question had reportedly been active
since mid 2021 and were preparing for digital sabotage.®® According
to US officials, China’s aim is thought to be the exploitation of
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access gained to US critical infrastructure in the event of war or
conflict.*®

In September 2024, it was revealed that another Chinese hacker
group, known as Salt Typhoon, had been carrying out an extensive
cyberespionage campaign against telecom providers for over two
years. Itsvictims included at least eight US telecom providers and
dozens of other countries. Although the hackers had wide access at
the telecom organisations, they would have been mainly interested
in prominent individuals. However, in order to get to those
individuals, metadata of phone calls and text messages would have
been stolen from a large number of Americans citizens.**®
According to reports in The Wall Street Journal, this hacker group
had also gained access to US investigative agencies’ wiretap
systems.'°!

Cyberattacks by Russian actors

Several examples of cyberattacks by Russian state actors and
pro-Russian hacktivists have also been made publicin recentyears.
In September 2024, for example, the MIVD and its international
partners, warned of Russian cyberoperations by GRU unit 29155.
The focus of these Russian military secret service hackers includes
gaining an insight into and disrupting Western aid to Ukraine.
Their cyberoperations may also be aimed at supporting physical
sabotage, with which this unit has long been associated. Their
operations primarily target Western governments and critical
infrastructure. It is a unit that the Netherlands must keep its eye
on, partly because of its role as a major transit country. In other
Western countries, the GRU unit did indeed engage in
cyberoperations which targeted logistics sectors that provide, or
have arole in providing, aid to Ukraine.**2

In February 2022, just an hour before the Russian invasion of
Ukraine, a large-scale cyberattack was carried out on US satellite
company Viasat. The erasure of large quantities of data using wiper
malware temporarily disrupted both communications on the
Ukrainian side and satellite communications in several European
countries.**® In April 2024 in the Netherlands, the broadcast of
children’s channel BabyTV was also interrupted by a short
transmission of some Russian propaganda. This signal hijacking,
whereby a strong signal is sent to the satellite from an alternative
station, was not aimed at BabyTV, but was collateral damage from a
broader attack which was intended to disrupt broadcasts by
Ukrainian TV stations.!°* These attacks were not isolated, but were
part of a large-scale Russian cybercampaign as part of the war
against Ukraine. A study by the Center for Security Studies
identified 124 cyberoperations against the space sector during the
war in Ukraine. These were all focused on space systems and
companies on Earth and not on systems in space and most of them
were Distributed Denial of Service (DDoS) attacks. The study
additionally identified 35 actors, including hacktivists and state
actors on both sides of the conflict, who carried out these
cyberattacks.1°®
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In June 2023, websites of Dutch ports were temporarily down due
to DDoS attacks by a pro-Russian hacktivist group.!°¢ In August
2023, the websites of several Dutch airports were the target of
DDosS attacks by pro-Russian hacktivists, but they only caused the
website of Groningen Airport Eelde to go down temporarily.!*” In
July 2024, hackers from hacktivist group the Cyber Army of Russia
Reborn (CARR) were convicted in the US for cyberattacks on critical
infrastructure, such as water infrastructure and energy
companies.’®

Cyberattacks by Iranian actors

Iran has proven it can also pose a digital threat to government
organisations and critical providers through its attacks on Albania.
These attacks must be seen in the specific geopolitical context of
both countries. Tensions have been high between Iran and Albania
for some time now. The examples are proof that Iran has relevant
cyber capabilities and is willing to deploy them for its own
geopolitical interests.

In 2022, Albania’s government networks were the target of a
cyberattack for which Albania and the US hold Iran responsible.**®
The attack took down several Albanian government websites and
digital services and, according to the Albanian prime minister,
could have brought down the entire country.’*® At the end of 2023,
the Albanian parliament and telecom company One Albania
became targets of cyberattacks. The exact scope and extent of the
attacks are unknown. An Iran-linked hacker group called
Homeland Justice claimed responsibility for the attacks through its
Telegram channel. It also claimed to have hacked a second telecom
company and the national airline, Air Albania.***

3.1.4 Disinformation

Disinformation is also a hybrid threat that can affect critical
providers and processes. Disinformation is the deliberate
spreading of misleading information, for example to influence
opinions, make money or cause damage to Dutch society.**? State
actors spread disinformation, for example, during the COVID-19
pandemic, in relation to the war in Ukraine and in recent
elections.’*? Although little is known about the actual impact of
disinformation on the functioning of critical processes, critical
providers have expressed concerns about the potential
consequences, especially for their employees. At the end of 2024
the Dutch Central Bank warned in its report ‘Resilience in turbulent
times - Geopolitical risks and financial institutions’, that financial
institutions could also be confronted with the problem of
disinformation, for example if malicious actors were to spread fake
news about the financial position of banks in order to cause social
disruption.''*

3.1.5 Economic pressure and strategic dependencies

In times of increasing competition between superpowers, state
actors are attempting to use economic dependencies to exert
influence.’** They do so, for example, by means of trade-restricting
measures, or by abusing the presence of foreign companies in
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Dutch critical infrastructure or strategic dependencies. These types
of economic pressures can also affect the integrity and availability
of critical processes, for instance when it is no longer possible to
import essential raw materials, services and products. There is also
arisk of no alternatives existing for some essential components (in
the long run) from countries without opposing (geopolitical)
interests.

State actors do not always need to adopt a deliberate strategy in
order to become part of the Dutch critical infrastructure or to
create strategic dependencies and take advantage of these. There
may, for example, be an economic agreement which
simultaneously enables foreign companies to gain a position in the
critical infrastructure or supply chains of critical providers, which
state actors can abuse (ata later date). This means, for example,
that the presence of Chinese companies in the supply chains of
critical processes can represent or become a threat to those
processes. As a result, critical providers may, for example, become
atarget of opportunity of Chinese economic pressure, including
abuse of strategic dependencies.

Economic pressure from China

Chinese companies are increasingly present in the European
market, for example in the ecosystem of various critical sectors,
such as ports and physical infrastructure, energy and telecoms. In
times of increasing geopolitical tension China can use these
companies to put pressure on Europe and the Netherlands for
political and strategic purposes.**¢

Research by the European Parliamentary Research Service has
revealed that China very regularly exerts economic pressure on
other countries and companies for political purposes. China also
exerts such economic pressure on the European Union. By putting
pressure on prominent companies or sectors, Beijing attempts to
deter others from crossing certain lines. Those red lines concern
not only issues of sovereignty and national security, butalso
China’s international image and the treatment of Chinese
companies abroad.'”

China often uses a combination of methods to exert economic
pressure. Governments mainly face trade restrictions in the form
of limitations on imports and (to a lesser extent) exports. Concrete
measures used by China include raising customs tariffs, selectively
applying domestic and international regulations, targeted customs
controls, denying licences, or imposing unofficial embargoes. In
addition, China passed a new export control law in 2020 that allows
it to control exports of goods, technologies and services to protect
its (vaguely defined) national security and interests.**®

Researchers from the Merics think tank identified 123 instances of
economic pressure being exerted by China between 2010 and 2022,
with a marked increase in the last four years. According to the
researchers, this is probably just the tip of the iceberg, as China
often does not make the measures public, sometimes appears to
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make them deliberately difficult to detect, and companies
themselves are also reluctant to report them for fear of reprisals
from Chinese authorities and Chinese consumers. Companies in
the consumer and agricultural goods, commodities and services
sectors are the most frequent targets of Chinese economic
pressure.'*® The best-known example of economic pressure from
China is the importrestrictions itimposed on Lithuania following
the opening of a’Taiwanese representative office’ in Vilnius in
November 2021. China cut Lithuanian imports by almost 90%.12°

More recent research from the International Institute for Strategic
Studies shows that, since 2024, China has been shifting its strategy
of exerting economic pressure from informal trade bans and
symbolic changes in laws and regulations to the active imposition
of formal export controls. For the time being, these export controls
seem to be focused primarily on the United States, with China
replicating US export controls which have been imposed on
Chinese technology companies. It now increasingly states openly
what these measures are a response to and imposes its
countermeasures very quickly.*2*

In addition, China offers goods on the European market at prices
with which Dutch companies cannot compete. As a result, Dutch
and European companies may be out-competed in the market and
existing strategic dependencies on China may increase, or new
ones may come into being. Among other things, the countryisan
indispensable player in the energy transition. For instance, China
is deliberately pursuing policies to maintain a monopoly on solar
panels.’22The same approach is playing out in the chemical
industry. Dutch companies that produce fibres for defence
equipment, such as bullet-proof vests, cannot compete with the
prices offered by Chinese companies. These Chinese companies
receive state support and can therefore offer their products atvery
low prices. The Royal Association of the Dutch Chemical Industry
(Koninklijke Vereniging van de Nederlandse Chemische Industrie, VNCI)
therefore warned at the end of 2024 that Europe should be aware
thatit might lose its basic chemical industry.'2

US economic pressure

The US is increasingly likely to urge the Netherlands and the
European Union to take restrictive action towards countries such
as China and Russia.*?* The US applies export controls to China to
curb, among other things, Chinese technological innovation and
military modernisation.’2® A continuation of the current trade
dispute with China is to be expected under the new Trump
administration. This is something that Europe can scarcely ignore
because it is heavily dependent on the US. The result could be
economic retaliation by countries like China, such as the closing of
markets to European companies and banning the export of critical
raw materials and strategic goods and services to the Netherlands
and the EU. If this leads to shortages in the Netherlands, the
functioning of critical processes could come under pressure.'2¢


https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/738219/EPRS_BRI(2022)738219_EN.pdf
https://merics.org/en/report/fasten-your-seatbelts-how-manage-chinas-economic-coercion
https://www.iiss.org/online-analysis/charting-china/2025/02/chinas-use-of-export-controls/
https://www.iiss.org/online-analysis/charting-china/2025/02/chinas-use-of-export-controls/

Strategic dependency

The strategic dependencies® of certain commodities, goods and
services can threaten the continuity of critical processes. This may
be because state actors deliberately abuse these dependencies.
Even when this is not the case, an over-reliance on certain goods
and services can pose a threat to critical processes, for example
when supply is interrupted by conflict elsewhere in the world, or
dependency limits the Netherlands’ open strategic autonomy.
Strategic dependencies may exist not only with respect to
countries, but also to one ora number of (tech) companies.

With regard to China in particular, there are strategic dependencies
that may be risky for the continuity of critical processes. Such
dependencies also exist with regard to Russia, but they are much
smaller than those relating to China. As a result the damage in the
event of an extreme and sudden disengagement from China would
be considerably greater.*?” Dependencies which may affect critical
processes also exist in relation to, among others, Taiwan and the
US. Anumber of strategic dependencies on China, Russia, Taiwan
and the United States are discussed below by way of an illustration.
This is, however, not an exhaustive overview of all conceivable
strategic dependencies for the Netherlands’ entire critical
infrastructure.

Strategic dependencies in relation to commodities

The Netherlands and the EU are heavily dependent on China for
critical raw materials.*® Without critical raw materials mined or
refined by China, many critical processes would lack essential end
products needed to keep functioning. Increasing tension between
China on the one hand and the US and EU on the other could put
pressure on the security of supply of critical raw materials.'2°

Research by The Hague Centre for Strategic Studies (HCSS) on the
risks of dependency on Chinese raw materials for critical sectors
shows that these critical raw materials are needed in numerous
devices. Examples include wind turbines, helicopters, fighter jets,
security cameras, drones and mobile technology ranging from
smartphones and computers to ICT applications for online
payments. Drones, for example, contain the raw materials silicon,
cobalt, gallium and germanium, which are predominantly mined
or processed by China.**° Such critical raw materials are crucial for
the functioning of critical processes, for example in the defence
and security domain, sustainable energy system, sustainable
mobility and ICT.*3

Wind turbines and solar panels, which make up an increasing share
of Dutch and European energy production, also use critical raw
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materials. Wind turbines require rare earth metals, cobalt and
permanent magnets, almost all of which are produced in China.
The production of solar panels depends on silicon, germanium and
gallium.'32

Strategic dependencies on China also exist in the healthcare sector,
for example in the field of antibiotics and raw materials for the
pharmaceutical industry.!** In addition, most modern medical
procedures rely on devices which are rich in the aforementioned
critical raw materials, such as respirators, pacemakers,

MRI scanners, X-rays and ultrasound machines.***

According to an NOS publication the Netherlands depends on
Russia for nuclear medicine production. Radioactive substances
are increasingly being used for medical research and to treat
various types of cancer. This requires processed raw materials that
are made almost exclusively in Russia.***

Strategic dependencies in relation to semiconductors

The research by HCSS also outlines the dependency of the Dutch
critical infrastructure on semiconductors from Taiwan. Their
supply could be cut off or restricted in the event of a Chinese
blockade and/or invasion. Various critical processes are to a lesser
or greater degree dependent on Taiwanese semiconductors®. In the
medical sector, Taiwan plays an important role in supplying chips
for medical devices, such as respiratory support systems,
diagnostic devices and pacemakers. In the defence and security
domain, advanced Taiwanese chips play an important role in
military and police equipment. They are also needed for new
technologies, such as Al and drones, which are going to be used on
anincreasingly large scale. Taiwanese chips are also used in the
energy sector, in the automotive industry and numerous ICT
applications.!3¢

Strategic dependencies in relation to digital infrastructure

Strategic digital infrastructure dependencies also play a role within
critical processes. Digital infrastructure is an essential element of
the business processes of critical sectors such as energy, telecoms,
finance and road and rail management. However, the Dutch digital
infrastructure is largely managed and developed by large tech
companies from non-European countries.'*” As data and digital
services are moved to other countries and digital innovation
increasingly takes place outside the EU, strategic dependencies on
other countries, especially the US and China, in the digital domain
are increasing. These dependencies imply risks, for example, when
state actors gain access to sensitive information and critical
processes through digital technology and services. They also limit

5 A dependency is strategic when a product or service is crucial in order to safeguard the publicinterests of the Netherlands and/or the EU, or when the
dependency poses arisk to the continuity of critical processes or third-party access to sensitive information. A strategic dependency can be risky when
thereis a high risk of supply disruption. This depends on market concentration and the possibility of substitution, the nature of relations with the
country we depend on and the degree of interdependency.

6 Taiwan Semiconductor Manufacturing Corporation (TSMC) in particular plays a key role in the semiconductor supply chain. TSMC produces 92% of the
world’s mostadvanced logic chips, referred to as cutting-edge chips (i.e. <10 nanometres). Taiwanese companies, including TSMCand United
Microelectronics Corporation (UMC), also produce a significant proportion of less advanced chips, or ‘trailing-edge’ and ‘mature’ chips (i.e. 210nm). In
total, Taiwan accounts for more than 20% of global semiconductor production, more than any other country in the world.
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the Netherlands’ digital strategic autonomy and may jeopardise
Dutch public values and public interests.!3®

Dependencies on America exist in the area of cloud services, for
example. A small number of American companies, Amazon Web
Services, Microsoft Azure, and Google, dominate 70-80 percent of
the European cloud services market.**® In addition, the power of
the largest cloud companies is growing because, once chosen,
companies find it difficult to switch providers due to technical,
organisational and financial barriers. Even when using European
or Dutch providers, there is still a chance that they too use the
services of these major cloud providers.**° Much of the data of
Dutch banks, for example, is being stored in the clouds of these US
tech companies.’! This strategic dependency has implications for
Dutch digital open strategic autonomy. For example, the
dependency on US companies means that US legislation also
applies to varying degrees to Dutch organisations. In addition, the
Netherlands only has limited authority when it comes to
monitoring these companies. There is also the risk of a single point
of failure and a failure or cyberattack on one of the three largest
providers could have global repercussions.*+2

In the development of Al applications, large US and Chinese private
tech companies have so far had the upper hand and the European
marketis lagging behind. Europe is therefore largely dependent on
the big tech companies when it comes to obtaining the latest
Al-related software and services, such as image recognition models
and Al management tools. As the digitisation of processes and
reliance on Al technology for basic services increase, with the
software and services of tech giants being the only solution, so
does the dependency on those same companies. After all, the
accessibility and reliability of the software depends largely on the
provider. Moreover, big tech companies are also getting involved in
discussions with governments on the extent to which democratic
freedoms should be taken into account.’#*

Europe also has a weak position in the field of applications and
services, particularly with respect to the US and, in some areas,
China. This applies, for example, to social media, office software
and cybersecurity.'#* Once again, this may pose a threat to national
security in some instances, for example when state actors, such as
China, use applications and services for the purposes of state
interference, economic espionage and the sabotage of critical
processes.'**

3.2 Terrorism and violent extremism:
a potential threat to critical
infrastructure

Terrorists and violent extremists can pose a threat to critical
infrastructure. There have been no disruptive terrorist or extremist
attacks on critical infrastructure in the Netherlands. However,
accelerationist” publications and foreign examples do show that
critical processes can be targeted by terrorists and violent
extremists. What is more, critical providers may have to deal with
employees with extremist views, such as sovereigntists and
right-wing extremists.

The terrorist threat to the Netherlands and its critical
infrastructure

There is areal chance of a terrorist attack taking place in the
Netherlands. As stated in the Terrorist Threat Assessment for the
Netherlands, the threat from jihadism and other radical Islamist
circles is high. There is also a real possibility that individuals from
the right-wing terrorist online milieu will put their words into
action and turn to violence. In addition, new right-wing extremist
groups, some of whose members adhere to terrorist ideology, are
more prepared to take action. There is also a threat of violence on
the part of a small group of sovereigntists. ¢

While jihadist groups usually play little attention to critical
infrastructure as a target, some people have called for attacks to be
carried out on the aviation sector. As described in the June 2024
Terrorist Threat Assessment for the Netherlands, al-Qaeda in the
Arabian Peninsula (AQAS) issued a video calling for attacks on
civilian aircraft belonging to US, British and French-Dutch airlines,
including those of Air-France-KLM. Despite this incitement, the
threat represented by al-Qaeda and its regional branches in the
Netherlands and against Dutch interests abroad, including civil
aviation, is likely to be limited.*#” In addition, the extensive media
coverage of forest fires in different parts of the world sometimes
leads to incitement in jihadist propaganda to start similar fires in
order to cause damage and casualties. As far as we know, no forest
fires have actually been started by terrorists or extremists with an
ideological motive.*4

The fact that right-wing terrorist organisations may also be able to
target their attacks on critical infrastructure is evidenced by
accelerationist publications describing how large-scale attacks on
critical infrastructure, such as the electricity grid,
telecommunications and oil transport must be carried out in order
to help starta race war.'*° The Terrorist Threat Assessment for the
Netherlands of December 2023 referred in this context to the
Terrorgram Collective, via which, among other things, manuals for
bomb-making and sabotaging critical infrastructure are distributed.

7 Accelerationism is right-wing extremist ideology that seeks to create chaos by means of terrorist violence in order to hasten racial war and the

replacement of democracy with a national socialist and white ethnostate.
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The Terrorgram Collective is a major resource for right-wing
extremists and accelerationists worldwide that consists of an online
network of different channels on the Telegram communication
app.'*° However, the threat of actual right-wing terrorist attacks on
critical infrastructure in Europe seems limited. In Europe, the threat
from right-wing terrorists comes mostly from individuals. These are
often vulnerable minors or young adults who become radicalised
over a short period of time and then commit violence on a small
scale. An attack on critical infrastructure requires a certain degree of
organisation and preparation that these individuals are not capable
of for the time being.'s*

Foreign terrorist attacks on critical infrastructure
Attacks which have been carried out abroad are proof that terrorist
and extremist groups are able to target (sub-processes of) critical
infrastructure. In Germany, for example, the left-wing extremist
group Vulkangruppe set fire to an electricity pylon near a Tesla factory
in March 2024 because they wanted to sabotage the factory. The fire
caused a power cut that affected tens of thousands of residents in
the region, as well as the plant.’*2 Unlike the Netherlands, Germany
has a sizeable, radical and active far-left scene. The threat of attacks
on critical infrastructure by left-wing extremists in Germany has
also increased recently. However, this is unlikely to have much
impact on the small group of left-wing extremists in the
Netherlands.'**

The French railway system was sabotaged at the start of the Olympic
Games in July 2024. The presumed suspects were members of a
left-wing extremist group, although French authorities have not
identified all the perpetrators. Equipment was damaged at three
locations along the railway tracks in France. Dozens of underground
fibre-optic cables which are used to transmit safety information for
train drivers were burnt out. This act of sabotage resulted in trains
being cancelled and hundreds of thousands of passengers were
affected.'** Fibre-optic cables belonging to telecom companies were
also cutat several locations in France. This affected several providers
and disrupted fixed and mobile telephony at local level.*** This
phenomenon was not new because fibre-optic cables were also cut
well before the Olympics took place in France.'*®

In the United States a suspected far-right group carried out an attack
onan electricity grid in 2022 that left 45,000 residents without
power.'>” The same was also suspected to have happened in several
otherincidents in the US.'s®

Employees with extremist views

Critical providers may have to deal with employees who hold various
extremist views and who may pose an insider threat, for example if
they have access to sensitive information or systems.

The June 2024 Terrorist Threat Assessment for the Netherlands
describes, for instance, how right-wing extremists have become
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interested in joining the military, partly because they can gain
experience with weapons and combat and because of the association
with brotherhood and masculinity.*>®

In the same vein, the December 2024 Terrorist Threat Assessment for
the Netherlands states that several organisations in the Netherlands
are having to deal with individuals who had declared themselves to
be ‘autonomous’ or ‘sovereigntist’ extremists. Individuals who call
themselves sovereigntists believe that the Dutch government does
not exercise legitimate power over them and that they can decide for
themselves whether Dutch laws and regulations apply to them.
These sovereigntists mostly have a desire to create an alternative
world which is independent of institutions.**® In total, there are
several tens of thousands of adherents to sovereigntist thoughtin
the Netherlands. Between several dozen and a hundred of them
believe a violent confrontation with the government will eventually
become inevitable. In the Netherlands a limited number of
self-declared sovereigntists are employed at government institutions
orin critical sectors. Some of them have access to sensitive
information in connection with their jobs. Their self-proclaimed
sovereigntist identity may be at odds with the professional integrity
associated with their work.*s*

3.3 Activists also target critical
infrastructure

Various protests and activist campaigns in the Netherlands and
Europe in recent years have shown that critical sectors can be
targeted or affected by activists® and demonstrators. Because there
is no systematic research on activism in relation to critical
infrastructure, it is impossible to establish whether there has been
anincrease in activism that has targeted critical providers in recent
years. However, there have been several examples in the past few
years of activities which have caused short-term disruption to
critical infrastructure such as airports, road infrastructure and a
lock system. National security interests were not compromised in
the process. If the scale, frequency and/or duration of such activities
increase, they could become a threat to national security.

There have, for example, been several incidents in recent years
which have targeted the aviation sector. In November 2022, climate
activists from Greenpeace and Extinction Rebellion managed to gain
access to the eastern part of Amsterdam Airport Schiphol (Schiphol-
Oost). They proceeded to sit down under private jets to prevent them
from taking off. Several activists also chained themselves to
planes.’s2 In March 2024, Extinction Rebellion blocked several
access roads to the Tefaf art fair in Maastricht to protest against
private jets landing at Maastricht Aachen Airport for the art fair.'¢?

8 The aim of activists is to convince others of a particular point of view, but in doing so they do not pursue undemocratic goals nor do they use
undemocratic methods. Although activists do break the law sometimes, they do not do so with the intention of undermining the democratic rule of law.
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In December 2024, climate activists from Extinction Rebellion were
arrested at Schiphol Airport after they had purchased tickets and had
passed through security control only to pour a large amount of
brown liquid on the floor in protest at KLM’s loyalty savings
programme.®

In Germany, climate activists from Letzte Generation blocked runways
at Frankfurtairportin July 2024. The protest involved them gluing
themselves to the tarmac. Air traffic was halted for hours as a result,
and 270 of the 1,400 scheduled flights were cancelled that day.*s* In
May thatyear, climate activists had also blocked access roads to the
runway at Munich airport.1¢°

Activists are also targeting maritime infrastructure. In July 2024,
Extinction Rebellion blocked crucial access routes to the Port of
Rotterdam.'®” In September 2024, Extinction Rebellion and its sister
organisation Geef Tegengas occupied the Botlekbrug bridge, which is a
key link for road, rail and shipping traffic for the Port of Rotterdam
and the Maasvlakte. They did so in protest against expansion of the
gas industry.’*® In August 2024, Extinction Rebellion activists
blocked the IJmuiden lock complex by gluing and chaining
themselves to the gate of the Noordersluislock. Although they were
targeting cruise shipping, the blockade also affected all shipping
traffic in the North Sea Canal (Noordzeekanaal).**® In June 2024,
Greenpeace activists occupied a drilling platform near the island of
Schiermonnikoog to campaign against gas extraction plans to the
north of the island.’”®

Activists also target major roads to increase the social impact of their
actions. For example, Extinction Rebellion have blocked the A1z and
the A10 motorways several times in recent years in protest against
fossil subsidies.'”* Protests by farmers have also resulted in
motorways being blocked on several occasions in the Netherlands.
Tractors, hay bales and arson were some of the tactics used to bring
traffic to a standstill.'”2

3.4 Criminal activity: a potential
threat to critical infrastructure

Critical infrastructure can also be threatened by criminal activity.
Although it often takes the form of cyberattacks by criminals, it may
also involve subversive crime or physical acts.

Cybercrime targeted at critical infrastructure

The actions of cybercriminals are motivated by financial gain and
are not (primarily) intended to disrupt society. Nevertheless, their
attacks can have such an impact that they affect national security
interests. The capabilities of some cybercriminal groups are
comparable to that of state actors.'”?
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In the past, some criminal groups deliberately let it be known that
they did not target critical infrastructure. Indeed, to do so would
have been unwise because it would bring them to the attention of
intelligence and investigative agencies. On the other hand, there
could be a tendency in critical sectors to pay ransoms more quickly
for the sake of business continuity thereby making the organisations
in question an attractive target for criminals after all. In practice,
criminals often behave opportunistically. This means that although
cybercriminals do not deliberately attack critical infrastructure
systematically it s, in principle, not ruled out either.}”*

Although criminal cyberattacks have not caused social disruption in
the Netherlands in recent years, several incidents do show how
critical sectors can be affected by them. This applies, for example, to
the energy sector. One example of such an attack was when it
became impossible to carry out a trial of Dutch wind turbines at the
Oude Maas Wind Farm in early 2022 due to a ransomware attack on
German wind turbine manufacturer Nordex. The energy sector in
Denmark was the target of a major cyberattack in May 2023. A total of
22 energy companies were compromised due to vulnerabilities in
manufacturer Zyxel’s firewalls.*”> Research by SektorCERT, the
cybersecurity centre for Denmark’s critical sectors, revealed that the
attack was made possible because companies had failed to install
security updates.'”® Thanks to SektorCERT’s sensors the attack was
quickly detected and a large-scale power outage prevented.!””

The maritime sector has also been targeted by cybercriminals in
recentyears. The Dutch maritime service provider Royal Dirkzwager
was the target of a ransomware attack by the ‘Play’ ransomware
group. Royal Dirkzwager registers all incoming and outgoing
seagoing vessels in the Port of Rotterdam. The company was unable
to provide a number of services to customers, including the system
that gives customers a real-time view of when ships arrive and the
ROAM service which is used to monitor maritime traffic.!”¢ The
hackeralso leaked confidential information from the organisation,
including employee IDs, passports and contracts. The company
needed almost a week to fully restore its systems and resume
services.'”®

The National Cybersecurity Assessment 2024 revealed that
healthcare organisations are regular victims of cyberattacks. These
often involve ransomware, extortion using stolen data, or both. Up
to now the majority of these attacks have been perpetrated abroad
and impacted the provision of care.'*° In the UK, for example,
operations and blood transfusions were cancelled at several
hospitals in June 2024 after a supplier of pathology services fell
victim to a ransomware attack by Russian cybercriminals from the
Qilin group.*®* In July 2024, blood banks in the United States
suffered a ransomware attack which resulted in more than 250
hospitals having to activate their blood shortage protocols.**2 As far
as is known, these attacks had no impact on the provision of care in
the Netherlands. However, organisations were blackmailed using
stolen data and data was leaked.'s?



Subversive criminality
Subversive criminality not only poses a threat to society and the

rule of law, but can also represent a threat to critical infrastructure.

This is especially evident at seaports, where organised crime gangs
use infrastructure for, among other things, drug trafficking. The
fact that criminals need to use certain infrastructure, means they
do not benefit from damaging or sabotaging it. However, their
activities can put pressure on the functioning of this
infrastructure. For example, logistics processes are disrupted by
persons illegally retrieving drugs at terminals. In addition, port
employees and inspections are put under pressure, intimidated or
recruited. Some employees choose to work in other sectors for fear
of also becoming a victim of this behaviour. This makes it difficult
to recruit the staff that are needed to keep the infrastructure
operational s+

Theft of copper

One example of criminal activity that directly harms critical
infrastructure is the theft of copper, for example from lightning
conductors, cabling and railway tracks. If a railway line is affected,
trains will no longer be able to use it or traffic will be limited and
trains will have to travel slowly.’®* The use of measures such as
camera surveillance and the installation of fences resulted in a
sharp decrease in instances of copper theft on the railways in
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recentyears.'®® In addition to railways, energy companies, such as
those operating solar farms, also have to contend with copper
theft.s”

Insider threats

Insider threats can play arole in the various threats facing the
Netherlands. Some insiders have personal motives for their
actions, such as frustration, political beliefs or financial gain.
Others collaborate with the malicious acts of state actors,
terrorists, activists or criminals voluntarily or under duress.
Insider threats can also be unintentional, with careless actions
exposing a critical provider to a particular threat. Finally, insiders
can also be individuals who deliberately ignore rules, such as
security guidelines. As a result, they render a critical provider
vulnerable to threats or system failure. Insiders may operate
within a critical provider’s organisation, or in the often complex
chain of suppliers. 188

The Signpost Six Insider Risk Trend Report 2025 charts the various
trends in the field of insider threats. It transpires that money
problems are the main driver of insider threats. The fact that
companies are improving their cyber and physical security is also
causing malicious actors to choose to recruit insiders for, among
other things, espionage, pre-positioning and sabotage.8°


https://www.signpostsix.com/wp-content/uploads/2025/01/Insider-Trend-Report-2025-Signpost-Six-V-1.0.pdf

=
1

- e S ' S i
el e  EPRS
I— b . PPN
o e e o v W
e A ;%. o -
. v i . . i §

b “ 0 Vg S e 3
“E R Rk = g : PR,
: S e ¥4 SRS e 8 = ” w .
- St P B Il R e @ ‘_ﬁk ) ;
> b . : od ‘ T8 S
o “mep L B0s Pt By s e A & ot = et i *‘ ¥
a5ttt s L ]
e <3 & =
AL ) AT g - ~
patigy r
-
& &
2
2 \ .
il k. S

Climate change is increasingly causing extreme weather events in the
Netherlands as well. Natural elements pose an increasing threat to critical
infrastructure.
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a. Natural threats to critical
Infrastructure

There are a variety of natural threats to critical processes and our
critical infrastructure is facing the increasing threat posed by the
effects of climate change in particular.

The following section discusses the threats due to climate change,
earthquakes, space weather and infectious diseases.

4.1 Climate change poses a growing
threat to critical infrastructure

Climate change is accelerating and becoming more severe than
previously thought and this is creating new threats and
exacerbating existing ones.’*° Based on climate models, the
Intergovernmental Panel on Climate Change (IPCC) expects the
global climate to have warmed by 1.5 degrees by around 2033. The
European Netherlands is warming up approximately twice as fast as
globally, and it is already 2.3 degrees warmer than in around
1900.2°! This means the Netherlands is already facing serious,
directand indirect consequences of climate change and will
continue to do so in the coming years.'2 The consequences include
rising sea levels and more frequent and more extreme weather
events. On the one hand, heatand drought will increase and, on
the other, extreme rainfall will become a more frequent
occurrence. It is therefore increasingly likely that the Netherlands
will experience disruption or failure of critical infrastructure due
to climate change.>?

At the same time, the exact consequences of climate change and
their precise impact on critical processes are difficult to
estimate.’** The Netherlands Environmental Assessment Agency
(Planbureau voor de Leefomgeving, PBL) concludes in the report entitled
‘Climate risks in the Netherlands - The current state of affairs
(Klimaatrisico’s in Nederland - De huidige stand van zaken)’ that it is
difficult to get a complete overview of the complex risks due to
climate change because of the large number of possible
combinations, the accumulation of climate risks, the chain effects

and the side effects of climate adaptation. The sum of multiple
risks may therefore turn out to be greater than expected.*** For
instance, the accumulation of extreme rainfall as well as high river
discharges and higher sea levels will make drainage especially
difficult.?*¢

In addition, the extentand speed of the impact of climate change
depends on specific circumstances, the social context and the
implementation of climate adaptation policy. The increased
dependency of the public and businesses on electricity, ICT and
logistics networks, among others, also makes the Netherlands
more vulnerable to the effects of climate change on critical
infrastructure like this.’*” Itis also the case that extreme weather
can impact multiple critical processes at the same time, while a
higher probability of natural threats also means an increased
probability of different threats coinciding.**®

Extreme weather as a consequence of climate
change

The Delta scenarios® of the National Delta Programme present
several possible future scenarios based on a plausible range of
climate change, the Netherlands’ efforts to reduce greenhouse gas
emissions and socio-economic developments.'*® All scenarios
predict a substantial increase in the water challenges facing the
Netherlands. Shortages of freshwater will increase during the
summer, there will be more flooding due to rainstorms and the
effects of that flooding will become more severe.2°°

4.1

Extreme precipitation

The number of heavy showers with high precipitation is increasing
due to climate change.2°* In summer this is due to peak showers
and in winter to long periods of rain.2°2 The situation can become
so extreme that the water system can no longer cope, resulting in
more frequent floods.2°? Flooding can be disruptive when critical
networks, such as the electricity grid, gas grid, or communication
networks and the Internet, cease to function. Roads may become
impassable and hospitals, transformer stations and sewage
treatment plants may fail due to flooding.2°4 In recent years,

9 In 2024 Deltares was commissioned by the Delta Commissioner and the Ministry of Infrastructure and Water Management to compile a new set of Delta
scenarios. These are based on the latest insights from, among others, the Royal Netherlands Meteorological Institute (KNMI), the Netherlands

Environmental Assessment Agency and Wageningen University.
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extreme precipitation in several European countries led to, among
other things, power cuts, public transport shutdowns and airport
closures.2os

One example is the extreme rainfall in July 2021 in southern Limburg
and in the Ardennes and Eifel regions where a major weather system
caused waterlogging and flooding. Locally more than 160 mm of
precipitation fell in 48 hours in southern Limburg. More than 250
mm fell in 48 hours in some locations in the Ardennes and the Eifel
regions. In other countries there were 200 casualties and prolonged
outages of essential services such as electricity and transport. In the
Netherlands, localised infrastructure temporarily failed and was
damaged. At some locations it took six months to rectify the
damage.?°¢

In October 2024, extreme rainfall in Valencia caused the heaviest
flooding in Spain this century.2°” It caused over 200 deaths and large
parts of the city’s infrastructure were damaged. In some places
around Valencia, 400 millimetres of rain fell in a single day. There
was a clear link to climate change. The warm Mediterranean Sea had
caused extra evaporation and warm air caused extra heavy rainfall
and a so-called cold pool caused the rain front to linger in the same
place.2°®

What is more, in the Caribbean part of the Kingdom the probability
of severe hurricanes is increasing and the hurricane season is lasting
longer and longer. In 2022 there were power outages in some parts of
Bonaire after heavy rainfall flooded parts of the island.2°°

Climate change also increases the likelihood of katabatic winds.2*®
These can occur during heavy thunderstorms as air cools sharply due
to very heavy rainfall. The cold air falls onto the surface of the Earth
and creates very severe wind gusts.'* One occurred, for example, in
the municipality of Leersum in June 2021 where it caused seven gas
leaks due to falling trees in addition to nine injuries and damage to
houses.?*2 Four high-voltage pylons in the municipality of
Oosterwolde were blown over as a result of an extreme katabatic
wind.?*?

Extreme heat and drought in summer

Climate change also causes both extreme heat and drought in the
summer. Prolonged drought can put pressure on critical processes
such as drinking water supply and inland shipping.>** Wildfires are
also becoming more prevalent and they will more frequently result
in damage and the failure of critical infrastructure.

Freshwater shortages

The Delta scenarios show that shortages of freshwater will become
more and more common during the summer. The supply of
freshwater is declining as a result of increasing evaporation, longer
periods of drought, lower river flows and the increasing salinisation
of groundwater.?'s Groundwater salinisation is partly due to
subsidence and reduced flows from rivers during periods of extreme
drought. 2*¢ Rising sea levels are also contributing to salinisation via
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groundwater, rivers and sea locks, especially in coastal areas.217 At
the same time, demand for water is increasing in order to flush
water systems (salinity control) and irrigate agricultural areas, as
well as for drinking water and nature and the rewetting of low-lying
peatlands. The Delta scenarios conclude that the expectation is that,
by 2050, it will be increasingly difficult to keep sufficient freshwater
available forall of its current uses.2*®

Pressure on the supply of drinking water

Both groundwater and surface water are also used for drinking water
abstraction. These water sources are not only under pressure from
increasing drought and salinisation. The quality of both sources is
suffering due to pesticides, nitrate from manure and residues from
medicines and cosmetics. In addition, the demand for drinking
water is increasing due to population and economic growth.
Consequently, several factors are combining to increase the
vulnerability of drinking water supplies.?*® In 2023, the National
Institute for Public Health and the Environment (Rijksinstituutvoor
Volksgezondheid en Milieu, RIVM) warned of regional shortages in the
supply of drinking water and that, without action from 2030
onwards, shortages are expected to occur at all ten water
companies.?2° If no measures are put in place, the shortfall would be
over 100 million cubic metres, slightly less than the consumption in
a province like Overijssel. Even now, drinking water companies
sometimes have insufficient drinking water available and that is
forcing them to halt supplies to businesses.?2* An action plan by the
central government, the provincial authorities and water companies
is intended to prevent any shortages by 2030.222

Effect of drought and heat on critical processes

There are numerous examples of how drought and heat can
representa threat for critical processes. In the summer of 2022, for
example, drought resulted in significantly reduced water levels in
our inland waterways which, in turn, had a significant impact on the
loads that shipping could carry. Among other things the more
frequent dry spells make it necessary to adjust infrastructure,
logistics and vessel structures in order to continue maximising the
potential of inland shipping.22? Flood defences and dykes are also
susceptible to drought. Extreme drought can cause cracks to appear
in dykes and damage to flood defences.?2* Cracking due to drought is
most common in the case of peat dykes.?2*

Heat and drought also cause problems on the railways. For example,
movable railway bridges may expand due to heatand therefore no
longer open or close. In addition, high temperatures increase the
risk of rail buckling, which causes kinks in the rails themselves. Soil
subsidence caused by drought can also result in uneven subsidence
of the track or platforms.22¢

Increasing drought may also affect industries such as the chemical
sector, for example due to a shortage of process and cooling water
and firefighting water and a limited supply of raw materials or
products due to low water levels.2”


https://open.overheid.nl/documenten/dpc-6cdf1941f1f66b4503b8dc70e189fa6ce41a41a6/pdf

Wildfires

The risk of wildfires in the Netherlands is high. According to the
Wildfire Report ‘23 (Natuurbrandsignaal ‘23)*° wildfires will become
more intense due to climate change and the Netherlands will have
to deal with uncontrollable wildfires more often and these
wildfires will be increasingly difficult to quell using current
firefighting tactics, technology and capacity.?2® Once again rising
temperatures, the greater likelihood of drought in summer and
falling groundwater levels are an important factor because they
cause vegetation to become increasingly combustible and this will
lead to more frequent direct and indirect damage and the failure of
critical infrastructure in the spring and the summer. Moreover, the
close connection between nature and the physical living
environment in the Netherlands means wildfires can quickly cause
significant damage to critical infrastructure. 22° Roadside fires can,
for example, cause railways and roads to be closed due to the space
needed for emergency services, or poor visibility due to smoke.
Much of the main road network is susceptible to closure as a result
of smoke from wildfires which burn or smoulder for a long period
of time, while even smaller fires can have a potentially significant
social impact when they occur at critical points on the main road
network.?*° Electricity, telecommunications or drinking water
supplies could also be affected in the event of an uncontrollable
fire. If a critical transformer fails, a local wildfire could even cause
regional power outages.?*! An increase in (simultaneous) wildfires
will also put greater pressure on the firefighting system because
firefighting resources will be insufficient to meet a higher demand
for assistance.?*?

4.1.2 Sealevelrise due to climate change

Sealevels around the world are rising more quicklyasa
consequence of accelerating climate change. This sea level rise is
also evident along the Dutch coast. Currently, the rise is a few
millimetres a year (3.7 millimetres). Depending on greenhouse gas
emissions, the projected cumulative sea level rise in 2050 is 16 to 38
centimetres.?** According to the KNMI's latest climate scenarios
(2023), the sea level off the Dutch coast is likely to rise by a
maximum of 1.2 metres up until 2100. After 2100 the rate of sea
level rise will increasingly depend on the rate of warming and
whether or not parts of the Antarctic ice sheet become unstable. If
the Antarctic ice sheet becomes unstable, this rise could even reach
2.5 metres by 2100 and 17.5 metres by 2300. The chances of this
happening are small, but the consequences of such a sea level rise
would be extreme.234

Therise in sea levels in the Netherlands will mainly affect water
safety and the availability of freshwater. Research by the Sea Level
Rise Knowledge Programme (Kennisprogramma Zeespiegelstijging)
highlights the fact that the current approach involving dyke
reinforcements, storm surge barriers, sand replenishment and
pumping for flood protection means the Netherlands can probably
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continue to protect itself technically from flooding until sea levels
have risen by 3 metres. However, this implies considerable effort
and changes to the use of space because the ongoing rise in sea
level will require ever more extensive sand replenishment and ever
greater reinforcements of flood defences. Storm surge barriers will
also have to close much more frequently and eventually be
replaced.?*®

4.2 Earthquakes

Earthquakes have the potential to cause disruption or failure of
critical processes. This is partly because many critical
infrastructures, such as pipes and cables, are located
underground.>*¢ However, there are no known recent incidents
involving disruption to or failure of critical processes due to an
earthquake in the Netherlands.

An earthquake is a seismic movement of the earth’s crust.
Earthquakes can have a natural cause or be induced by humans.
Both types of earthquakes occur in the Netherlands.?3”
Earthquakes are not affected by climate change. As gas production
in the Groningen field ceased at the end of 2023, both the
likelihood and force of earthquakes are decreasing there.2** Most
natural quakes in the Netherlands occur in Limburg.2*° In 2024, 47
earthquakes occurred in the Netherlands, including 40 induced
and 7 natural earthquakes. This number is lower than in 2023 when
there were 62 earthquakes.?4°

4.3 Threatto critical infrastructure
posed by space weather

Some critical processes use advanced technologies that may be
vulnerable to space weather.24* There are several space weather
phenomena that can affect critical infrastructure and all of these
originate from the sun’s activities. During the 11 year solar cycle,
there are periods when the sun is very active and periods when it is
calm. 242

There are three main phenomena produced by the sun that cause

space weather on Earth:

1. Solar flares. These are intense bursts of energy in the form of
electromagnetic radiation, such as X-rays. They can cause
temporary interference in communications and navigation.

2. Coronal mass ejections (CMEs). This is a process by which a large

10 The Wildfire Report ‘23 (Natuurbrandsignaal ‘23) was drafted by a consortium consisting of the Netherlands Institute for Public Safety (Nederlands Instituut
Publieke Veiligheid, NIPV), the Royal Netherlands Meteorological Institute (KNMI), Wageningen University & Research (WUR), the VU Amsterdam and

Deltares.
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amount of solar plasma containing charged particles, such as
protons and electrons, is released from the sun. When these
particles reach Earth, they can cause a geomagnetic storm which
disrupts the planet’s magnetosphere.

3. Protonstorms. These storms consist of very fast-moving, high-
energy protons which can cause damage to satellites through
particle radiation.+?

When such a solar flare, coronal mass ejection or proton storm is
directed towards Earth, it affects our atmosphere.2%4

Earth is in a space weather peak in the years 2024 - 2026. On 10 and
11 May 2024, for example, there was a global geomagnetic storm of
the most severe category. Geomagnetic storms can affect the
higher layers of the atmosphere, such as the thermosphere and
ionosphere. This, in turn, can interfere with radio communications
and satellite navigation systems.?*s Long-range communication is
very important for aviation and in a highly disturbed ionosphere
this contact can become difficult or even impossible. Given that
space weather disrupts the ionosphere, satellite signals may also be
disrupted by the ionosphere.2%¢ As described in section 3.1.1,
numerous satellites rely on GNSS for timing and positioning and
the disruption to or failure of these can cause major chain effects.

The potential impact of a geomagnetic storm on satellites was
evident, for example, when SpaceX launched Starlink satellites in
February 2022. Of the 49 launched satellites that were supposed to
enter low Earth orbit, 40 were lost after launch due to a
geomagnetic storm. The storm caused a lot of drag and the
satellites fell back into the atmosphere and burned up.2+”

In exceptional cases, electricity grid operators may also experience
problems due to a solar storm.2*¢ Geomagnetic storms can disrupt
the Earth’s magnetic field, which in turn induces electrical currents
in electricity grids. These disturbances can lead to network
outages, especially in areas where the earth’s crustis poorly
conductive.2#° This threat exists mainly in northern areas and it last
occurred on a large scale in Canada in 1989 when millions of people
were without power for hours due to a severe geomagnetic storm.
Such disruption is unlikely to occur in the Netherlands due to our
geographical location, highly conductive soil and short, densely
meshed electricity grids.2s°
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4.4 Threatto critical infrastructure
posed by infectious diseases

The COVID-19 pandemic showed that a large-scale outbreak of an
infectious disease can have major consequences for society.
Human infectious diseases can lead to deaths and illness and, ina
severe pandemic, can also result in a lack of sufficient acute care.?s!

Anumber of developments have taken place that may indicate an
increased risk of a large-scale outbreak of infectious diseases in the
longer term. For example, more and more animal species are
susceptible to bird flu.2%2 For a few years now mammals such as
cows have become infected, as have humans sporadically.253 The
variant circulating among cows in the US is not currently spreading
from human-to-human. However, the likelihood of mutations
doingso is increasing as the virus circulates freely among
mammals in the US. Various epidemiologists and virologists have
been referring to the situation in the US as worrying for months
now, partly due to the lack of preventive measures, monitoring and
the slow sharing of information with scientists.?**

In addition, global warming is increasing the likelihood of new
pandemics. This is partly because mosquitoes and ticks are
becoming prevalent in locations they have never been before
where they may come into contact, for example, with sick
animals.?s®

Finally, the public is becoming less and less willing to be vaccinated
and there have been new developments in bioinformatics and
Al.2%¢ Some experts warn of the possibility of malicious actors
using Al models in the future to develop biological weapons, for
example in the form of an infectious virus.2>” While current models
are not capable of this, the possibility of future, even more
advanced models being able to create such weapons is something
we need to monitor closely.2%®
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5. Threats arising from the
failure of critical processes

themselves

National security can also be compromised when critical processes
fail due to human error, system failure or chain effects. In such
instances, the critical process failure is thus not due to the actions
of malicious actors or natural threats. Nevertheless, these kinds of
threats can increase the impact of human and system failures, for
example when flood defences fail due to a technical problem
during a period of extremely bad weather and significant
rainfall.2s®

5.1 Human and system failures

Human failure involves failure or disruption of a critical process
due to inadvertent human error. System failure is the result of a
technical faultin the system itself. Several examples of such
failures show that a seemingly minor technical or human error can
have major consequences for critical processes and, in extreme
cases, can even pose a threat to national security.

In the summer of 2024 a software error resulted in two large-scale
outage incidents which severely impeded, among other things, the
provision of hospital care, the aviation sector and the functioning
of government. One of the effects was a global outage of millions
of Microsoft systems due to a faulty update of CrowdStrike’s
software in July 2024.2° This led to the failure or disruption of
critical processes in various countries. Some banks were
temporarily unable to make transfers, some TV channels went
down, port terminals were ata standstill and flights had to be
cancelled at many airports.2°* Although national security was not
compromised in the Netherlands, several critical processes were
also affected by the failure. Hospitals in Emmen, Hoogeveen,
Stadskanaal and Doetinchem had to scale down care temporarily
and transfer patients to other hospitals for emergency care. Flights
also had to be cancelled at Schiphol and Eindhoven airports, and
buses in the province of Utrecht and regions of Amersfoortand
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Almere were cancelled temporarily. Customers of the KNAB digital
bank were unable to access the financial services provider’s app.2°2
The CrowdsStrike outage shows how vulnerable the digitised society
is and that such failures can result in large-scale outages. The
existence of digital monocultures, in which many organisations
depend on a small number of providers within the wider digital
ecosystem, can lead to large-scale effects.2¢*

In the Netherlands various digital processes were disrupted by a
software error on a Ministry of Defence network in August 2024.
The cause of the problems was down to how access was being
provided to the Netherlands Armed Forces Integrated Network
(NAFIN). This heavily secured network connects Ministry of
Defence locations with each other and it is also used at data centres
which serve various ministries and police stations. An error in the
software code caused a time synchronisation issue on the network.
Emergency services encountered problems with their
communication and alarm systems, making it more difficult for
them to stay in contact with each other. Civil servants from various
ministries were unable to log on to work systems. Eindhoven
Airport uses the same network and was also affected because
planes were unable to take off or land there.?%¢ The failure even
impacted the operations of the Coast Guard (Kustwacht) because
their communication and alert system malfunctioned, meaning
that they could temporarily not be contacted by ships in distress, as
well as the Royal Netherlands Sea Rescue Institution (Koninklijke
Nederlandse Redding Maatschappij, KNRM) and air traffic control.2%s

The critical process of ‘communication with and between
emergency services via 112 and C2000’ has also experienced
outages due to system failures in recent years. In 2019 the 112
emergency number was down for some time due to a breakdown in
the systems of telecoms provider KPN. This was caused by the
malfunctioning of a digital counter in the telephone system.2¢¢ The
C2000 communication system, which police, fire brigade,
ambulance and defence services staff use to communicate, has
regularly been disrupted by system failures. In June 2023, for



example, control rooms experienced problems in communicating
with emergency responders on the street due to a networking
problem between control rooms and C2000 central equipment.26”
On New Year’s Eve in 2024/2025, the C2000 system suffered a
malfunction which was possibly caused by overloading.2*®

Air Traffic Control the Netherlands (Luchtverkeersleiding Nederland,
LVNL) suffered a failure in April 2024 which was caused by incorrect
preparations for an update of new software in the air traffic control
(AAA) system. The organisation was able to fall back on the AAA’s
so-called backup mode and, when this also proved unreliable, it
reverted to its backup system (Phoenix). The malfunction resulted
in almost no air traffic to and from the Netherlands but once AAA
had been restarted the air traffic control system started working
again and normal service could resume.2*® A number of aircraft
could not take off and some landings were diverted to Belgium.
Because the failure occurred late in the evening, the impactwas
limited.?”®

Human or system failure can also coincide with other threats, such
as extreme weather. Amsterdam faced the risk of flooding on 2
November 2023 due to an accumulation of threats which led to
high water levels caused by heavy precipitation, storm Ciardn and a
failure at the [Jmuiden pumping station. A malfunction meant that
the sluice gates at the IJmuiden pumping station were unable to
close. The sluice gates are open at low tide to discharge excess
water into the sea but close again at high tide. The technical
problem meant they were unable to close and were open for some
time at high tide. As a result, a huge wave of sea water entered the
North Sea Canal in the early morning and the I river level also
increased. Once the problem had been discovered, a team of
engineers quickly closed the valves by hand. The combination of
the malfunction, high water levels and storm Ciardn resulted ina
water level of -12 centimetres, while it is normally -40 centimetres.
To protect Amsterdam from flooding the 14 locks and flood
defences along the I] River were quickly closed to prevent the water
level in the canals from rising even further. The Zeeburg Pumping
Station was then activated at full power to restore the city’s water
level to where it should be. Closing the locks between Amsterdam
and the I] river, among others, caused the water to subside to the
desired level of around -40 cm Amsterdam Ordnance Datum
(Normaal Amsterdams Peil, NAP) within 24 hours.?”*

Some problems arise within critical processes which have no
clearly identifiable cause, such as the railway accident at
Voorschoten station when a goods train collided with a crane that

was being transported on several trucks in the night of 4 April 2023.

The crane ended up in the other track and was hit by a passenger
train. The crane driver was killed and 20 people were taken to
hospital. No train traffic was possible between Leiden and The
Hague for over two weeks. Investigations by the Dutch Safety Board
(Onderzoeksraad voor Veiligheid) found that there were several factors
that may have contributed to the accident, but the investigation
could not identify a direct cause.?”2
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5.2 Chain effects

The interdependencies within critical national infrastructure
mean that a disruption to a single critical process can resultin
chain reactions that impact other critical processes. These are also
referred to as cascading effects.?”* Critical processes are also
connected to all kinds of non-critical processes. Consequently,
disruptions to these non-critical processes can also have major
chain effects on critical processes. A good example of this were the
chain effects of the aforementioned NAFIN failure (non-critical)
on, among others, emergency services and air traffic (critical).

The increasing complexity of systems and dependencies between
systems and processes and the many mutual and hidden
dependencies within and between critical processes make it
difficult to estimate the chain effects of a disruption to critical
processes properly. In addition, these dependencies are constantly
changing due to technological developments and the updating of
systems and infrastructure.?” Electricity outages in particular have
major chain effects?”® and they tend to occur unexpectedly. Since
electricity can only be transmitted when the grid is live, the
electricity grid has no buffering capacity. As a result, the effects are
immediate for all parties involved. The majority of electricity
outages are normally rectified within two hours and so do not lead
to any social disruption. In the case of a large-scale or very complex
outage, the cause may not always be immediately identifiable and
itis difficult to estimate the time required to rectify the
situation.?”¢ The impact of electricity outages on various critical
processes often becomes noticeable within hours.?”” For example,
power outages of just a few hours can cause telecoms to go down
and as aresult the public are unable to call 112. Large-scale outages
quickly cause the failure of regular means of communication, such
as the Internet and TV.2”® As such, the electricity network is so
essential to Dutch society that a failure could lead to serious social
disruption and therefore pose a threat to national security.?”

Natural gas and electricity supplies are also closely linked and
cannot function (for long) without each other. Because the
equipment that controls the natural gas supply is powered by
electricity and only limited emergency measures can be taken, the
natural gas supply is unable to function without electricity.
Similarly, gas-fired power plants cannot function without natural
gas because the gas plants will have no fuel to operate the
generators.>$°

In the Thematic report on the threat to critical infrastructure
(Themarapportage bedreiging vitale infrastructuur) (2022), the National
Security Analyst Network developed a scenario for the failure of
electricity supply in Europe. Although many of the critical
processes could operate for some time using an emergency power
supply, it is uncertain whether this would work in practice. While
the effect of power outages on other critical processes is difficult to
estimate, the National Security Analyst Network’s scenario shows
that 24 hour power outages in the Netherlands could cause train


https://www.rijksoverheid.nl/documenten/rapporten/2022/07/31/themarapportage-bedreiging-vitale-infrastructuur
https://www.rijksoverheid.nl/documenten/rapporten/2022/07/31/themarapportage-bedreiging-vitale-infrastructuur
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traffic to be (partially) shut down, debit card payments to become
impossible at shops without an emergency power supply and
objects such as pumping stations to cease functioning within a
short period of time.2%!
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6. Political, economic, social
and technological factors

Various political, economic, social and technological factors (PEST
factors) affect the critical infrastructure itself, as well as the threats
toitand its resilience. In doing so they also influence the impact of
concrete incidents arising from threats. Technological
development can, for example, change the means used by
malicious actors to disrupt critical infrastructure. At the same
time, technological development offers critical providers new
opportunities to increase their resilience to threats. The critical
infrastructure itself may change due to energy transition or
digitalisation, for example. Such changes, in turn, also affect the
threat and the level of resilience. The most important PEST factors
are listed below.

6.1 Increasing dependency on
digital systems

Akey feature of critical infrastructure is that it is increasingly
dependent on digital systems, such as in healthcare and logistics.
In addition, the complexity of systems and the dependencies
between systems and processes are increasing,?*2 for example
because they are interconnected or because critical processes use
the same hardware or software.2®* The interdependencies make it
difficult to estimate the effect of disruption to one critical process
on other critical processes.2s*

In times of rising geopolitical tensions, the threat of disruption to
digital systems through cyberattacks, sabotage and espionage may
increase.?®s The Netherlands is also an attractive target for
malicious actors for several reasons. For instance, the Netherlands
has a high-quality knowledge economy and we are at the forefront
of certain technologies. The Netherlands is also home to a variety
of international organisations that process information that could
be of interest to malicious actors.2®® Another reason why the
Netherlands is an attractive target is that the country is one of the
top 5 most important digital hubs worldwide.?#” This is partly
because there are landing points for ten international submarine
data cables in the Netherlands and the presence of Internet
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exchanges including Amsterdam Internet Exchange (AMS-1X) and
(co-location) data centres. 2% Finally, the fast, cheap and reliable
Internet infrastructure in the Netherlands makes it attractive to
malicious actors to use as a base from which to launch cyberattacks
against the public, organisations or governments in other
countries.?®®

Most modern (critical) infrastructure is susceptible to attacks
whereby malicious actors penetrate and manipulate digital
systems.2°° Digitalisation means that cyberattacks, for example,
pose areal danger of large-scale outages of electricity grids that
connect different power plants and ensure that electricity reaches
households and businesses. A successful cyberattack on a power
network can cause a chain effect with significant physical
consequences. These include outages and damage to power plants
and other critical infrastructure such as water supplies, transport
and communications.?®!

Cyberattacks are also a daily occurrence at financial institutions.2°2
Europe’s financial infrastructure is highly interconnected and
companies in the financial sector depend on a limited number of
digital service providers. If hackers carry out a cyberattack on one
such company, they may impact several and the companies
themselves can potentially infect each other.2s*

Operational technology (OT) is crucial when it comes to
controlling, monitoring and managing numerous critical
processes. OT systems underpin important physical processes such
as raw material production and processing, drinking water
purification, lock operation and electricity distribution. Incidents
in OT environments can also damage industrial equipment and the
surrounding environment. In extreme cases, casualties may occur.
The increasing integration of operational technology and
information technology (IT) increases the attack surface and
makes OT systems more vulnerable to cyberattacks.2°#

Cyberactors appear to be interested in compromising OT and for
that reason there exist types of malware that can be used to
sabotage OT systems.?°® Since the end of 2023, Microsoft has seen
anincrease in the number of reports of attacks targeting Internet-
exposed, poorly secured OT devices.?°¢



In a broader digital ecosystem, digital processes are highly
interconnected meaning that even non-critical organisations can
be an attractive stepping stone to infiltrate critical providers for
malicious actors.?”

6.2 Technological developments

Technological developments will significantly influence the
security environment in the future. On the one hand, they can
boost existing threats to critical infrastructure or make it more
vulnerable to threats. On the other hand, new technology can also
be used to increase the resilience of critical infrastructure, for
instance in the context of defending against (digital) attacks.
Technology can also be used to solve certain challenges facing
society, such as climate change, thereby reducing threats to critical
infrastructure.

Advanced technology is becoming more widely accessible and
available worldwide. A technology race is taking place between
states, especially in the field of Al, quantum technology and space
technology. At the same time, non-state (commercial) parties are
becoming increasingly important for the development of new
technology. Large technology companies like SpaceX, Meta and
Alphabet (Google) now wield great economic and geopolitical
power.>?®

Artificial intelligence

A good example of the above is the rapid development of generative
Al Since the introduction of ChatGPT in late 2022, many Al models
have become available worldwide that are publicly accessible and
can generate text, images, audio, video and deepfakes for free or
relatively cheaply. Meanwhile, the United States and China are
engaged in an Al tech race, with both countries investing heavily in
Al development. At the same time these new Al applications are
mainly being developed and marketed by big tech companies and
thatis creating new dependencies on those companies.?*® Al also
amplifies existing threats to critical infrastructure, for example, by
allowing malicious actors to use this technology to look for
vulnerabilities in the digital systems of critical infrastructure and
potentially launch cyberattacks on them.3°°

In addition to Al robotics and autonomous systems are also
becoming more widely available. Previously, such technologies
used to be primarily owned by state actors, but now even non-state
actors can use technologies such as commercially available drones
and do-it-yourself kits for genetic modification (biotechnology)
without having to spend too much money. As a result, these
technologies can also be used by malicious actors such as criminals
or terrorists.>°*
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Space technology

In the field of space technology there are three developments
which are relevant for national security. First of all, there is the
militarisation of space. States such as China, the United States and
Russia are integrating space into conventional military operations.
There is also a lack of focus on the digital security of space
technology. Satellites are used for a wide range of military and
civilian applications, including GPS, earth observation and
telecommunications. Any disruption of GPS can, for example, have
disruptive supply chain effects on critical infrastructure. However,
thereis little understanding of the potential vulnerabilities of
space infrastructure. Finally, an increasing number of commercial
parties are operating in space and this will (potentially) create new
dependencies on commercial parties.3°2

Quantum technology

Applications of quantum technology are still in their infancy, so
the potential impact is still partly unknown. However, from a
national security perspective, it is essential to start anticipating the
effects of all manner of quantum technology applications. The
advent of the quantum computer is particularly relevant to critical
infrastructure.>°® The expectation is that it will be possible to use
such computers to break current cryptographic standards,
allowing protocols and sensitive data that are now well protected
with encryption to be decrypted after all in times to come.°¢
Quantum computers therefore have the potential to cause
disruption or failure of critical processes in the future. Itis notyet
clear when this technology will be capable of this, but for some
parties itis already important to start implementing post-quantum
cryptography.*°* Encrypted data that is intercepted and stored now
could potentially be decrypted later using a quantum computer
and that means that a future powerful quantum computer already
poses a risk to national security.3°¢

6.3 Energy transition

The energy transition, which involves reducing energy demand,
phasing out fossil fuels and increasing the use of renewable energy
sources, may have implications for critical infrastructure. As more
and more businesses and households switch to electricity,
available capacity is not keeping up with demand. This will put
pressure on the security of supply and may increase the number of
power cuts at regional level due to a lack of grid capacity.
Increasing reliance on solar and wind power is also affecting
security of supply. Insufficient supplies of solar and wind power
over along period of time need to be compensated with other
energy sources such as hydrogen or biomass.*°”

The impact of the energy transition on critical infrastructure and
its interconnectedness is very evident in the close relationship
between energy facilities and digital infrastructure. Electricity grid
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usage is at such a high level in many places in the Netherlands that
there is no capacity to connect new large-scale consumers in the
coming years. However, it is essential that the electricity grid offers
sufficient capacity at the local level in order for digital
infrastructure to function. Additional electricity is, for example,
needed to expand the 5g network and connect new homes to the
digital infrastructure. At the same time, a reliable digital
infrastructure is a prerequisite for the energy transition, as smart
energy networks place high demands on digital connectivity.>°®

In addition, the energy transition requires large quantities of
minerals and metals for which Europe is heavily dependent on
countries such as China and the Democratic Republic of Congo. The
supply of these materials could hamper the energy transition and,
at the same time, Europe’s dependency on them could be used as a
means of applying geopolitical pressure.3°°

Lastly, the energy transition goes hand in hand with digitalisation
and that makes the new energy infrastructure, in the form of, for
example, smart meters and charging stations, vulnerable to digital
attacks and acts of sabotage which target the grid.>'° Research by
the Dutch Authority for Digital Infrastructure (Rijksinspectie Digitale
Infrastructuur, RDI) shows that the explosive growth in the number
of solar panel installations is being accompanied by an increase in
malfunctions affecting these installations. The RDI investigated 9
inverters and none of them fulfilled the applicable cybersecurity
standards. As a consequence, solar panel systems are easy to hack
and can be disabled or used for DDoS attacks. In addition, five of
the nine inverters, which convert the energy produced by a solar
panel into AC voltage for the grid, were found to be capable of
causing failures themselves.***

6.4 Shortages on the labour market

There are shortages on the labour market and that will continue to
be the case for the foreseeable future due to an ageing population
and flattening productivity growth.**2 Staff shortages can make
critical providers less resilient to threats and, in an extreme case,
can themselves cause disruption to or failure of critical processes.

The State Commission on Demographic Developments by 2050
describes in the report entitled Moderate growth (Gematige groei)
that there will be a peak in Dutch population ageing in the next 10
to 15 years, which will result in a permanently ‘older’ society as we
approach 2050.3'% According to research by McKinsey shortages on
the labour market could triple to a shortage of 1.4 million people by
2030. Existing shortages will increase particularly in technical jobs,
care and welfare .34

The shortage of staff with technical expertise may lead to critical
infrastructure providers being unable to find sufficient numbers of
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qualified personnel. Critical providers may be unable to install
state-of-the-art systems as a result, and there may also be problems
in thelongrun if there is a lack of technical expertise for the
operation and maintenance of systems. Human intervention is
necessary in order to mitigate any disruption to automated
processes, particularly in the event of an incident, for example
when bridges and locks need to be manually controlled because
automated controls become disrupted or fail. The increasing
complexity and dependencies within systems also mean that
specific knowledge and expertise is required to manage and
maintain the systems and respond to incidents.>'®

The shortage of technical staff poses a latent threat that may result
in an inability to maintain the resilience of critical
infrastructure.?'¢ Back in July 2024, for instance, the Cyber Security
Council warned in a letter to the Minister of Economic Affairs
about the effects of shortages in the cybersecurity labour market
on the Netherlands’ digital resilience and strategic digital
autonomy.*'” In addition, malicious actors may start identifying
which organisations have the greatest shortages and potentially
the weakest defences in order to target them.3'#

Ageing will even have a doubling effect in the care sector because
the ageing population will mean that, on the one hand, fewer care
staffwill be available and, on the other, that more people will
require care services.?!®

6.5 Economicdevelopments

Economic developments worldwide can affect critical processes,
for example in the form of price increases or trade restrictions
imposed on critical suppliers in respect of raw materials. Asa
small, open economy within the Eurozone, the Netherlands
remains vulnerable to international financial shocks and problems
in other countries can have a significant impact on our economy.
Banking crises or other problems affecting players on the financial
markets, fiscal crises (in the Eurozone), trade disputes or the
geopoliticisation of global trade can therefore have a relatively
large impact on the Dutch economy.?2°

The global economy has become increasingly fragmented in recent
years. According to the IMF, countries worldwide took more than
2,500 industrial policy measures in 2023, 70% of which are having a
disruptive effect on trade. The Dutch economy is sensitive to this
fragmentation because our economy is largely dependent on
international trade. This makes the Netherlands vulnerable to
disruptions in global supply chains and trade and capital
restrictions.?


https://www.staatscommissie2050.nl/
https://www.mckinsey.com/capabilities/people-and-organizational-performance/our-insights/netherlands-advanced-building-a-future-labor-market-that-works#/

On the bottom of the North Sea lies a network of Internet cables and
power cables from wind farms. An unmanned surface vessel helps ensure
the safety of essential subsea infrastructure.
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7. Conclusion

This threat landscape report shows that critical infrastructure faces
an accumulation of diverse threats. In particular, hybrid attacks by
state actors, including physical and digital sabotage, espionage and
pre-positioning and abuse of strategic dependencies are a growing
threat. The consequences of ever-accelerating climate change will
also have an increasing and still partly unpredictable impact on
critical infrastructure.

When these threats materialise in concrete events and critical
processes lack sufficient resilience, the risk of disruption or failure
arises. This risk factor is particularly increased when multiple
threats, including human and system failures, occur
simultaneously. National security may be compromised as well.
Due to complex, ever-changing and sometimes hidden
interdependencies, disruption of one critical process can also have
major chain effects on other critical processes. What is more,
several examples of (cyber) espionage and pre-positioning for
sabotage have revealed that, even when there is no disruption or
outage, malicious actors can attack the integrity and
confidentiality of critical processes.
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At the same time, often far-reaching political, economic, social and
technological developments are causing the critical infrastructure
itself, its resilience and the threats facing critical processes to
change. This makes it even more important for national security to
assess periodically the state of the triad of threats and the interests
and resilience of critical processes.

Given that threats are constantly changing, it is important to keep
relevant knowledge up to date. The NCTV is helping to do this by
publishing products such as the State Actors Threat Assessment,
the National Cybersecurity Assessment, the Terrorist Threat
Assessment for the Netherlands and various thematic reports.

The threats described in this threat landscape report underline the
importance of resilient critical infrastructure. This starts with an
insight into the current resilience of critical processes, which will
be interpreted using the resilience analyses that the government
departments perform for each critical process. In doing so, they
can use the conceptual framework developed in this threat
landscape, along with the described threats, as a starting point.
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