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Digital risks are dynamic and influenced by many
factors, which may not always be digital in nature.
Particularly in recent years, turbulent geopolitical
times have had a significant impact on the digital
threat landscape. The Netherlands has been a target
of cyberattacks or experiences the impact of
cyberattacks that ripple through the digital eco-
system. Additionally, disruptions can lead to large-
scale outages. Digital risks are complex and highly
interconnected. All of this can result in unforeseen
effects. Consequently, the risk to national security
may increase. To address digital risks effectively, it
is crucial to adopt a comprehensive approach to risk
management. These are some of the conclusions
from the Cybersecurity Assessment Netherlands
2024 (CSAN).
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The CSAN 2024 results in the following three main
findings:

1.

3.

The digital threat against the Netherlands is significant and
diverse, with cyberattacks primarily originating from state and
criminal actors. In these turbulent geopolitical times, state
actors are intensifying their activities and expanding their
capabilities, employing a broader toolkit. Criminal actors carry
out large-scale attacks and act opportunistically. Widespread
disruption of digital processes also poses a threat.

. Digital risks require a comprehensive approach to risk manage-

ment. They are dynamic and influenced by many different
factors. The broader digital ecosystem, including monocultures
within it, and the high degree of digitalisation cause risks to
become interconnected.

The security of digital processes is and remains essential in our
society and is therefore inextricably linked to national security.
The importance of digital security competes with other
interests.



New challenges for digital security
As aresult of developments over the past year, several new
challenges to digital security have been identified:

State actors intensify activities and broaden capacities

Several state actors are intensifying their cyber activities. In
addition, a number of states are broadening their capabilities: they
are adding new methods to their existing arsenal, or using other
means, including non-digital ones. In this way, cyber attacks are
partof a broader toolbox. On top of that, the use or involvement of
non-state actors is part of the broadening.

Actors are seeRing new ways to carry out attacks

Malicious actors often choose the path of least resistance. They still
mostly go for attack routes that offer relatively easy and quick
access. State actors and criminal actors are also actively seeking
new avenues. Such as targeting edge devices, or applying Living-
off-the-Land techniques.

Non-digital developments affect digital security

Digital risks are influenced by many factors, including non-digital
ones. This applies, for example, to geopolitical or technological
developments. Even developments that seemingly have nothing to
do with cybersecurity can have a lasting impact on the digital
threat or resilience. For example, the large-scale concentration of
services at the three largest cloud providers.

The CSAN was prepared by the National Coordinator for
Counterterrorism and Security (NCTV). This involved close
cooperation with, among others, the National Cyber Security
Center (NCSC). The CSAN is published annually by the NCTV.

Read the entire CSAN 2024 online:
Cyber Security Assessment Netherlands | National Coordinator
for Security and Counterterrorism (nctv.nl)

Large-scale trade in personal data can pose threat to national
security

The large scale and precision of the global online data trade and the
way online advertising markets operate can harm national security
in several ways. Such as through large-scale breach of confidentia-
lity of personal-sensitive data. Or through misuse of the accumula-
ted datasets and/or detailed person profiles.

Digital security is prerequisite for trust in digital processes

Trust is necessary to want to use digital processes. Only with trust
can organizations or individuals deal with the many uncertainties.
Digital security, of course, is not the only prerequisite for trust, but
itisanecessary one.

Annual review

Cyberincidents in the reporting period are in line with the threat
assessment. Incidents, including DDoS attacks, sabotage and
espionage, as well as preparations for them, can partly be placed in
the context of geopolitical tensions and shifting international
power dynamics. Ransomware attacks once again made headlines,
often involving data breaches combined with extortion. In
addition to cyberattacks, there are again numerous examples of
outages due to non-willful action.




