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Publication details 
 
 
The Cyber Security Assessment Netherlands 2022 (CSAN 2022) offers 
insight into the digital threat, the interests that may be affected by 
it, resilience and, finally, the risks. The focus is on national security. 
CSAN 2022 also aims to provide insight into the strategic themes 
relevant to the digital security of the Netherlands now and in the 
next four to six years. The CSAN is published annually by the 
National Coordinator for Security and Counterterrorism (NCTV). 
 
Together with its partners in the security domain, the NCTV 
contributes to a safe and stable Netherlands by identifying threats, 
boosting resilience and protecting national security interests. The 
purpose is to prevent and minimise social disruption. Since the 
establishment of the National Coordinator for Security and 
Counterterrorism, a single government organisation has been 
responsible for counterterrorism, cybersecurity, national security 
and crisis management. 
 
The National Cyber Security Centre (NCSC) is the central 
information hub and expertise centre for cybersecurity in the 
Netherlands. The NCSC's objective is to boost the digital resilience 
of Dutch society, specifically the digital resilience of the central 
government and providers of critical services. 
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Resilience can erect a dam  
against the threat



Imbalance between threat 
and resilience increases risk of 
disruption 
 

Complications of risk management 
present a threat to society 
 
The NCTV, in cooperation with partners, has identified strategic 
themes that are relevant to the digital security of the Netherlands 
now and in the years ahead. Although they are different in nature, 
each of them in isolation and in combination with each other 
forms complications for strategic risk management. The themes 
are briefly introduced below; a detailed explanation will be given in 
Chapter 3. 
 
Risks form the downside of a digitized society 
Dutch society is highly digitized, and the COVID-19 pandemic has 
accelerated the further digitisation of processes. This has a 
downside: our dependence on digital processes has also made us 
vulnerable to outages and the activities of those with malicious 
intent. There are four risks to national security, which also apply 
directly or indirectly to specific sectors and organisations and 
individual citizens: 1) unauthorised access to information (and 
possibly its publication), in particular through espionage; 2) 
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In spite of the efforts to improve resilience, there is an imbalance 
between the increased threat and the development of resilience. 
That imbalance increases the risk of disruption. A question that is 
relevant but difficult to answer is: ‘When is the Netherlands 
sufficiently resilient?’ Resilience can help to create a barrier against 
the threat. That calls for a conscious assessment of the balance 
between the dependence on digital processes and the importance 
attached to this, the threat against this and also the required level 
of resilience. Although they are different in nature, a comparison 
can be made with the COVID-19 pandemic and the war in Ukraine. 
They have confronted us with the existence of dependencies, 
vulnerabilities and unforeseen consequences of far-reaching 
events. The question of when the Netherlands is sufficiently 
resilient is not only a matter for technical experts. It is mainly a 
matter of governance and/or risk management for politicians, 
governments and administrators at national, sectoral and 
organisational level as well as between those three levels. 

In order to function without disruption, it is crucial that society can withstand digital threats. The 

security of digital processes is essential in our strongly digitized society. Digital security 

therefore is inextricably interlinked with national security. The question ‘How digitally safe is the 

Netherlands?' is impossible to answer. Moreover, 100 percent security does not exist. Digital 

processes can always fail due to technical or human errors. Cyberspace is also the preferred 

playing field of a growing number of states, and cyber attacks are the new normal. Moreover, 

attacks by cybercriminals have now reached an industrial scale. The digital threat is therefore 

permanent and is increasing rather than decreasing, with all the associated consequences. 



inaccessibility of processes, due to sabotage and/or the use of 
ransomware or preparations for this; 3) breaches of (the security 
of ) cyberspace, such as through the exploitation of global IT supply 
chains; 4) large-scale outages of digital processes. The high level of 
digitisation of our society and the dependence on digital processes 
are a fact. Getting vulnerabilities under control and keeping them 
under control is part of risk management. 
 
Cyberspace is a playing field for regional and global 
dominance 
A growing number of states are using cyberspace structurally and 
intensively to promote their geopolitical interests. Cyber attacks, 
for example to gather political and economic information, are an 
important instrument in that respect: they are relatively cheap and 
scalable, and they have a significant, often long-term result. 
Attribution is a difficult issue. Furthermore, geopolitical fencing is 
taking place about the building blocks of cyberspace and high 
technologies. Individual citizens, organisations, sectors and 
countries have little influence on that geopolitical competition, 
while it does contribute to the risks. 
 
Cybercrime is scalable, while resilience – for now – is not 
Serious, organised cybercrime has become very scalable and has 
therefore taken on industrial proportions in recent years in terms 
of victims, damage and criminal proceeds. The term scalability 
refers to the ability to adjust (upscale) a system or process in order 
to meet a higher demand. Serious cybercriminals and their service 
providers are primarily financially motivated and aim for maximum 
yields, while gratefully exploiting the options offered by the digital 
domain. Considering the nature and growing extent of the threat 
of cybercrime, making and keeping the resilience chain scalable 
will be a fundamental challenge in the coming years. 
 
Market dynamics complicate controlling digital risks 
Supply and demand for digital services, hardware and hardware 
components, software and networks meet on digital markets. 
These markets have several unique characteristics, such as the 
monopoly or semi-monopoly status of certain suppliers, the high 
level of interconnectedness and the focus on gathering as much 
data as possible. Moreover, incentives for digital security are not or 
not always decisive in these markets. Those characteristics 
complicate risk control for individual citizens, organisations, 
sectors and countries.  
 

Coordinated and integrated risk management is still in its 
infancy 
Coordinated and integrated risk management within and between 
the different levels of organisations, sectors and the national level 
is still in its infancy. Resilience in the Netherlands has not yet 
reached the required level. Digital risks do not yet form a structural 
part of broader risk management, and a coordinated approach is 
necessary. 
 
Restrictions in digital autonomy also restrict digital 
resilience 
Restrictions in digital autonomy apply for European countries and 
the Netherlands (hereafter: the Netherlands and Europe). That 
autonomy includes the ability and resources the Netherlands has to 
make independent decisions about further digitisisation and the 
required level of digital resilience. Restrictions in digital autonomy 
also involve restrictions for resilience. The fact that the autonomy 
is under pressure is due to various causes, which are related to the 
strategic themes mentioned above. Those causes reduce the 
options to influence and make choices in terms of the digital 
resilience of the Netherlands and how to control this resilience.  
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Insight in strategic themes relevant  
to the digital security of the 
Netherlands



1 Introduction 
 
 
 
 

CSAN 2022 provides insight into the digital threat, the interests that may be affected by this, 

resilience and, finally, the risks. The focus is on national security. CSAN 2022 also aims to 

provide insight into the strategic themes relevant to the digital security of the Netherlands 

now and in the next four to six years. That insight provides the basis for the new 

cybersecurity strategy.

11

Toelichting sleutelbegrippen 
 
Due to the interconnectedness of the physical space and cyberspace 
and to improve readability, the terms ‘cyber’ and ‘digital’ have only 
been used occasionally. 
 
 
Sleutelbegrippen 
 

In the CSAN, the most important concepts have been defined as 
follows 1: 
Interest: values, achievements, tangible and intangible things that 
can be damaged when a cyber incident occurs and the weight that 
society or a party attaches to defending them. In the CSAN, the 
focus is on national security interests. 
Attack: intentional activity by an actor aimed at disrupting one or 
more digital processes using digital resources. 
Cyber incident: (coherent set of) events or activities that lead to 
disruption of one or more digital processes. Collective term for 
cyber attack and system failure. 
Cybersecurity: the set of measures to reduce (relevant) risks to an 
acceptable level. The measures may be aimed at preventing cyber 
incidents and, once they have occurred, detecting them, limiting 
damage and making recovery easier. What is an acceptable level, is 
the outcome of a risk assessment. 
Digital process (hereafter: process): a process carried out in 
whole or in part through the complex and interrelated interaction 
of people and many components of hardware, software and/or 
networks. Fully automated processes, such as process control 
systems, are also included. 
Risk: the probability that a threat will lead to a cyber incident and 
the impact of the cyber incident on the interests, both in relation to 
the current level of digital resilience. 
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Purpose and scope 
 
The Cyber Security Assessment Netherlands (CSAN) provides insight 
into the digital threat, the interests that may be affected by this and 
the resilience against this. On the basis thereof, risks have been 
formulated. The emphasis is on national security. Digitisation 
offers many opportunities, but it also lends itself to all kinds of 
exploitation, and outages may occur. The CSAN does not focus on 
the opportunities offered by digitisation. It does, however, focus 
on disruptions of critical and other processes with a digital 
component. 
 
The CSAN is intended primarily for strategic planning and policy-
making at national level (governance). It aims to provide the 
Cabinet, members of the Upper and Lower Houses of Parliament, 
civil servants, policy-makers, other public administrators and 
leaders of organisations with an insight into the risks for the 
Netherlands. Cybersecurity companies and professionals use the 
CSAN as a reference framework for their own management or 
customers. The CSAN is also intended as a tool for risk 
management, aimed specifically at the identification and analysis 
of risks, which is one of the steps in a risk management process. 
Finally, the CSAN can also be accessed by the general public. 
 
 



Cyberspace: the complex environment that is the result of 
interrelated digital processes, supported by globally distributed 
physical information and communication technology (ICT) devices 
and connected networks. Cyberspace is approached from three 
different angles or levels: 1) digital processes implemented (or 
initiated) by people; 2) the technology level (of IT and OT) enabling 
the digital processes; 3) the risk management and/or governance 
level managing the two other levels. 
Threat: an intentional or unintentional danger that may lead to a 
cyber incident or a combination of simultaneous or consecutive 
cyber incidents. 
System failure: a situation where one or more digital processes 
are disrupted due to natural or technical causes or as a 
consequence of human error. 
Disruption: an undermining of the availability, integrity or 
confidentiality of information or the processing of information, i.e. 
a disruption at the technical level of cyberspace. 
Resilience: the capacity to reduce relevant risks to an acceptable 
level by means of a series of measures to prevent cyber incidents 
and, when cyber incidents have occurred, to detect them, limit the 
damage and facilitate recovery. What constitutes an acceptable 
level of resilience depends on the outcome of a risk assessment. 
This may help to choose the right technical, procedural or 
organisational measures. 
 

 
 

Structure 
 
Chapter 2 looks at the current situation in terms of interest, threat 
and resilience. Chapter 3 specifies and describes the strategic 
themes relevant to the digital security of the Netherlands now and 
in the next four to six years. Chapter 4 looks back on the most 
important incidents of the past year. Annex 1 describes the process 
of creating the CSAN. Annex 2 contains the source references. 
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Cyber attacks by state actors  
are no longer rare, they are actually  
the new normal



2. Digital risks remain high 
 
 
 
 

The basis for the analysis in the Cyber Security Assessment Netherlands is formed by interest, 

digital threat and resilience. These three together determine the digital risks. There are four risks 

for national security (see the box below). These risks also relate to sectors, organisations and 

individuals. This chapter will briefly look at the current situation of national security interests, the 

threat against them and our digital resilience. This situation has not changed fundamentally in 

comparison with last year. The threats, however, have evolved. Ransomware groups, for example, 

are aiming for optimum, scalable chains of attack. Attackers are also increasingly focusing on 

exploiting the cloud. Finally, cyber attacks on supply chains and the exploiting of zero-day 

vulnerabilities are also a growing problem. 

the six national security interests described in the National Security 
Strategy3 can be hit via cyberspace. Digital security has not been 
explicitly named as a national security interest, but it acts as a 
common thread for the six interests mentioned. They are discussed 
in brief below. 
 

Territorial security is the unimpeded functioning of the 
Netherlands and its EU and NATO allies as independent states in a 
broad sense, or territorial security in a narrow sense. This not only 
concerns the integrity of our national territory and that of our 
allies, but also the integrity of the digital domain: the availability, 
confidentiality and integrity of essential information services and 
vital infrastructure and processes that depend on this. 
 
Physical security is the ability of people to go about their lives in 
an unimpeded manner within the Netherlands and their 
surrounding area. Physical security in a narrow sense concerns the 
safety of life and limb of Dutch residents. In a broad sense, this 
concerns providing for the primary necessities of life, such as food, 
energy, drinking water and adequate housing. 
 
Economic security is the unimpeded functioning of the Dutch 
economy in an effective and efficient manner. The three essential 
conditions for this are the continuity of vital processes, the 
integrity and exclusivity of information and knowledge and the 
prevention of undesirable strategic dependencies. 
 
Ecological security is the unimpeded continued existence of the 
natural living environment in and around the Netherlands. When 

15
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Four national security risks 
 

1. Unauthorised access to information (and possibly its 
publication), in particular through espionage. Examples 
include espionage targeting communications within the 
central government or the development of innovative 
technologies. 

2. Inaccessibility of processes, due to sabotage and/or the use 
of ransomware or preparations for this. Examples include 
cyber infiltration in processes that ensure the distribution of 
electricity. 

3. Breaches of (the security of) cyberspace, such as through the 
misuse of global IT supply chains. 

4. Large-scale outages: situations in which one or more 
processes are disrupted due to natural or technical causes or 
unintentional human action. 

 
 

Digital processes: the central nervous 
system of society 
Digital processes are the ‘central nervous system’ of society and the 
economy, as they are indispensable to their uninterrupted 
functioning.2 Digital security therefore forms an integral part of 
national security. When vital processes such as the electricity or 
drinking-water supply, the handling of shipping traffic or payment 
transactions are hit, society can be brought to a standstill for a brief 
or sustained period. Cyber incidents can therefore affect more and 
other interests than the functioning of technology alone. Each of 



ecological security is hit, this is evident from a long-term 
deterioration of the environment and nature. 
 
Social and political stability is the continued and unimpeded 
existence of a social climate in which individuals are free to go 
about their lives and groups are able to coexist within and in 
accordance with the democratic and lawful state of the 
Netherlands and its shared values. 
 
Finally, the international rule of law is the functioning of the 
international system of rules, standards and agreements 
established for the purposes of international peace and security. 
Our national security depends on the functioning of the 
international system of rules, standards and agreements, partly 
because of the international position of the Netherlands and the 
presence of physical and digital hubs in global networks and 
infrastructure. 
 
 

 

Threat posed mainly by state actors, 
cybercriminals and outages 
 
The threat against the national security interests may result from 
cyber attacks or outages of digital processes. An outage may be the 
consequence of natural or technical causes or human errors. State 
actors and cybercriminals form the greatest threat in terms of 
intentional action. It is not always easy to distinguish between 
them due to their interrelationships. The threat posed by 
hacktivists is relatively small, but may affect Dutch interests 
indirectly. 
 
Cyber attacks by state actors are the new normal 
The digital threat posed by state actors to Dutch society is diverse in 
nature. Cyber attacks by state actors can no longer be considered 
rare; instead, they are the new normal. Cyberspace is used by states 
for their geopolitical advantage. This may concern a financial-
economic advantage, promoting domestic political and security 
interests or influencing foreign relationships.4 The digital methods 
state actors can use for this purpose include: 
1.     influencing and interference (including the spread of 

disinformation); 
2.    espionage, including economic or political espionage; 
3.    preparatory action for disruption and actual disruption and 

sabotage. 
 

The Netherlands is the target of offensive cyber programmes of 
countries such as Russia and China. They can use the digital 
methods mentioned against a broad range of possible targets, from 
local associations to international security organisations and from 
one individual to diaspora communities. According to the General 
Intelligence and Security Service, the threat of offensive cyber 
programmes against the Netherlands and Dutch interests 
continues to be high and will only increase in the future.5 
 
Russian state actors have successfully carried out digital attacks on 
EU Member States on several occasions. This incident illustrates the 
current threat picture of Russian state actors and the continuous 
threat (including threat of espionage) this involves. These actors 
carry out multiple digital attacks on EU and NATO Member States, 
among others. 
 
The Chinese digital espionage actor APT31 has carried out large-
scale, sustained attacks on political targets in Europe and North 
America.6 In the Netherlands, this actor also selected targets for 
attacks and reconnaissance activities. The interest shown by state 
actors for such targets illustrates the importance of solid security 
measures and network detection options for Dutch government 
networks in order to detect and withstand attacks and facilitate 
further investigation.  
 
According to leaked documents, an Iranian cyber organisation 
investigated hacking industrial control systems in 2020. The 
Iranian investigators write that they do not yet have sufficient 
insight into the systems to enable physical sabotage. The 
documents show that the cyber actors were specifically looking for 
building control systems, also in the Netherlands. This fits in the 
puicture of the increasing emphasis on cyber sabotage in Iran.  
 
Cybercriminals can impair national security 
Cybercriminals continue to be able to inflict extensive damage to 
digital processes. Their actions are based on financial motives, and 
they do not intend to disrupt society. However, the impact of their 
attacks can be such that they affect national security interests. The 
capacity of a number of cybercrime groups is of an equally high 
level as that of some state actors. State actors can hire 
cybercriminals, give them permission to act or put them under 
pressure to carry out cyber attacks on specific targets.7 The 
relationships between states and cybercriminals may lead to 
cybercriminals taking sides in geopolitical conflicts. This has been 
illustrated recently by the war in Ukraine, when cybercrime groups 
affiliated with Russia warned opponents of Russia that they would 
be digitally attacked.8  
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Cyber attacks on supply chains by criminals are a growing 
problem.9 Cyber incidents not only have an impact on direct 
victims, but also on chains of suppliers, customers and citizens 
using the services provided by the affected organisations. More and 
more often, cybercriminals compromise their final targets via 
suppliers and business partners.10 When processes are disrupted, 
chain effects may have an impact on entire sectors or even society 
as a whole.11 Moreover, ransomware attacks are used increasingly 
often with double or even triple extortion.12 In the case of double 
extortion, hackers can threaten to publish data if victims fail to pay 
after their files have been encrypted. When triple extortion takes 
place, hackers are also able to issue a ransom demand based on 
stolen data to customers, partners and suppliers of the affected 
organisation, in the hope that they will also pay, out of fear that 
their data will be published. 13 
 
Organisations subjected to a digital attack are often the victim of 
ransomware. The use of ransomware poses a risk to national 
security in terms of the continuity of vital processes, the leaking 
and/or publication of confidential or sensitive information and the 
deterioration of the integrity of cyberspace.14 Vital processes can be 
hit by ransomware directly, with all the associated consequences, 
or via supply chains, especially now that those attacks involve 
double or even triple extortion.  
 
Attackers focus on zero-days and the cloud 
The exploitation of zero-day vulnerabilities is still a matter of 
concern.I The National Cyber Security Centre is seeing an increase 
in the number of zero-day vulnerabilities. The exploitation of zero-
days can have a large-scale impact if the vulnerability is located in 
frequently used software or hardware. As soon as a zero-day has 
been publicised, it is called a one-day or n-day vulnerability. This 
also poses a risk because, while a patch may be available, the user 
may not yet have implemented this. For example, critical systems 
and applications for vital and other processes cannot always be 
taken offline immediately in order to install a patch, leaving them 
vulnerable to exploitation. 
 
The Military Intelligence and Security Service and the General 
Intelligence and Security Service have evidence that state actors are 
exploiting an unknown vulnerability (zero-day) in PulseConnect 
SecureVPN software, namely CVE-2021-22893. The services advise 
national users to put into place security measures for this zero-day 
as soon as possible. The National Cyber Security Centre has 
published advice on its website, based partly on information from 
the General Intelligence and Security Service and the Military 
Intelligence and Security Service, to help organisations to mitigate 
this vulnerability. 
 

The use of zero-day exploits by state actors against Dutch targets 
illustrates the structural and advanced state digital threat against 
Dutch economic and political security interests. 
 
Attackers are also increasingly focusing on exploiting the cloud.15 
Cloud services have become crucial elements of many business 
processes over the past few years.16 Malicious actors see this 
dependence as a new opportunity to disrupt digital processes.17 
More use of the cloud also means more potential victims. Outages 
or disruption of cloud services may have large-scale consequences 
for Dutch organisations and sectors. 
 
Polarisation and international conflicts: a breeding ground 
for hacktivists 
The direct threat to the Netherlands posed by hackers’ collectives, 
such as hacktivistsII, is small. However, these groups do pose an 
indirect threat. In various countries, hacktivists are present who 
can have an impact through, for example, hack-and-leak 
operations or the systematic digital intimidation of individuals and 
organisations. Hackers’ collectives can also play a part in hybrid 
warfare, as they are doing in the war in Ukraine in 2022. The danger 
is that the activities of hacktivists may be wrongly interpreted by 
countries that are the victim of their attacks, which may lead to 
counter-reactions. In addition, state actors may operate under the 
flag of hacktivists. Due to the increased activity of hackers’ groups, 
there is a chance that the Netherlands will suffer direct or indirect 
damage from digital attacks. If hackers carry out cyber attacks on 
foreign targets from or via the Netherlands, the Netherlands could 
also be hit by a counter-reaction. Dutch residents may also 
participate in actions by hacktivists and as a result become involved 
in conflicts. Involvement in a conflict elsewhere by carrying out 
digital attacks may have unforeseen consequences and is also a 
punishable offence.18 
 
 

Resilience not yet sufficient 
 
It was concluded in CSAN 2021 that the level of resilience in the 
Netherlands is not yet sufficient.19 This remains unchanged, as is 
evident from different reports published over the past year. 
According to the Dutch Safety Board, the gap between the extent of 
the threat and digital dependence as compared to the resilience of 
society against this is growing.20 Reports from the Cyber Security 
Council and the Dutch Safety Board also indicate fragmented 
incident response, insufficient supervision and inadequate sharing 
of information.21 In May 2022, the Netherlands Court of Audit 
stated that information security at the government level is 
improving step by step. However, inadequacies are still found, and 

I A zero-day vulnerability is a vulnerability for which no patch is available yet, but 

which has been discovered by hackers and can be exploited. 

II ‘Hacktivist’ is a contraction of the words hacker and activist: an actor who 

launches digital attacks of an activist nature, motivated by a certain ideology.  
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their solution requires a determined and structured approach.22 
Full resilience against digital threats is impossible, but increasing 
the resilience against outages and exploitation is the most 
important instrument in controlling digital risks. 
 
Digital resilience is not yet as it should be everywhere, because 
basic measures are insufficiently implemented. This concerns, for 
example, the use of multi-factor authentication and creating tests 
and backups.23 There are large differences in resilience between and 
within sectors and supply chains. The Inspectorate of Justice and 
Security states that a lot of work still needs to be done to increase 
the resilience of organisations providing critical services, while also 
noting that the awareness of the importance of this has 
increased.24 Organisations that are sufficiently resilient have not 
only taken basic measures but have also focused on a risk-based 
method of working.25 
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Cyberspace is borderless, giving 
cybercriminals unprecedented 
opportunities to attack targets  
around the globe



3 Complications of risk  
management pose a  
threat to society 

 
 
 
 

The NCTV, in cooperation with partners, has identified strategic themes that are relevant to the digital 

security of the Netherlands now and in the years ahead26: 

- Risks form the downside of a digitized society. 

- Cyberspace is a playing field for regional and global dominance. 

- Cybercrime is scalable, while resilience – for now – is not. 

- Market dynamics complicate controlling digital risks. 

- Coordinated and integrated risk management is still in its infancy. 

In addition, an overarching theme has been identified that affects all the other themes: restrictions in 

digital autonomy also restrict digital resilience. Although they are different in nature, each of the themes 

in isolation and in combination with each other illustrates complications for strategic risk management. 

The themes are discussed in more detail below. The strategic and policy-based handling of these themes 

will be addressed in the Netherlands Cyber Security Strategy. 

Targeted attacks on processes are commonplace. Vulnerabilities 
(for example, in software) are often actively exploited when attacks 
are launched. States carry out digital attacks to be able to spy on or 
(at a later stage) sabotage their opponents. There are countries that 
are attempting on a structural basis to gain access to the critical 
infrastructure of our allies to make preparations for digital 
disruption or even sabotage. In the past, the Netherlands has also 
been the target of such preparatory activities for sabotage.30 
Cybercriminals take advantage of the dependence on digitisation 
by means of ransomware attacks, gaining large sums of money. 
They also use data stolen via hacks for this purpose.  
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Risks form the downside of a digitized 
society 
 
Dutch society is highly digitised.27 There are hardly any processes 
left without a digital component.28 Education, the care sector, the 
corporate sector, the government and citizens all use digital 
processes for many purposes and cannot do without them. 
Moreover, certain developments in society, such as the energy 
transition, encourage further digitisation.29  
 
Digitisation has made a positive contribution to society and the 
economy, but it also has a downside: the occurrence of risks. 
Dependence on digital processes, products, services and networks 
(hereafter: digital processes) makes us vulnerable. That 
dependence offers many opportunities for malicious individuals. 



When digital processes do not work properly, this affects the 
functioning of organisations. Chain reactions can affect sectors or 
even society as a whole. The disruption of digital processes can also 
have physical consequences. For example, a power cut may occur, 
education may come to a standstill or patient care in a hospital may 
be compromised.31 Critical processes also have a digital component 
and are therefore vulnerable. In the worst case, processes that are 
not functioning properly may lead to social disruption, putting 
national security at risk. 
 
The high level of digitisation of our society and the dependence on 
digital processes are a fact. Getting vulnerabilities under control 
and keeping them under control is part of risk management, but 
this is not easy. When this is not done sufficiently successfully, the 
stability of society may be put at risk and social disruption may 
occur. 
 
 

Cyberspace is a playing field for regional 
and global dominance 
 
A growing number of states are using cyberspace structurally and 
intensively to promote their geopolitical interests. Conversely, 
cyberspace issues are increasingly of geopolitical interest.32 
Geopolitics is a broad concept, but it is always based on actively 
wanting to improve one’s own relative starting position in a 
political, economic, military or cultural sense, both regionally and 
globally. Technology (in particular upcoming technologies such as 
5G, AI and quantum technology) is the playing field, the resource as 
well as the stake of the game. Within cyberspace as it is now, 
attacks take place with the aim to gather information and data, 
disrupt operational processes and, for example, influence the 
sentiment of neighbouring countries. The ultimate geopolitical 
conflict, war, also involves cyber attacks. This is visible, for 
example, in Ukraine, where Russian state actors carried out digital 
attacks before and during the invasion, aimed at the disruption of 
communication and logistics. Finally, states promote their 
interests by making strategic use of the building blocks of 
cyberspace. This concerns resources, standards and building blocks 
such as hard and software components. Because of the importance 
of cyberspace for the economy and society, an increasing number 
of countries are acknowledging that digital security forms part of 
national security.33 
 

Cyber attacks as a tool for promoting geopolitical interests 
Cyberspace, by its nature, crosses national borders and covers land, 
sea, air and space. Gathering political and economic information, 
collecting and checking data and disrupting operational processes 
takes place without putting one foot across the border. Cyber 
attacks are relatively cheap, scalable, difficult to attribute and 
produce a significant, often long-term result. A successful hack can 
sometimes yield information invisibly, secretly and unpunished for 
many years.34 Malicious state actors frequently manage to gain 
access to the information management of government 
organisations, NGOs and businesses.35 Countries with an offensive 
cyber programme are increasing their lead. Smaller countries with 
above-average cyber capacities are also coming to the fore. 
Regional players such as Iran and North Korea are global players in 
terms of cyberspace.  
 
The use of cyberspace by state actors seems to be increasing rather 
than decreasing.36 An obvious explanation for this is that 
cyberspace is still increasing in extent and significance, which 
means the opportunities for exploitation are also increasing. This 
is evident from, for example, the continuous growth of the 
Internet of Things (IoT), where consumer items like lights and cars 
all become ‘smart’ and are linked to the internet, with vulnerability 
as the downside. This growth is visible in the development of data 
use and data applications.37 As a consequence, the potential gain 
from cyber attacks increases.  
 
A second explanation for the increasing use of cyberspace by state 
actors can be found in the developments in geopolitics itself. For 
many years, the global balance of power has been shifting due to 
the emergence of the BRICSIII countries. This leads to more 
interventions, challenges and the pushing of boundaries. Both 
developments are autonomous, but they strengthen each other. A 
concrete effect of this is that states increasingly promote their 
interests by means of cyber operations38, for example for political, 
economic and military espionage. China is unparalleled in terms of 
the scale on which and the range within which information is 
gathered. The intensity with which states use cyberspace means 
that digital systems, such as communication links, encryption 
mechanisms, but also the computers of individuals, are in the 
frontline, because they are constantly being tested or 
compromised.  
 
Finally, cybercrime activities also have geopolitical significance 
because of the vague boundaries between state and criminal actors. 
Cybercrime groups are increasingly used by state actors for 
activities of national interest.39 Such use is again influenced by 
current geopolitical developments. It is expected, for example, that 
Russia will continue to develop as a safe haven for cybercriminals 
as a consequence of the deteriorated relationship between the 
West and Russia because of the war in Ukraine. Due to the 
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economic sanctions, Russia will not be inclined to stand in the way 
of cybercriminals who attack western interests. 
 
A cyber conflict between other countries could unintentionally lead 
to disruption or outages in the Netherlands. Dutch infrastructure 
could be exploited40, or it could be affected by possible counter-
actions, such as the disconnection of digital infrastructure by 
countries hit by a digital attack. 
 
It may be the case that, in the midst of the current Ukraine crisis, 
phishing emails will be sent from compromised or spoofed email 
accounts belonging to the Ukraine government. Users are 
therefore advised to be alert for emails sent from Ukrainian 
government domains, even if they have been sent by what seem to 
be trustworthy senders.  
 
During a global cyber campaign targeting security investigators, a 
hacked Dutch server was used. The attack campaign was specifically 
aimed against security investigators and very likely originated from 
a state actor. 
 
A Russian state actor is hacking routers of random home users and 
SMEs all over the world, including a small number in the 
Netherlands. In doing so, the actor has formed a botnet that may 
be used for further cyber operations by the actor.  
 
Geopolitical fencing about high technology and cyberspace 
Cyberspace consists of all kinds of digital processes and is kept in 
the air by an intricate physical network of systems, data centres, 
hubs, cables and devices of end users.41 Many layers of software are 
active on this hardware, which ultimately create cyberspace. All 
parts of cyberspace can be used for geopolitical control or 
exploitation. This can be done with hardware, with software and 
also with standards. Important geopolitical fencing is taking place 
concerning the so-called high technologies: technologies that are 
essential for knowledge development and innovations in a certain 
field, which are therefore of interest for strategic autonomy and 
earning capacity.  
 
China is very keen to further develop its own semiconductor 
industry and to reduce its large dependence on foreign 
semiconductor technology for the production of high-quality chips. 
The ambition to become a leader in this technology has been 
embedded in several policy plans. To achieve the required 
knowledge level, China is investing large amounts in the 
development of the chip industry. The trade war with the US, export 
restrictions, a technology backlog and a lack of qualified staff are 
important obstacles for China to achieving their ambitions. China 
uses both legitimate and illegitimate resources to conquer these 
setbacks. The instruments at China’s disposal include foreign 
investments, attracting highly qualified western staff, the use of 
digital and other espionage and importing western technology. 
These wide-ranging Chinese resources are used both individually 
and comprehensively. The combined use of these instruments 

increases the chance of successfully reproducing a product or 
technology and fits in within the overall Chinese approach of using 
different parties and collection methods to obtain foreign 
technology. The Chinese activities together form an extensive, 
diverse and persistent threat to the Dutch economic security 
interests. For the Netherlands, the Chinese efforts to obtain 
semiconductor technology result in risks of technology theft and 
undesirable end use. There is a high risk that Dutch semiconductor 
technology will also be used for the development of Chinese military 
technology. It is very likely that the current Chinese dependence on 
western – including Dutch – semiconductor technology will lead, for 
the time being, to an increase in the Chinese attempts to obtain 
such technology either legally or illegally.  
 
States can do geopolitics in cyberspace in a number of different 
ways. When states can manage and control resources such as 
individual hardware components and software applications that 
are used for, for example, 5G communication technology, this will 
have an impact. That impact will be greater when states or 
partnerships of states are able to dominate building blocks, 
standards or design principles of cyberspace. This is visible, for 
example, in the development of cloud technology. Cloud 
technology involves a number of specific security issues but also 
has a strong geopolitical component, because the largest providers 
(Amazon, Microsoft and Google) are from the United States. Of 
course, the issues concerning big tech and those concerning 
specific countries will differ, but what matters here is the 
dependence on technology. 
 
Dependence as such is not necessarily problematic. Moreover, 
countries and groups of countries will have fundamentally 
different views on the underlying principles of the internet. For a 
long time, the internet was the technology of ‘tech optimism’: a 
technology that could make information freely available to 
everyone and would therefore contribute to freedom, autonomy 
and democracy, at both country and individual level. However, the 
democratic or autocratic values of a system affect how the building 
blocks of the architecture are arranged. In autocratic countries, 
there has been much emphasis on limiting the freedom of 
information and expression, and the same technology can also be 
used here for monitoring, controlling and screening individuals. 
The ideas of authoritarian regimes about integrity and the 
confidentiality of data also differ from those of democratic 
societies. This has a fundamental impact on digital security. Digital 
security is not neutral. Unilateral dependence on building blocks of 
cyberspace stimulates the need for strategic autonomy. This need 
has both advantageous and disadvantageous consequences for 
digital security. For example, there is an area of tension between 
digital security and interoperability; individually developed 
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and the standardisation of cryptographic algorithms, etc.; the EU is making an 
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building blocks must fit into the larger structure. Economies of 
scale, impact on the global market and worldwide standardisation 
are also less easy to achieve.IV Strategic autonomy comes at a price, 
but so does a lack thereof. That is why, at European level, 
investments are made in alternatives to existing building blocks, 
such as the data infrastructure program Gaia-X.42 The challenge lies 
in looking for the right balance.  
 
 

Cybercrime is scalable, while resilience  
– for now – is not 
 
Serious, organised cybercrime has become very scalable and has 
therefore taken on industrial proportions in recent years in terms 
of victims, damage and criminal proceeds. Ransomware has proved 
to be a gamechanger. The term scalability is a core concept in ICT. It 
refers to the ability to adjust (upscale) a system or process in order 
to meet a higher demand. Serious cybercriminals and their service 
providers are primarily financially motivated and aim for maximum 
yields, while gratefully exploiting the options offered by the digital 
domain. For an important part, they upscale their processes and 
systems through effective cooperation and constant innovation in 
terms of automation. This working method forms an essential part 
of their revenue model and criminal market operation. 
 
Considering the nature and growing extent of the threat of 
cybercrime, making and keeping the resilience chain scalable will 
be a fundamental challenge in the coming years. In terms of 
cybersecurity and combating cybercrime, achieving scalability in a 
technical sense is not the problem. Where possible, this is already 
happening. It is mainly the organisational aspects (cooperation) 
and the legal aspects (information exchange) that experience the 
most important issues and growing pains. 
 
Maximum yields and minimum risks for attackers 
Cybercrime is a form of crime that is perfect for upscaling. The 
digital domain is borderless by definition, which offers criminals 
endless opportunities to attack targets all over the world. This 
borderless aspect also limits the risks for cybercriminals, as it 
hampers investigation and persecution, which is more location 
dependent. Cybercriminals often know how to flawlessly exploit 
differences in jurisdiction by country. Moreover, some cybercrime 
groups operate from safe havens: countries where they are left 
alone by or even collaborate with the government.43 Finally, the 
digital domain offers cybercriminals – as well as cybercrime 
providers – the opportunity to constantly optimise their processes 
and revenue models. Cooperation, specialisation and automation 
are central concepts in this respect and are closely intertwined.  
 

Optimum attacks through cooperation and automation 
Cooperation in the sense of outsourcing complex parts of the 
attack chain to specialist providers and the continuous automation 
of systems enable cybercriminals to optimise the attack chain in 
both quantitative and qualitative terms.44 Criminal investigations 
show that cybercrime groups in the serious, organised crime 
segment have become professional partnerships with leaders who 
mainly require strong organisational skills.45 It is no longer an 
exception that they have business operations that are similar to 
those of a legitimate SME in the high-tech sector.46 They make 
pragmatic choices in terms of what they develop under their own 
management, which parts of the attack chain are outsourced to 
partners and which services are bought from specialist cybercrime 
providers.47 All that matters is a maximum financial yield and 
minimum operational risks. Obtaining access to victim networks is 
often outsourced to parties specialised in this field.48 Sophisticated 
resources to make maximum use of these networks are in turn 
bought from other criminal providers.49  
 
The cybercrime ecosystem is characterised by innovation. 
Automation is a means to achieve a high level of efficiency in this 
respect. Cybercrime providers frequently use automation to 
provide an efficient service to as many customers as possible.50 
Suppliers of ransomware-as-a-service offer their customers control 
panels in which all aspects of the attack have been integrated.51 
Attackers convert the supply chain of their victims into automated 
attack vectors. For example, ransomware attackers managed to 
exploit a vulnerability of the servers of software supplier Kaseya 
and installed ransomware on the networks of more than 1,500 
customers within a few hours.52  
 
The industrial scale of cybercrime 
The coronavirus crisis has accelerated the digital connectivity of 
society.53 As a consequence, the opportunities for attack for 
cybercriminals have increased significantly.54 This, in combination 
with the possibility to constantly optimise and therefore upscale 
the attack chain, has meant that cybercrime has taken on an 
industrial scale over the past few years in terms of victims, damage 
and criminal proceeds. For example, for several years, the group 
behind the Emotet botnet dominated the market of obtaining and 
selling on access to victim networks to ransomware groups. During 
an international criminal investigation in 2020-2021 aimed at 
taking this botnet off the air, the police acknowledged that, 
globally, there were 1.75 million infected IP addresses, 36 million 
stolen login details and more than four million compromised 
business and other email accounts.55 Such large numbers of victims 
are no longer an exception. 
 
Ransomware has thus developed into a cybercrime goldmine. This 
has increased the threat of cybercrime considerably. It was 
concluded in CSAN 2021 that ransomware has become a national 
security risk. The often insufficient level of digital resilience of 
victims is flawlessly being exploited, as is the opportunity to fully 
disrupt their – often essential – business continuity and publicise 
diverted sensitive information. The potential damage of such 
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attacks is huge, as a result of which victims are often willing to pay. 
This then leads to a high revenue for the cybercriminals involved. 
The antivirus company Emsisoft estimates that, in 2020, at least 18 
billion US dollars were paid in ransoms for ransomware attacks in 
10 investigated western countries. The total damage caused by 
these attacks is thought to amount to at least 80 billion dollars.56 
 
Ransomware can therefore be rightfully called a gamechanger for 
the cybercrime ecosystem. It has led to cybercrime groups that have 
become incredibly wealthy. After the TrickBot botnet had been 
largely taken down at the end of 2020, the group – according to 
leaked internal communications – allegedly invested 20 million US 
dollars in recovering and improving the attack infrastructure and 
business operation in the following year.58 It is thought that the 
Conti ransomware group recently had more than 2 billion dollars 
in virtual currencies.V, 58  This means these groups are able to invest 
even more in effective and efficient attack processes. But the ability 
to survive, for example, disruption campaigns by investigative 
services also increases as a result of this. Both the TrickBot botnet 
and the Emotet botnet were back on the air less than a year after 
their respective takedowns.59 
 
Is Dutch resilience sufficiently scalable? 
Considering the nature and extent of the threat of cybercrime, 
making and keeping the resilience chain efficient and effective – 
i.e. scalable – will be a fundamental challenge in the coming years. 
This applies to cybersecurity and combating cybercrime by the 
police and the Public Prosecution Service as an integral part of 
resilience. 
 
The economic rationality behind cybercrime is an important 
motive for the scalability of this type of crime. Cybercriminals try to 
generate maximum yields as effectively as possible, making use of 
the opportunities offered by the digital domain. Previously, it was 
in particular the financial sector that was attacked by, for example, 
banking malware, but the revenue model of ransomware is 
universal to such an extent that the cybercrime threat has become 
more sector independent.60 In terms of resilience, this means that 
the potential area of attack that needs to be defended has grown. 
 
In spite of the above conclusions, the required growth – and 
scalability – of Dutch resilience appears to be lagging behind. It is 
not only the CSAN that has been warning about this for several 
years. The Cyber Security Council concluded in an advisory report in 
2021 that much has been invested in cybersecurity by the 
government, the corporate sector and science in recent years, but 
that there is not yet sufficient resilience everywhere in the 
Netherlands to withstand the increasing threats. The ability to 
cooperate effectively, outsource complex tasks and constantly 
innovate automation are important conditions for the perpetrators 
and service providers of cybercrime to achieve scalability. From the 
point of view of Dutch resilience, the report of the Cyber Security 
Council lists such conditions (especially in terms of effective 
cooperation and the exchange of information required for that 
purpose) as issues.61  
 

Cybersecurity: cost item or investment? 
From the point of view of the criminals, scalability forms an 
integral part of the revenue model and the criminal market forces 
amongst themselves. On the part of the defending side, investment 
in cooperation and the innovation of information security is 
essential in order to achieve scalable cybersecurity. However, the 
willingness to do so often depends more on goodwill than on 
economic motives.  
 
Investments in cybersecurity are seen as a cost item and are often 
applied reactively, because they follow on from incidents and are 
not proactive investments that anticipate new threats.62 The threat 
of ransomware could gradually change this, considering the 
increasing financial damage caused by such attacks. Scalable 
cybersecurity also requires innovation strength. In a preventive 
sense, for example, for the development and application of secure 
open standards and the broad availability of safe – open-source – 
solutions for fundamental building blocks of cyberspace.63 Or to be 
able to mitigate the growing number of detected vulnerabilities 
effectively and efficiently.VI The Dutch Safety Board stated in a 
report in 2021 that rectifying (patching) them on this scale is no 
longer manageable for all organisations. The need for this is not 
always clear either.64 
 
An increased cybercrime threat that has become less sector specific 
goes hand-in-hand with a growing need for cooperation and 
exchange of information of threats and vulnerabilities in terms of 
cybersecurity, both between the government and the private sector 
and between different sectors and between both critical and non-
critical parties. With regard to these critical points, the advisory 
report of the Cyber Security Council identifies organisational and 
legal issues and growing pains. Finally, in its report from 2021, the 
Dutch Safety Board identified great differences in the resilience of 
organisations when it comes to prevention and preparation for 
incidents. Each organisation bears its own responsibility for this, 
but not every organisation has the sense of urgency, the expertise 
or the capacity to implement such measures adequately. According 
to the Dutch Safety Board, there is no collective base for increasing 
resilience.65 
 
The challenges of combating scalable cybercrime 
Because of the scale of cybercrime and the potentially large 
number of criminal cases, tough choices in investigation priorities 
must constantly be made. As a consequence of this, the police and 
the Public Prosecution Service mainly focus on combating the 
central cybercrime service providers and groups posing the greatest 
threat in the case of serious organised cybercrime. The increased 
resilience of cybercrime groups and the strongly transnational 
nature of cybercrime – including operating from safe havens – pose 
challenges for investigation and prosecution. Combating 
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likely that groups like TrickBot and Conti have such budgets.  

VI About 25,000 so-called security advisories are published for this purpose each year.  



cybercrime therefore requires achieving scalability in the 
intervention method. This expresses itself in the need to be able to 
act on the basis of a proactive and targeted approach and to 
cooperate intensively with public and private partners in the 
Netherlands and abroad. The exchange of information is crucial for 
that purpose. It is questionable whether the current resources of 
the police and the Public Prosecution Service are still adequate to 
do so as effectively and efficiently as possible, which is also 
confirmed by recent research by the Research and Documentation 
Centre.66 
 
The police and the Public Prosecution Service are investing in 
broad, data-driven control methods to counter cybercrime. These 
are characterised by the use of the full range of prevention, 
disruption, investigation and criminal prosecution.67 Almost all 
investigations are based on cooperation: with national and 
international investigative services, public partners and the 
corporate sector in the Netherlands and abroad. Data-driven 
control means that tactical, digital and data-scientific methods and 
techniques are integrated into the investigations.68 This requires 
the necessary adjustments throughout the criminal-law chain.69 On 
the other hand, this will have the great advantage of being able to 
identify and develop the most effective and efficient scalable 
interventions in a proactive and targeted manner.  
 
However, upscaling these interventions is currently often still 
difficult in practice, considering the many challenges involved. 
Achieving a coherent, joint international approach to a threat such 
as ransomware is still complex to organise because the 
investigative services usually focus on national interests and 
jurisdictions. Access to electronic evidence abroad is often 
hampered by slow international legal assistance. Sharing 
information with partners outside the EU can be hampered by the 
absence of the necessary agreements (adequacy decisions) between 
the EU and third countries. Moreover, exchanging information 
about threats with both public and private partners in the 
Netherlands and abroad is legally complex when it concerns data 
that is marked as personally identifiable, such as IP addresses. 
Bulletproof hosters offer cybercriminals secure data storage, out of 
the reach of investigation, so to speak, and are therefore among 
the most central cybercrime service providers. Relatively speaking, 
they use – or abuse – Dutch digital infrastructure a lot. Tackling this 
is difficult because of the – as yet – limited options under criminal 
law and a lack of clarity about the question as to who exactly is 
responsible for what, when it comes to hosting data. The latter is 
evident from the extremely complicated international 
constructions of so-called resellers who resell hosting packages 
with data that cybercriminals like to use. 
 

Finally, identifying and informing the large numbers of victims 
brought to light by cybercrime investigations is still an extensive 
and complex task. This applies to both the police and the National 
Cyber Security Centre, with which the police cooperates in such 
cases. The process of notifying the many victims in the Emotet case 
confirms this, but this is also an example of how cooperation and 
the sharing of information between cybersecurity and partners in 
combating cybercrime can contribute to increased resilience.70  
 
An asymmetrical situation 
Cybercriminals have a number of tactical advantages in 
comparison with cybersecurity and combating cybercrime. A large 
area of attack offers attackers a broad choice, while defenders have 
to make a significantly greater effort to acknowledge, prevent, 
divert and mitigate all the attack options. As cybercriminals 
operate, by definition, outside the law, they will not adhere to 
legislation. Technical innovation and cooperation are integral 
parts of their joint revenue model. This collective basis has led to 
an optimum attack chain and a huge level of cybercrime. Achieving 
scalability in operations is essential for cybersecurity and 
combating cybercrime, but this is more difficult to accomplish. 
There are many options in technical terms, and these are already 
being explored. It is mainly the organisational aspects 
(cooperation) and the legal aspects (including information 
exchange) that pose the greatest challenges. 
 
 

Market dynamics complicate controlling 
digital risks  
 
Digital markets are markets where supply and demand for digital 
services, hardware and hardware components, software and 
networks come together. These markets have several unique 
characteristics, such as the monopoly or semi-monopoly status of 
certain suppliers, the high level of interconnectedness and the 
focus on gathering as much data as possible. Moreover, incentives 
for digital security are not or not always decisive in these markets. 
Those characteristics complicate risk control for individual citizens, 
organisations, sectors and countries. This creates a paradox. On the 
one hand, individual choices of citizens, organisations, sectors and 
countries can increase or reduce the risks for others. On the other, 
the scope for making autonomous choices for risk control is 
actually limited because of the lack of realistic or secure (or more 
secure) alternatives.  
 
Characteristics of digital markets influence digital security  
One of the characteristics of digital markets is that they are often of 
a monopolistic or semi-monopolistic nature. A few parties, mainly 
operating globally, have the largest segment of the market. This 
applies, for example, to suppliers of office applications or 
operating systems.71 One reason for this is that the company that 
enters the market first and acquires many customers will have 
major advantages in comparison with competing companies. For 
customers, choosing a market leader has many advantages. It 
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simplifies data exchange with other organisations, staff may 
already be used to working with the market leader’s product, etc.72 
Furthermore, the access thresholds for new companies for making 
similar products are high, barriers make it hard to switch (the lock-
in effect) and market leaders tend to have enough money to buy up 
promising startups. This means that, effectively, there is a limited 
number of suppliers for specific services and products.  
 
The second characteristic of digital markets is that digital services, 
hardware, software and networks use many other components and 
are therefore strongly interconnected. Different digital service 
providers may use the same development and monitoring tools, 
and hardware contains a number of components made by other 
suppliers. As a consequence, suppliers and customers become part 
of many different supply chains. Vulnerabilities in services and 
products of others, or their outage and exploitation, may 
potentially affect organisations all over the world. That 
interconnectedness leads to complexity, and connectivity and 
makes it very difficult to have an overview of all the components 
that are being used. That creates vulnerabilities, as became clear 
recently when it was announced that the Apache Log4-j software 
building block had a vulnerability. This building block in turn was 
used for many other kinds of digital processes, which were 
therefore also at risk.73 

 
The strong focus on gathering as much data as possible is the third 
characteristic of digital markets. Data are not only crucial as a 
‘production factor’ for services but also have an independent value. 
Because of this, providers are keen to gather data. Many services are 
offered to consumers free of charge, but often the providers earn 
money from the gathered data.74 Even if consumers buy devices or 
software, it is not always transparent which data are recorded or 
erased, as is the case with cars or TVs. It is certainly not always clear 
either which data are provided for which purposes or are sold on, 
and to whom they are sold on.75 Moreover, after a cyber attack, 
those data may become public knowledge or may be sold by 
criminals. There is a difference between the considerations as an 
individual or as a society. For an individual, it might not be a 
problem when personal data, for example about health, are shared 
in an app, but this may pose a risk to Dutch security if thousands or 
even millions of Dutch people do so. Organisations and state actors 
can make use of those data, for example, to further develop 
artificial intelligence or to draw up profiles of population groups. 
 
The fourth characteristic is that incentives for digital security are 
not or not always decisive, while security risks may occur 
elsewhere. All kinds of interests are at stake in the production, 
supply and purchase of digital processes, hardware and software. In 
digital markets, it is not a foregone conclusion that parties will 
bear in mind the importance of digital security for themselves, 
others or society when weighing up the interests. The relevant 
parties will make decisions on the basis of costs, ease of use or the 
network effects.76 In many markets, product recalls apply when the 
security of a product is at issue, but this is not standard practice in 
digital markets.77 This means that insecure or possibly insecure 

digital products can circulate and be used longer than in other 
economic markets. Furthermore, ‘security by design’ is not yet the 
standard for providers, and introducing a new product on the 
market quickly may be deemed to be more important than 
optimising security. Also, purchasing and tendering procedures 
still put little emphasis on digital security, and the price, for 
example, can be decisive. Over the past few years, governments 
have been intervening in some markets to increase digital security, 
or they have considered doing so. In comparison with other 
markets, intervention in digital markets is still in its infancy.78 
While, for example, requirements are imposed on financial service 
providers to prevent abuse of the services, similar requirements are 
not common practice for hosting and access providers. Financial 
service providers are required by law to report unusual financial 
transactions. There are no requirements for reporting ‘unusual 
digital transactions’ for hosting and access providers. However, 
government intervention can also have unintended effects and, for 
example, complicate the market position of smaller parties.79 
Moreover, digital markets tend to be of a global nature, which 
limits options for intervention by an individual country. 
 
Market dynamics lead to paradox: freedom of choice but 
also restrictions 
On the one hand, market parties can make choices on the basis of 
their own considerations and interests, and they have a certain 
degree of autonomy in that respect. Those individual choices can, 
however, increase the risks for others and lead to collective risks, 
including a strong dependence on specific companies. An 
organisation may choose, for example, the cheapest variant of 
cloud services without setting any requirements for security and 
therefore choose the market leader. As a consequence, not only the 
organisation itself but also the customers of that organisation will 
run a higher risk of a cyber incident, without being aware of this. 
The data of the customers may become public knowledge as a 
result. When many organisations within a sector or within the 
Netherlands choose the market leader, this can lead to a high 
degree of dependence on that market leader. The opposite can also 
happen, if the organisation decides to opt for security or 
consciously decides not to use the market leader. All customers 
then benefit from those security measures, and the same may apply 
to the sector on the whole.VII On the other hand, the actual 
freedom of choice for market operators is sometimes limited by a 
lack of realistic or secure (or more secure) alternatives. It is usually 
not possible to buy a product or service and then decide not to 
become part of the supply chain. 
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VII Economists call these the negative or positive external effects. An example of 

negative external effects are the consequences of polluting factories for the 

environment, while consumers do not pay for those polluting effects when they 

buy the product. An example of positive external effects is a situation where a 

company sponsors a local association.



Coordinated and integrated risk 
management is still in its infancy 
 
Coordinated and integrated risk management within and between 
the different levels of organisations, sectors and the national level 
is still in its infancy.80 It was said above that the level of resilience in 
the Netherlands is not yet sufficient. It was also said that making 
and keeping the resilience chain scalable will be a fundamental 
challenge in the years to come. Digital risks do not yet have a 
structural place in broader risk management within and between 
the three levels mentioned above. Risk management is not yet a 
matter of course, even though a risk-based working method is 
instrumental for determining resilience and bringing it to the 
required level.81 This requires a coordinated approach within and 
between the three levels. Embedding in the primary process is 
important at the organisational level. Where risk management 
already has many complications within organisations and within 
and between sectors, this certainly also applies at the national 
level.  
 
Coordinated approach necessary to increase resilience 
Without a coordinated approach – in which different approaches are 
compared with each other – there is a chance that unnecessary risks 
are taken.82 In the development towards a mature approach of risk 
management at organisational, sectoral and national level, the key 
points to consider are that the parties involved should discuss the 
relevant scenarios with each other83, that risk analyses should have a 
more central place in business operations84 and that organisations 
should be encouraged to address risks affecting others.85 
 
The fact that there are a number of different risk analysis methods 
hampers internal and cross-organisational discussions about risk 
mitigation and acceptance.86 A shared metaphor and shared views 
on concepts such as ‘area of attack’ and ‘attack routes’ can be 
helpful in this respect.87 However, it is likely that different dialects 
and paradigms will continue to exist88 and that the 
conceptualisation of both risk analysis and the use of attack routes 
will not be comprehensive.89 Nevertheless, the Dutch Agency Board 
advocates that organisations should render account for how they 
control digital risks unambiguously.90 
 
Embedding in the primary process is important 
Of course, there are many organisations that have adequately set 
up their risk management. Nevertheless, organisations have often 
not yet embedded risk analysis in their primary process or have not 
addressed specific aspects.91 Without clear goals, limits, 
prioritisation, team composition, etc., a risk analysis is likely to 
become ‘wobbly’.92 The responsibility for an efficient and effective 
risk analysis lies with the instructing party: usually the process and 
risk owner.93 However, risk analysis teams should also be acutely 
aware of the parameters described above and the creation of clear 
expectations. They also play a part in the follow-up of risk 
management recommendations, including a critical review of the 
effectiveness of measures taken.94 
 

To change this, information and risk ownership as well as risk 
management can be integrated into the primary process as 
preconditions. This is done under the supervision of internal and 
external control bodies that not only have a traditional focus on 
financial risks but can also provide insight into broader digital 
risks, including digital risks for national security.95 According to 
the Cyber Security Council and the Dutch Safety Board, this 
requires resources and additional legal frameworks.96  
 
Mature supervision of resilience of critical processes not yet 
fully managed 
The document ‘Samenhangend inspectiebeeld cybersecurity vitale processen’ 
(Coordinated inspection framework of cybersecurity of critical 
processes) shows that much still needs to be done.97 It shows that 
three out of six supervisory bodies in total have organised their 
supervision of cybersecurity on a solid basis. Other supervisory 
bodies are still working on this. That is why the cyber assessment 
cannot yet be used to express opinions about all critical processes. 
Cybersecurity not only requires the attention of organisations and 
supervisory bodies, but also that of the ministries. The assessment 
shows that the necessary steps have now been taken in terms of 
digitally resilient – and therefore secure – critical processes and 
providers in a number of areas. At the same time, much work still 
needs to be done in general terms, and this will never be fully 
completed. The supervisory bodies have the ambition to further 
develop the supervision of this collectively. No supervisory bodies 
have as yet been appointed for critical processes such as the 
chemical sector and digital government processes. 
 
Risk management at national level is difficult 
Risk management at national level is not yet taking place 
structurally and is still in its infancy. Where risk management 
already presents many complications within organisations and 
within and between sectors, this certainly also applies at national 
level. It is difficult for organisations, for example, to get a full 
breakdown of and insight into used components of hardware, 
software and networks. For sectors and at national level, it is often 
problematic to get a proper breakdown of vulnerabilities and 
insight into resilience. The data of a large number of citizens and 
organisations are now in the cloud of a very small number of 
parties. That leads to so-called lock-in effects and monopolisation, 
which involves all kinds of issues. The security of those parties 
tends to be much better organised than is the case elsewhere, but 
if it goes wrong, it will go very wrong. It is difficult to decide what 
that means for resilience on balance.  
 
Reference has already been made to the underlying problem that 
parties – both providers and customers – make choices 
autonomously, without having to experience themselves their 
impact on others. The problem is that security is often not 
included in the price paid by organisations and individuals.98 
‘Polluters’ do not pay for the ‘pollution’ that is caused.99 Of 
course, this is a complex issue, as it is difficult to measure security. 
But as is shown by product recalls and liability claims, there are 
certainly steps that can be taken to pass on the costs of security 
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problems to those who are in the best position to do something 
about them. 
 
Another reason why risk management at national level is still in its 
infancy is that concepts, methods and techniques are primarily 
tailored to the level of individual organisations. As far as is known, 
they do not exist for risk management at national level. Questions 
such as ‘How digitally secure is the Netherlands?’ are asked 
regularly, but it is virtually impossible to answer them. A new 
vulnerability may be discovered in an hour's time for something 
that is secure now. Moreover, a level of 100% security is not 
realistic. A better question would be, ‘How resilient is the 
Netherlands?’ Nevertheless, defining a desirable level of resilience 
is far from easy and is not easy to measure. A detailed conceptual 
framework for this does not exist. That resilience should certainly 
not be limited to preventing cyber incidents but should also focus 
on their discovery, limiting their damage and making it easier to 
recover from such incidents.  
 
Articles have recently been published in scientific literature about 
considering the risks in different ways, for example by looking at 
complex adaptive systems. Many parties play a part when it comes 
to the resilience of cyberspace on the whole. Clearly, the 
possibilities open to the Dutch government to increase the 
resilience of cyberspace are limited. It is also difficult to 
comprehend the risks for cyberspace on the whole and the impact 
of this on society. This makes it difficult to assess the risks and 
decide whether or not any measures should be taken to control 
those risks. It is also not immediately clear which parties have the 
incentives, possibilities and willingness to limit the risks.100 
 
 

Restrictions in digital autonomy also 
restrict digital resilience 
 
Restrictions in digital autonomy apply for European countries and 
the Netherlands (hereafter: the Netherlands). These also entail 
restrictions for digital resilience. The fact that this resilience is 
under pressure is due to various causes, which are related to the 
strategic themes described above. Those causes reduce the options 
to influence and make choices in terms of the digital resilience of 
the Netherlands and how to control this resilience.  
 
Digital autonomy is a complex, wide-ranging concept that affects 
the broader national interest in terms of the economy, society and 
democracy.VIII It includes the ability and resources the Netherlands 
has to make decisions independently about further digitisation and 
the required level of digital resilience. This concerns, for example, 
the degree of control of the use and architecture of critical digital 
systems and the dependence of the Dutch government on two 
global companies to make available government apps. This also 
concerns the influence the Netherlands can have on developments 
that affect security and the possibilities to choose from safe or safer 
alternatives. 
 

Digital autonomy is under pressure 
The Cyber Security Council states that the ability of the Netherlands 
to make decisions autonomously is under pressure from three 
directions:  
1.     Cyber threats will continue to increase. 
2.    The geopolitical tensions between the US and China are 

continuing to increase. 
3.    Society is becoming more and more dependent on the digital 

infrastructure controlled by a small number of dominant 
foreign market operators.101 

 
Underlying causes and vulnerabilities in our digitized society can 
only be influenced to a limited extent by the Netherlands or by 
Europe. Attackers can operate from different countries, use the 
infrastructure of different countries, create victims in many 
countries and do not comply with legislation and regulations. This 
not only makes it more complicated for individual citizens, 
organisations and countries to increase their resilience against 
this, but also, as said above, makes it more difficult for intelligence 
and investigative services to combat this.  
 
The geopolitical context also limits digital autonomy, and the 
Netherlands alone can do little to change this. As is the case in 
other countries, the Netherlands is facing the consequences of the 
structural and intensive use of cyberspace by states and the 
geopolitical fencing about high technology and the underlying 
standards of these technologies. 
 
The unique characteristics of digital markets are also putting the 
digital autonomy under pressure. A consequence of this is, for 
example, that many digital processes largely depend on the 
services, infrastructure and ecosystem of a limited number of 
dominant foreign market operators. According to the Cyber 
Security Council, data of virtually all European companies and 
citizens are now in the cloud of American tech companies in 
particular.102 This therefore also involves control by other 
countries, which apply different rules about privacy and the issue 
of data. The Cyber Security Council even uses the term ‘tech 
colonialism’.103 Realistic or safe (or safer) alternatives to digital 
services, hardware, software and networks are sometimes barely 
available. Moreover, the negotiating position with large global 
companies is limited.104 The Dutch influence on all this is limited, 
but it does form a risk component.  
 
In addition to the abovementioned causes that are putting the 
digital autonomy under pressure, the Netherlands alone has little 
influence and does not have any alternatives to cyberspace. 
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VIII The Cyber Security Council defines digital autonomy as ‘strategic autonomy in the 

digital domain’. It describes strategic autonomy as ‘a means to acquire and 

maintain sovereignty; it consists of the ability and resources to make and 

implement decisions about essential aspect of the long-term future of the 

economy, society and democracy.’



Violation of cyberspace is a risk. Digital processes can have many 
ramifications to other countries with very different legal regimes, 
standards and values. This lack of transparency is due to the basic 
design of the internet: data are led automatically via the shortest 
route, with as few intervening networks as possible. That route can 
be adjusted automatically when, for instance, there is a fault 
somewhere. This feature improves efficiency, but it also means that 
the routing and used networks are unknown. This causes a so-
called ‘black box’ with a lack of information.105 While some 
countries aim for so-called interoperability and free internet traffic, 
there are also a number of countries that wish to regulate 
incoming and outgoing internet traffic. Such regulation also 
affects foreign organisations that operate in or with these countries 
and therefore may impact on Dutch organisations. These Dutch 
organisations cannot influence this process, and there is frequently 
a lack of transparency.  
 
Limitations in autonomy affect resilience 
The combination of the causes and consequences mentioned 
above limit the extent to which the Netherlands can influence 
certain developments, as well as the options for realistic or safe (or 
safer) alternatives. All this limits the capacity and resources to 
reduce relevant risks to an acceptable level, to prevent cyber 
incidents and to detect cyber incidents when they have occurred, in 
order to limit the damage and facilitate recovery. 
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Every system using Log4j was vulnerable: 
a malicious actor could remotely execute 
random code 



4 Annual review 
 

Review of the most important cyber  
incidents 

 
 
 
 

On the basis of its operational and coordinating task, the National Cyber Security Centre (NCSC) has 

produced a review of the most important cyber incidents that occurred in the period from April 2021 

to March 2022. It used the information from previously published NCSC products for this purpose, 

such as the Monthly Monitor, as well as open sources. The focus is on incidents that have affected 

the Netherlands or that could affect the Netherlands. They illustrate the importance of the strategic 

themes identified in the previous chapter, which are relevant to digital security in the Netherlands.  
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2021 
 

April 2021 
 
Backdoor found in software development tool Codecov: users of the software development tool Codecov may have been the 
victim of a supply chain attack.106 On 31 January 2021, an attacker managed to adapt the ‘Bash Uploader’ script, on the basis of a 
leaked key for a Google Cloud Storage account of Codecov. The ‘Bash Uploader’ script is normally only used to upload test results 
from the software developer’s system to the Codecov servers. The backdoor meant that, in addition, login data were diverted to the 
attacker. The backdoor was detected by Codecov on 1 April 2021, when a user reported that the script version supplied via Codecov’s 
web server did not correspond to information from the documentation. Investigators estimate that the attackers may have hit 
hundreds of Codecov’s customers.107 
 
Active exploitation of VPN vulnerabilities by actors: on 20 April 2021, PulseSecure stated in a blog post that vulnerabilities in the 
Pulse Connect Secure Appliance were being actively exploited.108 The American Cybersecurity and Infrastructure Security Agency 
(CISA) announced that these vulnerabilities were actively being exploited.109 Four vulnerabilities were concerned, including three 
older ones, for which security updates were published in 2019 and 2020. The fourth vulnerability, identified as CVE-2021-22893, 
concerned a zero-day vulnerability, for which there was no solution in the first instance. A security update was published for this 
vulnerability in early May 2021.110  
 
Police remove Emotet malware from one million infected PCs: during the international police operation ‘LadyBird’, led by 
Europol, the police succeeded in taking over the Emotet botnet in January 2021. Partly because of the hacking authority of the 
police, the Emotet network could be further analysed and deactivated. In April 2021, a software update for all infected systems was 
put onto the Dutch servers.111 This update was uploaded automatically by the infected systems, after which the Emotet infection was 
put into quarantine. The NCSC, in cooperation with the police and the Public Prosecution Service, informed Dutch victims whose 
accounts had been infected. 
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May 2021 
 
American Colonial Pipeline hacked: on 7 May 2021, the oil pipeline company Colonial Pipeline became the victim of a 
ransomware attack.112 Colonial Pipeline decided to shut down its operations to prevent the possible further spread of the 
ransomware. This had major consequences for fuel supplies on the east coast of the United States. Indirect consequences for society 
included the unrest that followed and people panic buying fuel. Operations were restarted after six days.113 The FBI confirmed in a 
press release that the ransomware group Darkside was involved.114 
 
Ransomware attack on Irish health service: on 14 May 2021, the Irish Health Service Executive (HSE) was hit by a ransomware 
attack. It was decided to take the IT systems offline to prevent any further spread.115 This had consequences for the care provided to 
patients in a number of hospitals and institutions. It was reported on Twitter that there were either delays or appointment 
cancellations. The ransomware concerned was Conti ransomware. The malware entered the system via a phishing email.116 The US 
Department of Health reported that 80% of the IT environment had been encrypted: 2,800 servers and 3,500 work stations.117 In the 
same month, the Irish Department of Health was also attacked twice, after which it also temporarily had to close its services.118 
 
Two-year targeted cyber attack on Belgian Ministry for Home Affairs: the Belgian Federal Public Service (Ministry) for Home 
Affairs has been the victim of a digital attack.119 In March 2021, Microsoft reported that the actor HAFNIUM was exploiting 
vulnerabilities in Microsoft Exchange.120 Following this news, the Centre for Cyber Security Belgium decided to start an 
investigation. This investigation concluded that backdoors had been installed in the Ministry’s network. Further monitoring by the 
Centre brought to light that suspect activities had been taking place on the Ministry’s network since April 2019. After this discovery, 
the vulnerability in the network was rectified, important sensitive information was secured and the systems were cleaned up. The 
Centre for Cyber Security Belgium has indicated that this concerns a very complex and sophisticated attack, probably carried out for 
espionage purposes.121 
 
 
 
 
June 2021 
 
Nobelium spear-phishing campaign (APT29) identified in the Netherlands: a spear-phishing campaign attributed by Microsoft to 
Nobelium (APT29) was also identified in the Netherlands.122 The campaign was identified at a number of target group organisations of 
the NCSC via the National Detection Network. The threat mainly targets government organisations and NGOs, and specifically 
divisions involved in international cooperation and diplomatic relations, such as embassies.123 The emails from this campaign are of a 
high quality and address current affairs. A recurring feature of this campaign is systems being infected with Cobalt Strike. 
 
Ransomware attack, municipality of Liège: on 21 June 2021, the Belgian city of Liège became the victim of a targeted attack with 
ransomware.124 As a consequence, municipality systems became partly inaccessibly, and the services provided to citizens were 
severely disrupted. The population records and associated services (births, funerals and marriages), for example, were not available. 
The Wallonian radio and television broadcasting service RTBF and RTC Tele Liège claimed that the criminals were demanding a 
ransom and speculated that Ryuk ransomware was involved.125  
 
Hacking attempt on ‘Testing for Access’: on Friday 25 June 2021, a hacking attempt took place on the Testing for Access system.126 
The attempt led to technical problems. Emails with test results arrived later: too late for many people to attend the reopening of 
nightclubs that evening. The organisation Testing for Access organised COVID-19 access tests at locations throughout the 
Netherlands on behalf of the government. 
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July 2021 
 
Kaseya supply-chain attack causes ransomware victims all over the world: on 2 July 2021, a global ransomware attack took place, 
affecting Managed Service Providers (MSPs) and their customers.127 Some people in the Netherlands were also affected.128 The 
criminals behind REvil ransomware were exploiting two vulnerabilities in Kaseya VSA. Kaseya was already aware of one of these 
vulnerabilities thanks to the Dutch Institute for Vulnerability Disclosure (DIVD), which informed Kaseya of this and five other 
vulnerabilities via a coordinated vulnerability disclosure process.129 The other exploited vulnerability concerned an as yet unknown 
zero-day vulnerability. The NCSC issued advice on how to detect the vulnerabilities in systems and how to rectify them.130 The CSIRT 
for Digital Service Providers (CSIRT-DSP) actively informed users of Kaseya software in its target group about this. On 13 July, REvil 
disappeared from several fora, and the website REvil used to communicate with victims also disappeared. By then, Kaseya had a 
decrypter, which it made available to affected organisations. The attackers demanded 70 million dollars, but Kaseya claims not to 
have paid for a universal decrypter.131 
 
Pegasus spyware once again demonstrates the vulnerability of mobile devices to the general public: a consortium of 17 news 
organisations published a study in July, claiming that dissidents, human rights lawyers, activists, journalists and politicians all over 
the world were the target of espionage activities by means of Pegasus software.132 It was said that the software, developed by the 
Israeli NSO Group, provided the attacker with access to the content of iPhones and Android smartphones, without any interaction 
with the victim. This therefore concerns a so-called zero-click attack. Following these revelations, Israel set up a task force to 
investigate whether any policy changes are required in terms of the export of such software.133 The NSO Group claims that it only 
sells the software to states for the purpose of combating crime and terrorism. 
 
DDoS attacks on DigiD supplier disrupt Municipal Health Service websites: on 21 July, the websites of the Municipal Health 
Service could not be accessed. This was due to the fact that the supplier of DigiD experienced three DDoS attacks within 24 hours.134 
It was impossible to log in with DigiD on several of the Service’s websites. It was impossible to arrange an appointment for a test or 
vaccination. It was also impossible to view test results. A number of branches of the Service had to revert to call centres to notify 
people of their test results and book test appointments. The DDoS attacks were ultimately warded off by the National Internet 
Providers Management Organisation. 
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August 2021 
 
PKIoverheid stops issuing publicly trusted web server (SSL/TLS) certificates: the State Secretary for the Interior and Kingdom Relations 
has decided not to launch a new publicly trusted root, following the expiry of the publicly trusted Domain Server CA2020.135 According 
to an evaluation, the Dutch government was the only EU country that issued publicly trusted (SSL/TLS) certificates in 2021. In other 
countries, this is done by private companies. It is as least as easy for market operators – and cheaper – to issue the certificates as it is for 
the government. The issue of publicly trusted (SSL/TLS) certificates by PKIoverheid is therefore no longer necessary. Organisations that 
were using such certificates had to look for an alternative.136 The NCSC has issued several publications with recommendations about 
this subject.137 
 
Attack of several weeks on two Dutch hospitals: the hospitals in Zutphen and Apeldoorn of Gelre Ziekenhuizen were attacked by 
cybercriminals over a period of three weeks.138 The attacks were identified at an early stage. Malicious individuals managed to gain 
access to one mailbox of an employee in a medically supportive role. For safety reasons, it was not explained how the criminals had 
gained access to this mailbox. It is unknown who was behind the attacks, but apparently it originated from different countries. 
 
Province of Gelderland hacked: around 18 August 2021, the staff files of 1,400 employees of the province of Gelderland were stolen 
during a cyber attack.  The attack was aimed at an ICT supplier of the province. Gelderland did not appear to be the main target, as the 
cybercriminals responsible did not contact the province. All the employees affected were given the opportunity to get a new passport at 
the province’s expense.140  
 
Regional Training Centre Mondriaan hacked: on 21 August 2021, Regional Training Centre Mondriaan discovered that it had been 
hacked.141 According to an investigation, the attackers gained access on 10 August by means of brute-force and other attacks. Business 
information, general personal data and sensitive personal data were stolen.142 In the night of 21 August, all systems of the 27 schools 
were found to have been encrypted. The educational institution decided to make all its systems inaccessible and to build up its entire 
ICT landscape from scratch. Russian cybercriminals subsequently demanded a ransom of four million euros.143 Following consultation 
with the Ministry of Education, Culture and Science and other parties, Regional Training Centre Mondriaan decided not to pay this 
ransom.144 The stolen data were published on the dark web one week later.  
 
 
 
September 2021 
 
DDOS attacks on CoronaCheck app: on Friday 25 September 2021, the COVID-19 passport was introduced.145 In the evening, the app 
crashed, partly because of the large volume of traffic and partly because of several DDoS attacks on the underlying servers. The app 
requires an internet connection to retrieve the code. The connection with the crashed servers was either not established at all or very 
slowly.  
 
 
 
October 2021 
 
Ransomware attack at VDL: the industry group VDL Group was hit by a digital attack in the night of 6 October 2021.146 VDL Group 
consists of 105 companies in the Netherlands, Belgium and other countries. One of the consequences of the attack was that part of 
production at car manufacturer Nedcar in Born came to a standstill. Companies that depend on VDL Group as a supplier, such as 
Philips and ASML, were also affected.147 A month after the attack, VDL had fully recovered from the cyber attack. Thanks to backups, the 
company was able to recover the production environment from safe environments.148 
 
Google warns 14,000 users against hacking attempts by Russian government: at the beginning of October, Google warned 14,000 
users that they were the target of a focused Russian phishing campaign. According to Google, this involved APT 28, also known by the 
name Fancy Bear. According to a spokesperson, as much as 86% of Google’s alerts in September concerned phishing campaigns by this 
hacker group. The company ensured users that the campaigns had been blocked: the sent emails were automatically marked as spam. 
Google encourages the warned users to take extra security measures.149 
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November 2021 
 
Ransomware attack at retail business MediaMarkt: on 9 November 2021, MediaMarkt became the victim of a Hive 
ransomware attack.150 As a result, it was only possible to buy products physically in branches anywhere in Europe. Collection of 
orders, exchanges and returns were no longer possible. The criminals behind the attack demanded a ransom of 240 million 
dollar.151 MediaMarkt did not pay the ransom in the end and was able to recover backups.152 
 
Cyber attack on Heijmans: on Sunday 14 November 2021, hackers attempted to gain access to the internal systems of the 
construction firm Heijmans by means of a major attack. The attack lasted 24 hours, during which the attackers tried to break 
into about 1,300 accounts.153 As the accounts were blocked after three attempts, they could no longer be accessed by either 
hackers or staff. Because of this security measure, Heijmans did not suffer any harmful consequences. 
 
Digital attack on large Danish wind turbine producer: Vestas, a Danish company and one of the largest producers of wind 
turbines, was hit by a ransomware attack on 19 November.154 Following this, the company disabled several of its IT systems. 
According to Vestas, there are no indications that customers and partners have also been hit via the supply chain. At the end of 
November, the company indicated that nearly all the IT systems were available and active again.155 The wind turbines had 
apparently not been affected by the attack either. 
 
 
 
December 2021 
 
Pegasus spyware found on iPhones of US diplomats: at the beginning of December 2021, espionage software was found on 
the iPhones of at least nine employees of the US Department of State.156 The officials concerned were working in Uganda or 
were working on files related to this country. The espionage software was detected after Apple had informed all affected systems 
(and therefore users) of the FORCEDENTRY exploit in November.157 Apple sued NSO group, the Israeli maker of Pegasus software, 
at the end of November. The legal documents confirmed that NSO Group had used FORCEDENTRY to put their Pegasus spyware 
on mobile phones. 
 
Digital break-in at technology supplier of Ministry of Defence and the police: at the beginning of December 2021, a number 
of sensitive documents of the company Abiom were put online by the ransomware group Lockbit 2.0.158 An article about this 
was published in Dutch newspaper De Volkskrant, which sparked concern about the sensitive information that was now public. 
Among the products supplied by Abiom are handheld transceivers for the C2000 network of the police.159 It later turned out that 
the company had been the victim of a ransomware attack at the end of October.160 The attack was spotted quickly: the 
potentially infected systems were isolated and the company was operational again after 48 hours on the basis of backups.161 In 
consultation with the police, the company decided not to contact the ransomware group.162 
 
Vulnerabilities in Apache Log4j: on 10 December 2021, the NCSC issued security advice on a vulnerability in Log for Java 
(Log4j), in which it warned about potential major damage and advised organisations to rectify the vulnerabilities as quickly as 
possible.163 Log4j is a Java library (software program) for organising logging in Java applications. Every system using Log4j 
turned out to be vulnerable: a malicious actor could perform a random code remotely. An exploit code was published 
immediately, and there also turned out to be several vulnerabilities.164 The first updates that had been issued by Apache turned 
out to be inadequate to mitigate ‘new’ vulnerabilities. As Log4j is used in a large number of systems all over the world, this 
vulnerability caused a great deal of concern. The Chamber of Commerce decided to take its systems offline as a precaution.165 
The NCSC published a list of vulnerable applications on GitHub and gave advice to organisations on how to reduce the risk of 
exploitation. The most up-to-date general perspective for action was published on the NCSC website.166 Furthermore, a joint 
webinar was organised by the NCSC and the Digital Trust Centre, with the aim to provide general information to Dutch 
organisations. In the end, exploitation of this vulnerability by both state actors and cybercriminals was identified.167 These 
attacks have occurred in the Netherlands as well as abroad.168 The Belgian army, for example, was hit by a cyber attack via the 
Log4j vulnerability. This meant the army could not communicate with the outside world by email for more than a month: this 
lasted until 11 January. Several other servers were not back online until February.169 
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IX Such an attack, in which a website is defaced, is also called ‘defacement’.

2022 
 

January 2022 
 
Digital attacks on Ukraine: The number of digital attacks on Ukraine increased in January 2022.170 The NCSC published a timeline 
on its website of the different attacks that could be related to the war.171 On 14 January, the Security Service of Ukraine (SSU) issued a 
statement about an attack on various government websites. Messages were put on the websites, in which it was stated in 
threatening language in Polish, Ukrainian and Russian that personal data of Ukrainian citizens had been stolen and that citizens 
should ‘prepare for the worst’.IX,172 There may have been a supply-chain attack on the supplier maintaining the websites.173  
 
On 15 January, Microsoft published a blog about WhisperGate malware, also called WhisperKill. This malware was used against a 
number of government organisations and other organisations in Ukraine.174 WhisperGate is a form of wiperware that masquerades 
as ransomware: the difference is that there is no way in which damaged systems or files can be recovered. What this amounts to is 
that files are deleted or the operating system is disabled.175 WhisperGate malware cannot spread without human intervention.  
 
On 26 January, CERT Ukraine (CERT-UA) published part of the investigation into both the defacements and the malware attack.176 
This investigation identified major similarities between WhisperGate malware and WhiteBlackCrypt ransomware. According to 
CERT-UA, this shows that it was the attacker’s intention to make it seem as if Ukraine itself was behind these cyber attacks.177 In 
addition to the timeline of the different attacks in relation to the war, the NCSC has published guidance and a perspective for action 
for organisations in the Netherlands.178  
 
Digital attacks on terminal operators in Germany, the Netherlands and Belgium: since 29 January 2022, several digital attacks 
on storage and transshipment sites for oil and other products of the companies Oiltanking, SEA-Invest and Evos have been 
reported.179 The attacks appeared to have been aimed at the companies’ IT systems. This meant that logistic processes were 
disrupted or delayed.180 In Germany, it was impossible to deliver supplies to more than 200 filling stations, and Shell had to divert to 
other terminals to guarantee stocks.181 According to the German Federal Office for Information Security, the systems of Oiltanking 
had been compromised by BlackCat ransomware.182 This is a sophisticated ransomware family that has been active since the end of 
2021. BlackCat uses a ransomware-as-a-service model and seems to have created victims in different countries and sectors.183 SEA-
Invest (responsible for loading and unloading food products like fruit) in the port of Antwerp and the oil terminals of Evos in 
Terneuzen and Ghent experienced the consequences of a digital attack at the beginning of February.184 
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February 2022 
 
Digital attacks on Ukraine: On 15 and 16 February 2022, a number of digital attacks took place on different targets in Ukraine.185 
These included DDoS attacks. The Ministry of Defence and two national banks in Ukraine were hit. According to the NCSC-UK, it is 
highly likely that the Russian military intelligence service was behind these attacks.186 On 15 February, an SMS campaign also took 
place, distributing the message that ATMs had a technical fault.187 Official channels in Ukraine have indicated that this was 
disinformation. According to them, there were no such faults.  
 
Dutch digital infrastructure used for DDoS attacks on Ukrainian websites: According to investigators, Dutch digital 
infrastructure was used for DDoS attacks on various Ukrainian websites.188 Attackers used Dutch servers to control the botnet that 
generated the DDoS attacks. It had already been concluded in CSAN2020 that it is attractive for attackers to exploit Dutch IT 
Infrastructure, as this is of a high quality and it is relatively simple to hire IT capacity.189 
 
Logistics giant Expeditors brought to a standstill globally by cyber attack: The company Expeditors, which provides logistics and 
customs services for air and sea cargo all over the world, was hit by a targeted cyber attack in February. This affected business 
operations, and services could not be performed for several weeks.190  
 
Russian secret service infected Dutch routers: on 23 February 2022, several authorities warned that ‘small office and home office’ 
routers of the brand Watchguard and other brands had been compromised.191 These SOHO routers had been hacked by the actor APT 
Sandworm, which is affiliated to the Russian military intelligence service GRU. A week later, the Military Intelligence and Security 
Service revealed that it had investigated this actor. The investigation also revealed that a small number of routers in the Netherlands 
of random victims who do not seem to have any connection with the Ministry of Defence, the government or critical sectors had 
also been hacked.192 The routers form part of a botnet, which can be used for different purposes, such as digital espionage, sabotage 
or manipulation. Following the GRU hack, the NCSC published a target group message with security advice on the NCSC website.193 
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Annex 1 
Rationale behind the 
creation of the CSAN 
 
 
 

2.  Writing and peer review 
Once the analytical phase was completed, the draft CSAN was 
written by authors within the NCTV (Essence, Chapter 2 and parts of 
Chapter 3), the NCSC (parts of Chapter 3 and the Annual Review) 
and the police (part of Chapter 3). The whole text was assessed by 
colleagues within the NCTV and the NCSC several times. The NCTV 
is responsible for the final editing of all the chapters. 
 
3.  Validation 
The CSAN undergoes an extensive validation process, in which the 
draft text is presented to external partners for comments. These are 
the same partners who were asked to provide input during the 
analytical phase. After processing all the comments, the definitive 
text is prepared and adopted by the NCTV. Following the 
publication of the CSAN, an extensive internal and external 
evaluation takes place. The collected feedback is processed in the 
CSAN procedure of the following year.  
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The Cyber Security Assessment Netherlands has been drawn up by 
the NCTV and the NCSC. It is defined annually by the NCTV. It 
gratefully makes use of the information, insights and expertise of 
government services, organisations in critical processes, science 
and other parties. Completing the CSAN consists of three stages: 
 
1.  Analysis  
The NCTV collects and analyses relevant information about 
incidents, trends and shifts in terms of the three key aspects of 
interest, threat and resilience. For the purpose of CSAN 2022, it was 
explicitly checked whether the assessment set out in CSAN 2021 was 
still up to date. That is the reason why Chapter 2 has been included. 
CSAN 2022 contains the basis for the new cyber strategy of the 
Dutch government. To form that basis, the following questions 
were formulated:  
1.    What have been the fundamental factors that have influenced 

digital security in the Netherlands since the year 2000?  
2.    Which substantive theme will influence the digital security of 

individual companies and organisations in the Netherlands in 
the next four to six years? 

3.    Which substantive theme will influence the digital security of 
Dutch society in the next four to six years? 

 
During the analytical stage, these questions were put to external 
partners. In November 2021, an expert consultation took place in 
writing, in which government departments, organisations involved 
in critical processes, science and other parties were requested to 
provide input. The three analytical questions were answered on the 
basis of all the gathered information. This led to the formulation of 
the five themes explained in Chapter 3. 
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