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Cyber security under

pressure

The Cyber Security Assessment Netherlands (CSAN) 2018 offers insight into threats,

interests and resilience in the field of cyber security in relation to national security. The

CSAN is published annually by the National Coordinator for Security and Counterterrorism

and is written in cooperation with public and private partners.

Sabotage and disruption by nation-states are the
most significant threats to national security
Nation-states are perpetrating an increasing number of digital
attacks on other countries, organisations or individuals for
geopolitical motives. Their objective is to acquire strategic
information through espionage, to influence public opinion or
democratic processes, or even to sabotage critical systems. Digital
attacks by nation-states have been observed over the last year. It is
of note that simple attack techniques have been successfully
deployed and that Dutch IT infrastructure has been exploited to
perpetrate attacks on other countries.

Major incidents show that the attackers do not anticipate or may
even be willing to accept the collateral damage caused by their
actions. Abroad, the collateral damage has resulted in social
disruption and it has led to economic damage in the Netherlands.
Vulnerability to espionage, disruption and sabotage is growing due
to the dependence on foreign parties. In certain countries, foreign
parties may be legally obliged to work in support of operations
such as espionage or preparations for sabotage.

Professional criminals are continuing to develop in the digital
field. The threat is increasing as a result. Tools that allow less well-
equipped attackers to easily perpetrate digital attacks are being
supplied through a professional criminal service sector.

Attackers continue to be successful due to a lack of
basic measures

The digital resilience of the Netherlands is under pressure.
Organisations are being successfully attacked using simple
methods. As the recent period has shown, incidents could have
been prevented and damage mitigated with basic measures. Many
organisations fail to implement these measures. Among other
things, shortcomings in configurations and the failure to

implement security updates in a timely fashion mean that attackers
are successful.

Resilience is under further pressure from the increasing complexity
and connectivity of the IT landscape and in some cases by too little
attention to cyber security. At the same time, insecure products and
services lower the threshold for attackers. Across the globe, there
have been various instances of supply chains being exploited to
perpetrate attacks. This has also led to damage in the Netherlands.

The sustained functioning of society and the economy
depends on cyber security

Cyber security is needed for the functioning of the highly digitised
Dutch society and economy and as a barrier against digital threats.
The consequences of attacks and systems failures can be severe and
may even disrupt society. The costs and benefits of cyber security do
not always lie with the same party; this is part of the reason why
parties make concessions on the interests of digital security. This
has associated risks at national level and can have far-reaching
consequences. Confidence in the digital society is undermined by,
among other things, successful digital attacks. Theft of valuable
information can damage confidence in economic activity and
could potentially damage the Dutch economy. Espionage,
disruption and sabotage by nation-states undermine Dutch
interests.

The digital threat is permanent. Cyber attacks continue to be
profitable, low-threshold and involve little risk for attackers.
Within the context of recent geopolitical developments, nation-
states are expected to continue using such digital attacks and may
even opt to do so on a greater scale. In combination with far-
reaching and increasing digitisation of society, this fits in with the
move towards a further increase in the risk of social disruption.
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Reader’s guide

The CSAN 2018 offers insight into threats, interests and resilience
in the field of cyber security in relation to national security.
Cybersecurity is the entirety of measures to prevent damage caused
by disruption, failure or misuse of ICT and to recover should
damage occur.’ Such damage may consist of any or all of the
following: reduced reliability of ICT, limited availability and
violation of the confidentiality and/or integrity of information
stored in the ICT systems.

The CSAN has been written based on insights and expertise from
government services and organisations in critical processes, the
academia, and other parties. The developments are described in a
qualitative form. Where available in a reliable form, they are
substantiated by a quantitative foundation or reference to sources.

Monitoring threats, interests and resilience is a continuous
process, with the CSAN being one of the annual results. Matters
that have not or have barely changed with respect to the previous
editions of the CSAN have been described in brief or not atall. The
analysis in the CSAN is based on the triangle of threat, interest and
resilience. These three factors together determine the risk.

The questions central to the CSAN 2018 are:

«  Whatare the threats that could impair the confidentiality,
integrity, and availability, of information, information systems
or information services, or impaired them in the reporting
period May 2017 to April 2018 inclusive? What are the threats
that pose the most significant risk to national security?

+  Whatare the potential consequences for national security if
identified threats manifest themselves?

+ What combinations of vulnerabilities and tools manifested
themselves globally in the reporting period May 2017 to April
2018 inclusive and (could) be used in the Netherlands?

« Towhat extent is the Netherlands and the national security of
the Netherlands resilient against tools that have been or could
be used and the manifestation of the threats?

+ Towhat extent can underlying causes or factors that form the
basis of the threat assessment be identified?

Chapter 1 sets out the key issues, the underlying causes and factors
that form the basis for the threat assessment. Chapter 2 explains
the threat in more detail and clarifies it. The interests of society and
national security are set out in Chapter 3. The fourth chapter
contains the annual overview of the reporting period May 2017 to
April 2018 inclusive and aims to explain the most relevant
developments. The resilience of the Netherlands is covered in the
fifth and final chapter. Finally, the appendices provide an overview
of the incidents handled by the NCSC and an explanation of the
abbreviations used.

Figure 1 Interest, threat and resilience model

Interests

Threats

Resilience
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Cyber attacrs are usually profitable, low-threshold
and involve little risk for actors




1 Key Issues
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The threat assessment is based on six key issues which mutually affect each other. A cyber attack

is usually profitable, low-threshold and involves little risk for the actor. The easy accessibility of

attack tools and the use of insecure products and services are reasons for this low threshold.

Conflicts of interest lead to concessions on resilience. The increasing complexity and

connectivity put resilience under further pressure. Finally, foreign producers and service

providers have a positive as well as negative effect on resilience.

Cyber attacks are usually profitable, low-threshold
and involve little risk for actors

Regardless of the motive — personal, economic, ideological or
geopolitical — for many years now a cyber attack has been a
profitable way for actors to achieve a variety of objectives. The
continually growing digitisation increases the potential damage an
actor can affect by means of a digital attack and increases the
benefit they can achieve from it.

Many forms of digital attacks can be perpetrated at a low threshold
as a result of the fundamental causes set out below. As a result an
attacker does not, by any means, need to personally have
significant capabilities for an attack. Even actors who do have these
capabilities can often make do with simple forms of attack.

In many cases, a digital attack can be perpetrated with little risk.
There is a chance of an attack remaining undetected for a long
time. If the attack is discovered, attribution to and detection of the
actors is complex.? Even if attribution is possible, in many cases
this remains without consequences, certainly in the case of state or
state-sponsored actors. A turning point does appear to have been
reached in governments’ publicly attributing digital attacks.
Various countries have attributed attacks to other countries.

Attack tools are easily accessible through attack
facilitators

Digital attacks can be perpetrated at a low threshold using the
services of attack facilitators. These service providers make
infrastructure, tools and techniques for digital attacks available for
hire. This allows less-experienced or more poorly equipped actors
to perpetrate digital attacks. The low-threshold accessibility of
attack tools leads to an increase in the threat.

Insecure products and services are the Achilles’ heel of
cyber security

Digitally insecure products and services are a fundamental cause of
many incidents.? Insecure products and services lower the
threshold because they make it easier for attackers to successfully
perpetrate attacks. The lack of security can occur because suppliers
do not or no longer provide updates or these updates are not easy
to install. Even if they are available, they are not always used by
organisations. There is very little economic stimulus for producers
to produce secure hardware and software. Because of this, there is a
conflict of interest between on the one hand the producers’
economic interests and the cyber security interests of society on the
other hand.

Conflicts of interest lead to concessions

In a broader sense too, conflicts of interest lead to concessions on
cyber security interests. Members of the public, businesses, sectors
and the government will always have to conduct a balancing
exercise. After all, cyber security measures cost time and money,
scarce resources that could also be used elsewhere. Occasionally,
the interest of digital security is a direct extension of other
interests; conflicts arise occasionally. They arise within
organisations, conflict between ease-of-use for the individual and
the cyber security interest, for example, but they also arise between
organisations. One of the reasons for this is an unequal division of
costs and benefits.

Increasing complexity and connectivity puts resilience
under pressure

The greater the complexity and connectivity, the more challenging
it becomes to realise a resilient digital infrastructure. On the one
hand, the organic growth and relative long service life of systems
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lead to a more complicated landscape. On the other hand, the
increasing use of shared facilities, such as cloud services, in the
form of individual building blocks, means that it is more difficult
to maintain oversight. Where in the past services were set up
within an organisation, now they are often contracted-in from
various parties and implemented externally. Control of the IT
landscape remains within the organisation, while the
implementation becomes fragmented across a number of parties.
This situation creates new dependencies and increases the scope
for attack.

The digital infrastructure is complex, not all essential components
are equally robust and there is a high dependence on individual
components. Developers and suppliers use certain software
generically as building blocks for their own work. Some popular
protocols for data exchange via the Internet are decades old and are
not resistant to contemporary attacks.

Foreign producers and service providers have positive
as well as negative effects on resilience

Dutch organisations are highly dependent on a limited number of
foreign suppliers of products and services. Although these
companies have more resources at their disposal to arm
themselves against attacks, the social impact of disruptions is
significant because many different services depend on a small
number of providers.

In addition to being disrupted, the products or services from
foreign suppliers can also be compromised by actors without the
knowledge of this supplier. Furthermore, producers and service
providers are subject to the laws and regulations of the country in
which they have a branch. Governments abroad could force them
into some form of cooperation on, for instance, political, military
or economic intelligence operations. If governments decide to
accept products and setvices from their own country or allies only,
this will lead to fragmentation of the Internet.
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Nation-states pose the most significant digital threat




2 Threats
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The digital threat is permanent. Digital attacks by state actors with the objective of

espionage, influencing, disruption and sabotage, form the most significant digital threat to

national security. In addition, the activities of cybercriminals have a majorimpact. There

seems to have been no fundamental change to the threat landscape over the past year.

However, it does seem to have become more diverse as result of a number of shifts, some

of which originated several years ago. The threat matrix in this chapter shows the

complete threat assessment. In addition, the most striking elements of the threat

assessment are examined.

The lines between actors are blurring

The number of actors perpetrating digital attacks has increased
over the past few years. There are also actors currently active in the
digital domain who had no meaningful role in years gone by.5 It is
relatively easy for them to employ capabilities because of the
increasing accessibility of tools for perpetrating digital attacks.

To make the threat assessment clearer, a distinction is made
between various categories of attackers, each of which has their
own working methods and motives (see the threat matrix). In
practice, the lines between the various actors are becoming less
apparent.® For instance, different groups of actors can use the same
tools and techniques. One of the reasons for this is the trickle-
down effect, where high-quality attack techniques become widely
known or fall into the wrong hands. An example from 2017 is the
tools that are attributed to the American National Security Agency
(NSA) which were leaked by the Shadow Brokers hacker group. A
specific tool (ExternalBlue exploit) was then used in the WannaCry
attack.”

Another example of the blurring of the lines are the seemingly
technical similarities between the Petya ransomware and the
NotPetya sabotage software. The media reported examples of
actors attacking another hacker group and making off with their
proceeds.® Nowadays, attack tools are spreading across the entire
spectrum of attackers, from nation-states to criminals. The lines
between actors continue to blur, partly as a result of various groups
of actors collaborating, actors intentionally impersonating
someone else, or by creating false leads to other actors.!

Identifying the actor behind a digital attack, which is referred to as
attribution, is even more complex when the actors are difficult to
separate from each other. The level of sophistication of an attack
and the tools that were used are factors affecting the number of
leads for identifying the actor. The blurring of lines between actors
results in a greater probability of incorrect attribution, possibly
with major consequences, such as for instance further escalation in
a conflict situation.?

Olympic Games in South Korea, where the impression was created that the attack
came from North Korea. As a result of the attack, the Olympic Games website went
down, and broadcasting channels were not working. In open sources, the attack
was attributed to Russia, possibly motivated by their exclusion from the Olympic

Games due to the doping scandals.
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Threat matrix

The threat matrix provides insight into the threats originating from various actors against various targets. The table is not exhaustive and does
not contain all threats that are imaginable, but limits itself to the threats where it is estimated that actors have sufficientintention and tools or
where activities have been observed previously. The threat matrix has undergone a number of conceptual changes in relation to previous years.
On the one hand, critical processes and providers have been added as separate target categories. On the other hand, the actor typology has
been modified." The following threats can be distinguished:

- Disruption: the intentional, temporary impairment of the availability of information, information systems or information services.

- Sabotage: the intentional, very long term impairment of the availability of information, information systems or information services,
possibly leading to destruction.

- Information manipulation: intentionally changing information; impairing the integrity of the information.

- Information theft: impairing the confidentiality of information by copying or removing information.

- Espionage: impairing the confidentiality of information by state or state-sponsored actors copying or removing information.

- System manipulation: impairing information systems or information services; targeting the confidentiality or integrity of information
systems or information services. These systems or services are then used to perpetrate other attacks.

- Breakdown/failure: impairment of the integrity or availability as a result of natural, technical or human failures.

- Leak:impairment of confidentiality as result of natural, technical or human failures.

Government Critical Private organisations Members of the public

state-sponsored

o _
Information theft

Terrorists Sabotage Sabotage

Information manipulation  Information manipulation

Information manipulation

script kiddies Information theft Information theft Information theft
Disruption Disruption Disruption
Leak Leak Leak

This threat matrix is based on the actor typology in: M. de Bruijne, M. van Eeten, C. Hernandez Ganan, W. Pieters, Towards a new cyber threat
actor typology. A hybrid method for the NCSC cyber security assessment (TU Delft 201 7). Various criminal actors have been combined
because there was no characteristic distinction in terms of threat. The state and state-sponsored actors distinguished in the method have
been combined due to insufficient information to be able to make a distinction.



Nation-states pose the most
significant digital threat

Nation-states digitally attack other countries, organisations or
individuals, primarily for geopolitical motives. Their objective is to
acquire strategic information (espionage), to influence public
opinion or democratic processes (influencing), to disrupt critical
systems (disruption) or even to destroy them (sabotage). A number
of digital attacks by nation-states have been identified over the last
year. They had an impact on national security.”°

Digital attack tools being widely used

Digital attack tools are now a fixed component of the range of tools
that nation-states can employ to protect their geopolitical
interests. There are very few inter nation-state conflict situations
where digital tools are not employed. Economic interests also play
arolein this. Apart from these conflicts, nation-states participate
in economic espionage, to improve the competitive position of
their economy for example or to quickly acquire innovative
knowledge. The greater willingness of nation-states to use digital
tools is paired with an increase in the impact of digital attacks."
Cyber attacks can have a major impact and cause wide-ranging
collateral damage® (examples are WannaCry and NotPetya).

The use of third parties

Nation-states can use or exploit other parties when preparing or
perpetrating digital attacks. These parties do not have to be aware
of the exploitation. Nation-states can buy advanced attack tools so
they do not have to invest in developing them themselves.
Nation-states can also ‘contract out’ the preparations and
perpetration of digital attacks to a third party.” Finally, they can
exploit the products and services of a third party to perpetrate
attacks. This is how the actor behind the NotPetya attack
compromised the M.E.Doc software company to distribute
malware through legitimate updates.

In addition attackers can, sometimes using a simple method,
employ legitimate tools, system properties or the properties of
(cloud) services to penetrate their victim’s systems.’s When doing
so, actors exploit the trust consumers have in IT products. These
attacks are often difficult to detect.

Significant damage from NotPetya

On 27 June 2017, the world was shocked by the rapid spread of
malware which appeared to take files hostage. Kaspersky Lab
called the malware NotPetya (or New Petya, Nyetya, ExPetr).® The
name refers to the ransomware which was distributed in May
2016 under the name Petya. Many parties originally believed that
there were similarities. In the end, the NotPetya malware proved
to be significantly different to Petya or WannaCry (which was
distributed in May 2017).

NotPetya is based on the ExternalBlue exploit which is attributed
to the NSA.”” A patch had already been available for this in March
2017.* What in the firstinstance appeared to be ransomware,
turned out to be wiperware (software that erases data) because
there was no opportunity to actually recover the files held
hostage."

The malware quickly spread through various countries, including
the Ukraine (with 80% of the infections°), France, Denmark,
England and the United States.” In the Ukraine, government
systems failed, the Metro stopped running, Kiev airfield suffered
difficulties and there were problems in the electrical power
plants.>> Maersk, a Danish maritime transport company which also
has a branch in the port of Rotterdam also suffered in the NotPetya
attack. In the end, Maersk suffered some €300 million losses
worldwide as a result of the attack* and had to reinstall the
software on 45,000 computers.> The Dutch parcel carrier TNT
Express also had problems as a result of infected computers.>

Following investigation, it turned out that the malware had been
distributed through a software update for M.E.Doc accounting

software originating from the Ukraine.>° The supply chain for the
accounting software was compromised as a result. The software
was able to spread quickly and circumvent security barriers if the
latest patches for the EternalBlue exploit had not been installed.

The NotPetya attack was attributed to Russia by the United States,
Denmark and the United Kingdom, among others.” The motive
would have been to destabilise the Ukraine, as happened in the
past with the distribution of what is known as BlackEnergy
malware.** This would tie-in with the geopolitical tensions
between Russia and the Ukraine.



NCTV | Cyber Security Assessment Netherlands

Use of simple techniques

State actors have a great deal of expertise and are capable of
perpetrating advanced attacks. Despite this, it has become
apparent that nation-states make widespread use of simple attack
techniques. For instance, according to public reports Russia makes
widespread use of (spear) phishing.>° The same applies to North
Korea, which also distributes malware by email.> In 2017, China
used a simple exploit of LinkedIn to approach people in Germany
and then recruit them.:' Just like other actors, nation-states realise
that simple techniques are very effective.>> An attacker attempts to
entice targets into revealing sensitive or confidential information,
which can then be used for a follow-on attack or for other
purposes.

The widespread use of simple attack techniques by state actors
demonstrates that they are sufficiently targeted and effective.
Barriers can be erected against the simple attack techniques which
make potential targets of attacks less vulnerable and less
interesting. Measures which should be part of the ‘basic hygiene’ of
IT systems and IT networks, a basic level of cyber security, increase
the resilience to digital attacks considerably, even if attacks by state
actors are involved.* This reduces the probability of and the impact
of this threat.

Attackers accept collateral damage or do not
anticipate it

A number of attacks had a major impact across the globe. In
addition to NotPetya, WannaCry spread across 150 countries* in
May 2017 with a major economic and social impact. For instance, in
the United Kingdom the processes of a large number of hospitals
were disrupted. Other nations attributed these attacks to state
actors. Attackers appear to accept that collateral damage is caused,
by the infection of the supply chain or by using a worm that is
capable of self-distribution for example, or do not anticipate this
collateral damage®. These techniques run the risk of an
uncontrolled spread.

From the perspective of national security, uncontrolled attacks that
are difficult to predict and have a destructive effect have the
potential to create a society-disrupting impact. This is particularly
the case when critical processes are hit, whether or not by accident
as collateral damage, and certainly if several systems or processes
are involved.

Supply chains increase vulnerability

Over the past year, various attacks have used a supply chain to
distribute malicious software. One of the most prominent
examples is NotPetya, which was distributed through an update to
Ukrainian accounting software. This method of attack has a
number of advantages for actors. First, the use of a trusted supplier
as the distribution source ensures that the target’s security
measures can be circumvented by and large. Secondly, actors are
also able to decide exactly who is infected, from one specific target
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up to and including all customers of a specific supplier. Thirdly,
when an attack takes place via a supply chain, deciding who the
intended target was is complicated. This makes attribution more
difficult.

Dutch organisations are highly dependent on a limited number of
foreign suppliers of products and services. Although these
companies have more resources at their disposal to arm
themselves against attacks, the social impact of disruptions are
significant because many different services depend on a small
number of providers.:

In addition to disruption, products or services from foreign
suppliers can be compromised by actors with or without the
knowledge of the supplier. Producers and service providers are an
attractive target for actors because of the supply chains. In
addition, producers and service providers are subject to the laws
and regulations of the country in which they are established and
governments abroad could force them into some form of
cooperation in, for example, espionage or preparations for
sabotage. This is a risk to national security. Within that framework,
the government has informed the House of Representatives that
Kaspersky antivirus software is being phased out from central
government as a preventative measure. Businesses and
organisations with critical services and processes and businesses
that fall under the Defence Contracts General Security
Requirements (Beveiligingseisen Defensie Opdrachten, ABDO) have been
advised to do the same.

This year, it has been revealed that supply chain attacks are effective
and destructive. The spread and impact of such attacks are difficult
to predict, certainly when actors accept that the attack could hit
other targets. It is expected that actors will use this method more
frequently.>”

Actors interested in personal data

Stolen and leaked personal data played a striking role during the
reporting period.*® A wide range of actors (state, criminal,
hacktivist) are interested in personal data. Parties who have the
data are attacked to acquire this data; they include service
providers, public authorities and educational institutions. Personal
data can be used for criminal activities such as credit card fraud and
identity theft and can also be used for espionage activities.
Examples of this have also been identified in the Netherlands.*

In addition, errors or malfunctions lead to personal data leaks such
as, for instance, storing data in publicly accessible cloud
applications.“ This is a problem in the Netherlands too, in 2017, for
instance, 10,000 data leaks were reported to the Dutch Data
Protection Authority (Autoriteit Persoonsgegevens, AP).* What is
important in this respect is that some personal data such as date of
birth and citizen service number cannot be changed. This makes
reducing the impact of a leak of this data more difficult.



The threat from terrorists and
hacktivists is stable

A number of points in the threat assessment are stable. For
example, the threat from terrorists and hacktivists remains
unchanged. Jihadists have been active on the Internet for many
years now, in the propaganda and fundraising fields for instance,
but until now they have not perpetrated any terrorist attacks using
digital tools. They have the ambition, but this has not been
converted into concrete intentions or the development of expertise
and capabilities.# For terrorist groups, committing physical attacks
remains the priority or they are easier to perpetrate. Hacktivist are
active, in website defacements and data theft for instance, but at
this moment they do not pose a threat that has an impact on
national security either.*

Attack facilitators increase the
accessibility of methods of attack

Attack facilitators are a special category in the cyber domain. They
do not perpetrate digital attacks themselves but do play a role in
the threat.* On the one hand, these are criminals who trade stolen
information such as credit card details or personal data for
financial profit. They sell information which can then be used for
an attack. On the other hand, they are actors who realise facilities
for attackers, by leasing botnets for example. Information and
attack tools can be bought for relatively small amounts on both the
open and the more hidden parts of the Internet. In this way, these
products and services allow actors with limited capabilities to
perpetrate digital attacks. The facilitators lower the threshold and
increase the accessibility of attack tools.

Il The description cybercrime-as-a-service refers to the tradition of service providers
to put ‘as-a-service’ after the name of their product. For instance, normal market
services are supplied as platform-as-a-service and software-as-a-service.

III  Cryptojacking is when cryptomining software is used without permission.
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DDosS attacks in the Netherlands, January 2018

InJanuary 20138, the Netherlands suffered DDoS attacks on
various government and financial institutions which resulted in
customers being unable to access them temporarily. The Tax and
Customs Administration, DigiD and a number of banks were
affected. The media speculated about the actor behind the
attack.®

While the DDoS attacks continued and the various financial
institutions were difficult to access temporarily, a new
investigation was conducted. On 1 February 2018, an 18-year-old
man from North Brabant was arrested on suspicion of
perpetrating the DDoS attacks.*® According to his statement, he
was able to perpetrate the attacks by paying €40 for a so-called
stresser,”” a system that can be engaged to test the capacity of
systems.

Actors who provide services to cybercriminals are devoting greater
attention to improving the provision of service. Cybercrime-as-a-
service''(CaaS) has existed for some time now*® but has become
more widely accessible. The tools that are leased are versatile and
advanced and their numbers are growing significantly. The
connection of an increasing number of everyday devices to the
Internet, the Internet of Things (IoT), plays a role in this
development. Countless IoT devices are infected with malware, to
create botnets that can be used multifunctionally, among other
purposes. The sector displays similarities with the traditional
supply and demand market where factors such as price differences,
quality and the level of service provision play an important role and
where tasks are specialised.

Developments over the past year have revealed that the CaaS sector
is continually innovating and developing new, lucrative ways of
earning revenue. This is apparent from, among other things, the
continuous further development of products and services, an
example of which is ransomware. It is not new, but is being further
developed continuously. Cryptomining and cryptojacking'" are
relatively new developments.>° This application focuses on earning
revenue by using the processing power of computers to mine for
crypto currencies. This is first of all by hacking Wi-Fi networks®,
computerss> and websites=, and secondly by giving website users a
choice between adverts or crypto mining.>* One of the parties is
Coinhive which offers crypto mining code as a service to website
owners. Cryptojacking is an attractive revenue model for criminals,
which incurs few risks.

The cybercriminal service sector appears to be becoming more
professional by making tools more widely accessible.*° This
development leads to an increase in the threat, which in the long
term can damage confidence in the economy and the digital
infrastructure.
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Failure and breakdowns

In addition to attacks by actors, incidents occur by accident which
also pose a threat to systems and the information contained on
them, i.e. failures and breakdowns. These threats can have a
significant impact. For instance, in early April 2018, there was a
major breakdown at Eurocontrol, the organisation responsible for
coordinating the routes of passenger aircraft in Europe.>” The
breakdown resulted in delays to 10% of the flights. According to a
report>® from March 2018 by the US Federal Communications
Commission (FCC), the biggest interruption of American telephone
services was caused by a software error. On 4 October 2016, the
American telephone network had to contend with an 84 minute
long breakdown.>* More than 100 million telephone calls were
blocked. On 29 April, a major breakdown at Schiphol led to heavy
traffic at the airport and on the access roads. Flights were delayed
or cancelled.®

Closing remarks

The digital threat is permanent. Digital attacks by state actors with
the objective of espionage, influencing, disruption and sabotage
constitute the most significant threat. In addition, the activities of
cybercriminals have a major impact. There seems to have been no
fundamental change to the threat landscape over the past year.
However, it has become more diverse as result of a number of
shifts, some of which originated several years ago. Cyber attacks
continue to be profitable, low-threshold and involve little risk for
attackers. Within the context of recent geopolitical developments,
nation-states are expected to continue using such digital attacks
and may even opt to do so on a grander scale.
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Cyber security is essential for society, the economy
and national security




3 Interests
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Cyber security is essential for the functioning of the Dutch society and the

Dutch economy, both of which are highly digitised. Despite its importance

as a barrier against digital threats, parties sometimes make decisions that

compromise the interests of digital security. Such decisions can affect

national security: after all, a chain is only as strong as its weakest link. This

chapter describes the importance of cyber security.

Cyber security is essential for the
functioning of society and the
economy

According to the report ‘The Economic and Social Need for More
Cybersecurity’ (De economische en maatschappelijke noodzaak van meer
Cybersecurity), the Netherlands has developed into one of the most
IT intensive economies in Europe, owing to our outstanding digital
infrastructure. Digitisation presents enormous opportunities to
society and the economy but the digital world must remain secure
and trusted. Just as we need flood protection, so too the
Netherlands must continue to have effective digital defences in
place.®

In the coalition agreement, the government emphasises the
importance of digitisation and cyber security. The government
wants the Netherlands to be a European leader in the digital field.
Preconditions for this are a secure digital infrastructure and cyber
security.®> The Bureau for Economic Policy Analysis asserts that the
economic importance of cyber security is increasing as a result of
digitisation.® Digital security is therefore necessary for the
functioning of our society and economy and for exploiting
opportunities.

Digital security is also important to the global Internet and to
international legal order. Countries are highly dependent upon
each other precisely because the digital domain has a cross-border
nature. For instance, misuse of digital infrastructure in the
Netherlands by Dutch or foreign actors results in problems in other

countries. Those countries could hold the Netherlands
accountable. Conversely, the Netherlands may have problems with
actors in other countries. In addition, the Internet has developed
into a global public good, the public core of which has to be
protected.® The Netherlands, with its open and globalised
economy and free society benefits from a free, open and secure
Internet, including in countries outside of Europe.®

Cyber security required for national
security

Five security interests®® have been defined for national security (see
table 2). If one or more of those security interests are severely
impacted, this could have a disruptive effect on society.” This is
certainly the case if critical processes are disrupted or fail. For
example critical processes protect us against flooding, keep our
food fresh and our water pure. Electricity and heating, the
functioning of payment transactions, road, water and air traffic and
the maintenance of public order and security are also factors that
should be considered."

critical infrastructure’ (‘Weerbare vitale infrastructuur’), NCTV, 2016
(https://www.nctv.nl/organisatie/nationale_veiligheid/vitale_infrastructuur/

index.aspx).
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Table 2 The five national security interests

Territorial security
integrity in a narrow sense.

The unimpeded functioning of the Netherlands as an independent state in the widest sense, or the territorial

This concerns both the physical territory and corresponding infrastructure and the image and reputation of our country.

Physical safety

The unimpeded functioning of people in the Netherlands and its surroundings.

This concerns people's health and well-being. The criteria are numbers of fatalities and seriously injured people and a lack
of basic needs such as food, power, drinking water and adequate accommodation.

Economic security

The unimpeded functioning of the Netherlands as an effective and efficient economy.

This concerns both economic damage (costs) and the vitality of our economy (for example a serious increase in

unemployment).

Ecological security

The unimpeded continued existence of the natural living environment in and around the Netherlands.

This concerns violations of nature, the environment and ecosystems.

Social and political stability

The unimpeded continued existence of a social climate in which individuals can function without being

disturbed and groups of people enjoy living together within the benefits of the Dutch democratic system and

values shared therein.

This concerns violations of freedom to act, the democratic system, the core values of our society, and the occurrence or
otherwise of large-scale social unrest and accompanying emotions (fear, anger, grief).

Critical processes are highly digitised and therefore vulnerable to
digital threats. Analogue alternatives are disappearing.®® The
Council for the Environment and Infrastructure (Raad voor de
leefomgeving en infrastructuur, Rli) has indicated that the Dutch
electricity supply is becoming increasingly intertwined with digital
technology. Pre-programmed or self-learning technology is making
decisions relating to storage, supply and consumption. The Rli
mentions risks such as cyber attacks and breakdowns as result of,
for example, software errors or unforeseen behaviour of
autonomous systems. Breakdown or failure of the electricity supply
can lead to accidents with personal injury, material or financial
damage. Moreover, social unrest can occur in the event of a
protracted power outage.*

The fact that cyber incidents can affect security interests is apparent
from, for example, the National Security Profile which presents a
summary of potential disasters and threats that could disrupt the
Netherlands. It contains four cyber scenarios’, assessed against the
consequences for national security. The impact of two scenarios,
‘Impairment of the foundation of the Internet’ and ‘Cyber
disruption of the critical sector’ are assessed as severe and the
impact of the ‘Government cyber espionage’ and ‘Cyber attacks on
high-quality payment transactions’ as considerable.” 7

crisis. A scenario is constructed from a specific combination of a cause, actor,
motive, target, nature of impairment, degree of penetration and duration.
VI There are five impact categories, in ascending order of impact: limited,

considerable, severe, very severe, and catastrophic.
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Two examples in the latest AIVD Annual Report are illustrative in
this respect. The AIVD finds that to an increasing extent activities
are taking place where the objective is to facilitate the digital
sabotage of critical infrastructure in Europe.” This development at
least has an impact on territorial security and possibly on physical,
economic and ecological security, as well as social and political
stability. The AIVD also reports that terabytes of confidential data
were stolen in 2017 during digital break-ins at various European
multinationals and research institutions in the energy, high-tech,
and chemical sectors. This represents a substantial economic value.
Such persistent digital attacks are a threat to the economic earning
capacity of the Netherlands” and thereby impair economic security.

The consequences of cyber incidents
cannot be determined unequivocally

The major complexity and interconnectedness of the digital
domain and the physical domain make it difficult to determine the
consequences of cyber incidents. For instance, digital attacks often
comprise different stages where one or more components of an
information system are affected and as a result of this, in some
cases, physical systems such as flood defences can be impaired.

Because many of these stages and the effectiveness of the measures
taken are uncertain, there is a high degree of uncertainty about the
impact of digital attacks.” Other factors, which could have a
mutual effect too, also contribute to the impact."" For instance, the
consequences of structural, systematic and long-term digital
espionage by a state actor on top sectors in the Netherlands are
different to those of one-off and short-term spying on an
individual top sector company in a top sector. Both come under the



‘digital espionage’ threat, but the nature and scale of the
consequences are different.

Despite these complications, reports on the financial
consequences of incidents appear regularly. Such reports are
written on the basis of certain assumptions, categories of
consequences, or impact criteria, working methods, delineation in
terms of scope, time and geographic area. This makes it difficult to
compare reports, if not impossible. The Bureau for Economic
Policy Analysis says that relatively little is known about the damage
caused by cybercrime"'7+ and companies like McAfee and CSIS
mention various complicating factors for estimating the damage
caused.’

The consequences of cyber incidents cannot, therefore, be
determined unequivocally. The number of variables to be taken
into account when doing so is far too high. Moreover, assumptions
also have to be made about the possible interaction between
variables. Chain effects can also occur. A disruption of the IT in the
electricity system can disrupt all kinds of critical process and
thereby result in all kinds of consequences. The fact that the
consequences cannot be determined unequivocally partly limits
better awareness of digital risks. This can be an impediment to
optimally considering the interests of digital security in relation to
other interests.

Cyber incidents can have major
consequences, with the potential to
disrupt society

Up until the time of writing, the Netherlands has been spared a
large-scale cyber incident that is disruptive to society. Potentially,
under different circumstances, a number of cyber incidents in the
past could have turned out very differently, as in the case of the
security leak at DigiNotar in 2011.7° WannaCry (June 2017) could
perhaps have had a society-disrupting impact, if the outbreak had
occurred at the start instead of at the end of the working week and
if the so-called ‘kill-switch’ which rendered the malware harmless
had not been discovered by a security expert.

targets affected, d) the type of information system affected (process control

system, office automation, website etc.), e) the nature of the information (for
example the digital crown jewels of the company), f) the degree of penetration
(organisation, sector, sectors, a number of provinces, etc.), g) the (potential)
duration, h) the degree to which a cyber attack takes place structurally and
systematically and i) the degree to which the consequences occur in the short or
long term.

VIII According to the Bureau for Economic Policy Analysis, which is based on the
CSAN, cybercrime includes crimes such as online-shopping fraud which fall

outside of the scope of this CSAN.
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In these cases, the Netherlands escaped a disruption of society
more or less as a result of fortuitous circumstances. It is precisely
the total dependence on digital resources that would make it
possible for a cyber incident to inflict damage which disrupts
society. Examples include a conflict between other nation-states or
conflict between a nation-state and the Netherlands. This is
illustrated by the government of the United Kingdom (among
others) has accused Russia of the NotPetya attack. Although the
primary target was the Ukraine, other organisations in other
countries, including the Netherlands, were affected.”” The
consequences could disrupt society, especially in the case of a
conflict where the state actor has already undertaken the first steps
towards digital sabotage. As a result of WannaCry and NotPetya, the
European Council has also concluded that incidents and attacks
could have major implications.”

Conflicts of interest lead to
concessions

Cyber security measures are needed as a barrier against digital
threats. At the same time, members of the public, businesses,
sectors and the government will always need to conduct a
balancing exercise. After all, cyber security measures cost time and
money, two scarce resources that can also be deployed elsewhere.
Occasionally, the interest of digital security is a direct extension of
other interests; occasionally, however, there are conflicts between
the various interests.

These conflicts arise within organisations, such as the conflict
between ease-of-use for individuals and the interest of cyber
security, but they also arise between organisations. The commercial
interest of a business may be contrary to the social interest. One of
the causes of these conflicts of interest is an unequal division of
costs and benefits. Costs and benefits do not always lie with the
same party, as is manifested in various situations. For example:

- digitally insecure products and services, the commercial
interests of products versus the cyber security interest of
society;

« the costs of measures to an organisation versus the benefits to
other organisations or the collective;

+  balancing the continuity of a process against the
implementation of measures;

+ the inconvenience a measure brings to individual users versus
the added value of this measure to an organisation;

- the wider social interest of cyber security versus the specific
interest of intelligence agencies and law inforcement;

- international conflicts of interest.

Digitally insecure products and services

Suppliers of hardware and software let other, mainly commercial,
interests prevail over the social interest of digital security. For
instance, the Cyber Security Council (Cyber Security Raad, CSR) for
Internet of Things applications observed that there is little stimulus
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for producing and maintaining secure hardware and software.
Time-to-market and low cost prices are more important than
quality to the majority of manufacturers, and companies do not
put sufficient effort into meeting their obligations.

The result is the explosive proliferation of insecure devices and
applications that are connected to each other and which pose a
threat to our digital security and privacy.” The commercial interests
of these producers and the cyber security interest of society
constitute a conflict of interest.

Individual balancing of interests can lead to collective
damage

The conflict of interest described in the previous paragraph does
not only apply to all product and service suppliers, it also applies to
all other organisations in the digital domain. They too have to
balance the costs and benefits of cyber security measures. The
benefits constitute a reduction in the impact of an incident or from
completely preventing an incident; damage is mitigated or
prevented.

The balancing of interests by an organisation will be determined
by, among other things, the costs and benefits to the organisation
itself and this organisation's insight into the risks. At the same
time, an organisation's failure to implement measures can lead to
damage to other organisations or result in damage to society. For
instance, if an organisation does not have its software updates in
order, this organisation's IT infrastructure can be exploited to
attack other organisations. Here too, an organisation's commercial
considerations can be contrary to the interests of another
organisation or the interest of the collective.

Continuity of the process versus implementation of
measures

A specific situation applies with respect to control systems. These
are systems that manage and control physical processes and
activities. Examples of these include industrial control systems
(ICS) in manufacturing plants, control systems for medical
equipment in hospitals, and so on.

Sometimes it is necessary to shut down processes temporarily to
implement security measures such as updates. This has
consequences in terms of continuity and also costs money.
Moreover, updates can have an unwanted impact on the
functioning of processes and therefore have to be assessed in
advance.

So, updates are needed in terms of process continuity (as well as
confidentiality and integrity) on the one hand, but on the other
hand, continuity or functionality can be impaired temporarily by
those updates. An organisation may choose to cancel or postpone
updates but if things go wrong, there can be major consequences
for other organisations.
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Cyber security sometimes results in reduced
ease-of-use

Cyber security sometimes reduces ease-of-use. The use of
individual usernames and passwords for accounts and two factor
authentication increases security for the organisation but in
practice it requires additional effort on the part of the user. An
organisation responsible for a critical process could, therefore,
decide to use the same username and the same password and not
to use two factor authentication. Once actors have managed to
acquire those details, they have access to all of the systems which
are associated with the account, which can have serious
consequences. The costs of measures (reduced ease-of-use) fall to
individual users, the benefits to organisations, or even to
companies.

Tensions between the social cyber security interest
and intelligence and law inforcement interests

Tensions may arise in some cases between the wider social cyber
security interest and the specific interests of intelligence agencies
and law inforcement. Public authorities, companies and members
of the public are using encryption increasingly often to protect the
confidentiality and integrity of communications and stored data. At
the same time encryption, when used by criminals for instance, is a
barrier to obtaining information that is needed by law inforcement
and intelligence and security services.*®

Another case in point is the way operational services deal with what
is known as zero day vulnerabilities. Agencies at home and abroad
can, in the interest of their national security, deploy zero-day
vulnerabilities to investigate threats. Not reporting (zero-day)
vulnerabilities means the producers cannot provide solutions. This
occasionally causes major risks to society, because others can also
discover and exploit such vulnerabilities. The (coordinated)
disclosure to producers and suppliers of vulnerabilities provides an
opportunity to resolve them, making it impossible to exploit these
vulnerabilities.*

International conflicts of interest

Atan international level, there have been divisions between
various countries about the approach to the cyber domain.
Differences of opinion have arisen on the application of
international law, standards of behaviour in cyberspace and
dependence on and access to digital resources. An example of this
is the obligation some countries impose on software suppliers,
including antivirus companies, to provide insight into source
codes, justified by the need to check for possible 'backdoors' for
purposes such as espionage.

The downside of this is that countries could also gain insight into
any vulnerabilities which they could exploit themselves.®2 Possible
misuse impairs confidence in that software. If governments decide
to accept products and services from their own country or allies
only, this will result in fragmentation of the Internet.



Cyber security: a chain is only as strong as its weakest
link

Decisions compromising the interests of cyber security that are
taken by individual parties can have consequences for all of Dutch
society and the economy, and could eventually result in damage to
national security. Such a decision by an individual party may be
optimal for that party but the sum of all decisions taken is certainly
not always optimal for the greater whole.®:

In cyber security too, a chain is only as strong as its weakest link.
The large-scale exploitation of a vulnerability in a single device
could, for example, have major implications for the functioning of
critical processes. A vulnerability in transformers for solar panels
produced by a market leader exposed in the press in 2017 is a case
in point. According to the researcher, a large number of
transformers could remotely and simultaneously be switched off
using this vulnerability. Such large-scale switching off could lead to
disruption of the power supply in large parts of Europe.® The
Council for the Environment and Infrastructure has also warned
that the stability of the entire electricity system is being
undermined primarily by components that are not under public
ownership.®

Closing remarks

Cyber security is needed for the functioning of the highly digitised
Dutch society and economy, and as a barrier against digital threats.
This applies to national security in particular. The consequences of
cyber incidents cannot be determined unequivocally. Still, those
consequences could be considerable, certainly under particular
circumstances. Despite the importance of cyber security as a barrier
against digital threats, parties sometimes make decisions that
compromise the interests of digital security, simply because they
have other interests as well. In some cases, those decisions could
impair national security: after all, a chain is only as strong as its
weakest link and the costs and benefits do not always lie with the
same party.

Two developments contribute to the continuous need for digital
security. Wide-ranging digitisation has been going on for years and
the end is not yet in sight. Ever-more processes critical to society
are being digitised; analogue alternatives are disappearing and
ever-increasing volumes of information are being processed
digitally.

The deployment of new technological developments such as
robotisation, e-health and intelligent transport systems are
creating entirely new forms of information as a result of which the
volume of information will increase even further. Consequently
this development, the number of potential vulnerabilities is
increasing.

Chapter 3 Interests | CSAN 2018

Additionally, within the context of recent geopolitical
developments, account must be taken of the fact that state or state-
sponsored actors will remain instrumental in perpetrating digital
attacks, will use more complex methods or will use them on a
greater scale. As a result, cyber security continues to be necessary
for the functioning of society.
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Chain dependencies and supply chains increase
vulnerability
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a4 Annual overview

The annual overview shows that nation-states are increasingly using digital espionage and

perpetrating sabotage attacks against organisations across the globe. Configuration

shortcomings make attacks possible and various incidents demonstrate that chain

dependency is a considerable risk to digital security. Researchers are discovering

vulnerabilities and attack techniques which have the potential to cause large-scale

damage, but these are not yet beyond the laboratory. Email continues to be a popular tool

for phishing or spear phishing, and for distributing malware. In addition to the use of

known malware variants, such as ransomware, criminals appear to have embraced

cryptojacking as a new tool for earning revenue.

Nation-states are using malware
against vulnerabilities in the critical
infrastructure

The highly developed IT infrastructure in the Netherlands
remains attractive as a transit port for digital attacks. The Dutch
infrastructure is being exploited for attacks on third countries.®*
The AIVD has established that nation-states are increasingly
perpetrating both targeted and random digital attacks on
organisations worldwide. The intelligence service is
increasingly seeing activities that are aimed at facilitating the
sabotage of critical infrastructure in Europe (in the future)

because other countries have established a foothold in certain
systems.®’

In September 2017, security company Symantec reported on new
attacks by a group known as Dragonfly. This campaign, also
known under the name Havex, Crouching Yeti, Koala Team and
Energetic Bear, focused on exploring the operational environment
of energy companies and installing backdoors. This involved
espionage, possibly to later facilitate sabotage. The researchers
detected attacks in the US, Turkey, and Switzerland which had been
being perpetrated since 2015. According to Symantec, the
campaign had the potential to target energy companies with
sabotage in the future, although they could not confirm with
certainty that this was indeed the ultimate objective.

More details are known about the malware that caused the power cuts in the Ukraine earlier

In the previous reporting period, a cyber attack on the power grid in
the Ukraine led to a loss of power. In June 2017, security company
ESET released a research report on the malware that may have been
used in this attack.® The malware that was used, referred to by the
name of Industroyer by the researchers, can communicate with the
industrial control systems (ICS) that are used for purposes such as
controlling power grids. However, the malware can also be used
against other organisations in other industries and other countries
and possibly against the Netherlands.® Animportant precondition
to allow the malware to be used is that the attacker must have
access to the target's network.

The attack was also analysed by researchers from security company
Dragos, who named the malware CrashOverride.”° They attributed
the attack to the Russian actor group Electrum. This group was said
to have been closely associated with the Sandworm actor group,
which had already been working on espionage campaigns against
companies and institutions in the Ukraine and various sectors in
Europe and the United States, including the energy sector,
government, telecommunications and academia for a number of
years.?' According to the researchers, system manipulation
(influencing the power grid) was the only objective of the malware
and not, therefore, espionage, unlike earlier campaigns by this actor.
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The malware that was used was suitable for sabotaging ICS, but was
mainly used for digital espionage in practice. The group used two
exploit kits (LightsOut and Hello) and various remote access tools
(RATs) (Havex, Karagany and Oldrea). In March 2018, researchers
from the security company Cylance suggested that compromised
Cisco routers were also used in attacks by this actor.*

In October 2017, the American US-CERT reported attacks by
advanced actors on critical infrastructure which were linked to the
Dragonfly campaign.®* The attackers focus on poorly secured points
and small networks to penetrate the networks of major
organisations in the energy sector. There are two types of targets.
The initial targets are organisations on the outside, trusted
suppliers with less well-secured networks, for example. Attackers
use the networks of the trusted suppliers as a base of operations to
attack their final target.

Analysis by US-CERT revealed that where two factor authentication
was not used, the login details that were obtained by the attackers,
at those locations were used to gain access to the victims' network.
The attackers targeted the ICS infrastructure and conducted
reconnaisance operations in the network. There are currently no
indicators that targets in the Netherlands were attacked in this
campaign. In March 2018, the American government attributed
these attacks to Russia.*

This illustrates a remarkable development in the reporting period:
the public attribution of cyber attacks to specific countries. For
instance, the Ukrainian secret service SBU, the United States, and
the United Kingdom also accused Russia of involvement in the
NotPetya attack.

Triton/Trisis malware targeting security systems

In December 2017, malware was discovered that can reprogram
Schneider Electric Triconex Safety Instrumented Systems. These
safety controllers are used as backup in the safety of, for example,
chemical or nuclear industrial processes including when problems
occur with the normal control system. These Triconex-systems are
used in thousands of manufacturing plants worldwide. In March
2018, there was renewed attention for this malware; the New York
Times reported that the malware may have been used in an
attempt to sabotage a petrochemical plantin Saudi Arabia.*° The
malware appeared to be capable of modifying a control system,
according to the New York Times, with the objective of sabotage
and causing an explosion. A bug in the malware seems to have
prevented an explosion. Due to the high level of sophistication of
the attack it was associated with a state actor. The National Cyber
Security Centre is not aware of any Triconex malware infections in
the Netherlands.
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In the previous reporting period, the ‘Shadow Brokers’ hacker
group published hacking tools believed to originate from the
American intelligence services.*” The tools that received most
attention were EternalBlue and EternalRomance — which exploit
the SMB file sharing protocol on Windows systems to compromise
those systems — and DoublePulsar, a backdoor that can be installed
on infected systems to execute various malicious code. The use of
these exploits has become publicly visible during this reporting
period and has inflicted much damage.

At the beginning of May 2017, the WannaCry malware spread across
globe through misuse of the vulnerabilities exploited by
EternalBlue. It severely affected many organisations. The impact in
the Netherlands was limited. The organisations affected include
the Spanish Telefénica company, FedEx and the British National
Health Service (NHS). Further spreading was limited because a
security researcher discovered what is known as a kill-switch in the
malware and triggered it.

Actors use tools to target
vulnerabilities in the supply chain

In June 2017, the large-scale NotPetya™ digital attack affected
organisations across the globe. The attack, which was known by
other names including PetrWrap, GoldenEye and ExPtr, also
resulted in various victims in the Netherlands. The initial attack
vector appeared to be the M.E.Doc company's accounting software:
attackers were able to use stolen log-in details to add malicious
code to an update to the software.

Following infection, the malware spreads as a worm within the
organisations affected. Although it manifested as ransomware,
research revealed that decryption was not possible in practice. This
means that NotPetya actually only focused on erasing files, where
the only solution to an infection was restoring backups. The
malware used components from various sources, such as the
EternalBlue exploit which had been used previously in WannaCry.
Various security companies claimed that NotPetya specifically
targeted the Ukraine. In addition to the Ukrainian Secret Service
SBU, the United States and the United Kingdom accused Russia of
involvement in the cyber attack.*

IX The recent NotPetya malware is derived from the existing Petya ransomware virus
from 2016. However, the original author claimed not to be responsible for the

current variant. This is why the current malware was named NotPetya.



2017: the year of the cryptoworm

In May, hundreds of thousands of computers across the world
were infected by WannaCry.® In June, thousands of computers
mainly in the Ukraine, Russia, and Western Europe (including the
Netherlands) were infected with the NotPetya malware.*® There
was also an outbreak of the BadRabbit ransomware in the Ukraine,
Russia, Turkey, and Germany.®* Each of these campaigns used
exploits that had not been released previously. Unlike many other
ransomware campaigns, where users had to click a malicious link
or open an infected attachment to become infected, this campaign
used what is known as a worm to distribute the malware.

These global ransomware attacks demonstrate how dangerous
and disastrous a cryptoworm can be, even if a vulnerability for
which a patch has been available for a long time is exploited. In
comparison with previous large-scale ransomware campaigns it
was mainly the global scale of the infection and the financial
damage that was inflicted that was notable. In the Netherlands,
this was mainly caused by NotPetya. Container transporter Maersk
estimated the losses as a result of this attack to be 200 to 300
million dollars.’*?

In August and September 2017, the popular CCleaner clean up
software was infected with the Floxif Trojan.'** This malware was
injected into the program during the development process, as a
result of which it found its way into the official version and the
program’s digital signature was valid. Initially, Avast reported that
malicious code had not actually been executed on any infected
systems despite the infected software being downloaded over two
million times at the time.

Further research by the Cisco Talos security company revealed that
itwas a targeted attack. Of the 700,000 systems that made contact
with the command and control server, a second phase infection,
which was well hidden in the system, was detected on at least 20
systems. The victims were major companies in the technology
sector. According to Cisco Talos, no second phase infections were
detected in the Netherlands.

Important vulnerabilities exposed,
exploitation can be expected

A number of technical vulnerabilities came to light during the
reporting period that had the potential to cause damage on a
major scale and which therefore generated a great deal of interest
but little or no exploitation of them was observed. The attack
techniques required to be able to exploit the vulnerabilities were
often complex or certain conditions had to be met which made it
difficult to use them on a large scale, such as the need to be
physically close to the target. It is expected that these

vulnerabilities that are currently difficult to exploit, but which
could be of value to attackers, will be exploited in future.

In July 2017, a vulnerability was revealed in the Broadcom Wi-Fi
chips that are used in telephones and other devices produced by
manufacturers including Samsung, Google, and Apple. An attacker
could exploit this vulnerability to gain control of the device,
execute code on the Wi-Fi chip and obtain access to decrypted Wi-Fi
traffic.’# This vulnerability is known as Broadpwn.

Two months later, researchers found a similar vulnerability in the
Broadcom Wi-Fi chips, where the researchers also published the
exploit code which an attacker could use to execute code on the
Wi-Fi chip.'*s Exploitation of the vulnerability using this exploit
code only appears possible if a user connects to a new Wi-Fi
network. This requires an attacker to be in physical proximity to the
victim. The vulnerabilities were disclosed to Apple and Google and
resolved in a coordinated way in new versions of their iOS and
Android operating systems. This allowed devices for which the
manufacturers are still issuing updates to be patched.

In October 2017, researchers at the Catholic University of Leuven
published a report on attack techniques to which every device that
uses Wi-Fi based on WPA or WPA2 encryption could be vulnerable,
the so-called Krack attack.*® Because the attacker has to be
physically in proximity to the Wi-Fi network they wish to attack, the
attack techniques are difficult to use efficiently on a large scale.

In January 2018, researchers revealed that two new families of
vulnerabilities, Spectre and Meltdown, had been discovered in
modern processors. An attacker exploiting these vulnerabilities can
obtain confidential information by executing program code on the
victim’s computer.’”” A number of suppliers have announced or
already released patches as a result of the vulnerability being
announced.

The publication of proof-of-concept code to exploit these
vulnerabilities did not a directly result in an increased risk because
not everyone can perpetrate such complex attacks.** The
expectation is that these vulnerabilities will be exploited in the
future. In May 2018, a new vulnerability was discovered with a
similar effect to Spectre.*®

In March 2018, researchers at the security company CTS Labs
launched a website about 13 serious vulnerabilities and backdoors
they claimed to have discovered in AMD processors, known as
AMDflaws."° The media quickly expressed doubts about the
legitimacy of CTS labs, partly because AMD researchers were only
informed of the vulnerabilities 24 hours prior to publication.
Eventually, AMD confirmed that the vulnerabilities did exist and
they were working on patches. However, they indicated that the
vulnerabilities posed a limited risk because they could only be
exploited if an attacker had already compromised the system and
had administrator rights.”
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In May 2018, researchers at the Free University of Amsterdam
revealed the GLitch vulnerability. This is a new way of perpetrating
what is known as Rowhammer attacks via a computer's graphic
processor (GPU).'3

Many data leaks as a result of
configuration shortcomings and a
lack of security measures

Major data leaks are still commonplace

Data from data leaks can be used for spear phishing or for direct
identity theft. The scale of the data leaks that were discovered and
reported in this reporting period and the level of confidentiality of
leaked information are once again noteworthy. In most cases,
these aspects were caused by a failure to configure properly or a
failure to resolve discovered vulnerabilities in due time. The
damage caused by a data leak is difficult to establish, because there
is often no indication of the scale of any misuse.

In September 2017, the credit rating agency Equifax announced a
data leak that possibly involves 143 million Americans. In October
2017 and March 2018, Equifax reported that attackers had stolen the
data of another 4.9 million Americans.”# s An Apache Struts
vulnerability was at the root of the data leak, which was exploited
reasonably quickly after the discovery and issue of a patch. The
complexity involved in patching meant that the vulnerability was
not resolved in a timely matter. The attack cost Equifax 87.5 million
dollars in the third quarter of last year.”®

In November 2017, it was revealed that the Uber taxi app had
concealed a major hack in 2016 where the data of 57 million people
was made public.”” In December, an announcement followed that
the data of an estimated 174,000 Dutch passengers and Uber drivers
had been stolen.* Uber appeared to have accidentally put the keys
providing access to the Amazon cloud that contained all the
personal information of passengers and Uber drivers on GitHub.
This was discovered and reported to the company.

Following consultation, Uber eventually decided to pay the
individual who reported the leak 100,000 dollars on condition that
they signed an agreement in which they committed to erasing all
the data. Uber decided not to report this data leak because,
according to them, it fell under their normal coordinated
vulnerability disclosure (CVD) program. Eventually, the lawyers
involved in reaching this decision were fired when the incident
became public and many people expressed concerns about it."

In the same month, it was revealed that, as a result of a data leak,
the energy consumption of all Dutch households could be
obtained by postcode and house number on an energy supplier’s
website.”°
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In February 2018, German security company Kromtech discovered
an incorrectly configured Amazon S3 bucket, a type of cloud
storage server.”” The server held more than 119,000 scanned
documents, including identity documents. The leak was resolved
the day after it was discovered. In April 2018, it was revealed that
the scanned identity documents and address details of 3,000 Dutch
citizens from the period 2009—2012 were amongst them. 2
Allegedly, this included the identity documents of Department of
Defence employees.

Over 10,000 data leaks reported to the Dutch Data
Protection Authority in 2017

The number of data leaks reported to the Dutch Data Protection
Authority increased by over 70% in 2017 compared with the
previous year, from 5,849 to 10,009. Just as in 2016, most of the
reported data leaks originated from organisations in the health
and welfare sectors (3,105 reports), public administration (2,000)
and financial services (1,984). Almost half of the data leaks (47%)
reported in 2017 concerned personal data that was sent to an
incorrect recipient. Lost or stolen devices, data carriers, or
documents were the cause in 14% of the total number of data
leaks reported.

In most cases, the data involved name and address details, sex,
date of birth and citizen service number. The size of the reported
data leaks varied. In 80% of the cases, it was a data leak where the
data of 1 to 100 people was leaked, in 17% it was the data of 101
to 5000 people, in 2% of the cases the data of 5001 to 100,000
people was leaked and in less than 1% more than 100,000 people
had been affected.

DDoS attacks via publicly accessible
systems

The number of DDoS attacks worldwide rose in the first three
quarters of 2017. It was quieter in the last three months of the
year.'24 15 126 Poljtically motivated DDoS attacks, by hacktivists for
instance, still receive regular attention,'*” although they appear to
have little social impact. In the previous reporting period, IoT
botnets made large scale misuse of the Internet of Things to carry
out DDoS attacks. In this reporting period, it has become clear that
other types of systems can also be used to execute large-scale DDoS
attacks if they are not secured or are insufficiently secure.



In February 2018, publicly accessible memcached systems were
used in DDoS attacks.* Memcached systems are intended to
temporarily store small amounts of data from other sources, such
as databases and APIs, to make websites faster. The systems do not
require authentication for communications and were not
developed to be publicly accessible. It was reported that at the time
of the attacks, there were approximately 3,000 publicly accessible
memcached systems in the Netherlands.

Scenarios where these memcached systems are used to conduct
amplification attacks are possible. In these attacks, the attacker
ostensibly sends a request on behalf of the target by falsifying its IP
address. Because the responses are longer than the request, an
attacker can use relatively little bandwidth to set up a larger attack
on that target. A publicly accessible system with a very high
amplification factor, such as an unprotected memcached system,
presents attackers with an attractive tool for carrying out attacks.

DDoS attacks are becoming increasingly complex, because they are
coming from an increasing number of types of sources, which
could be located anywhere in the world and can hit multiple targets
simultaneously. Examples are insecure 10T devices, open
memcached systems or ‘booter sites’ where DDoS attacks can be
bought with only a little money."o > In March 2018, it was revealed
that GitHub had been hit by a DDoS attack of 1.35 TB per second,
the most powerful DDoS attack recorded up until that time, in
January of that year. Memcached systems were also used in this
attack.”

In 2017, the National Management Organisation for Internet
Providers (Nationale Beheersorganisatie Internet Providers, NBIP), handled
826 DDoS attacks. Just as in 2016, the size of more than half of the
attacks handled was between 1 and 10 Gbps. In 2017, more than
40% of the attacks lasted between 15 and 60 minutes. More than 3%
of the attacks lasted longer than 4 hours.
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Figure 2 Duration of DDoS attacks
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Figure 3 Size of DDoS attacks
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Email continues tobe a pOPUIar tool State actors are using spear phishing for digital

for perpetrating digital attacks espionage

Various actors use phishing or spear phishing as the The AIVD has acknowledged a slight increase in economic

first stage of a digital attack espionage by state actors in Europe in comparison with 2016.4°
Phishing is often the first stage of a cyber attack’* and because it In March 2018, the American Department of Justice released
succeeds in many cases, > the tool is used by all kinds of actors. details of charges against nine Iranians. They are accused of
Email is used as a tool to establish a foothold in systems for steallpg 31 T_B of('jc.>cuments aqd data from fmore than 140
espionage and sabotage purposes. Over 90% of malware infections American universities, 30 American companies, 5 American

are from email. Once attackers have gained access to the government organisations and more than 176 universities in 21
network, they seek specific commercial information or they other countries, including the Netherlands.

explore how the organisation’s digital infrastructure is set up.
The attackers are alleged to have used the login details of

employees stole