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National Coordinator for Security and Counterterrorism

The National Coordinator for Security and Counterterrorism (NCTV) protects the Netherlands against
threats that may disrupt society. Together with its partners within the government, the science
community and the business sector, the NCTV ensures that the Dutch critical infrastructure is safe and
remains so.

National Cyber Security Centre

The National Cyber Security Centre (NCSC), in collaboration with the business community,
government bodies and academics, is working to increase the ability of Dutch society to defend itself
in the digital domain.

The NCSC supports the central government and organisations with a vital function in society by
providing them with expertise and advice, threat response and with actions to strengthen crisis
management. In addition, the NCSC provides information and advice to citizens, the government and
the business community relating to awareness and prevention. The NCSC thus constitutes the central
reporting and information point for IT threats and security incidents.

The NCSC is part of the Cyber Security Department of the National Coordinator for Security and
Counterterrorism.

Collaboration and sources

In drawing up this report, the NCSC gratefully used information provided by the following parties:

« Thevarious ministries

« Dutch embassies

 Military Intelligence and Security Service (MIVD)

« Defence Computer Emergency Response Team (DefCERT)

+  General Intelligence and Security Service (AIVD)

 Dutch National Police (National High Tech Crime Unit)

«  Public Prosecution Service

« Representatives of critical infrastructure organisations, members of the Information Sharing and
Analysis Centres (ISACs) and other NCSC partners

« National Management Organisation for Internet Providers (Nationale Beheersorganisatie Internet
Providers)

 Internet Standards Platform (Platform Internetstandaarden)

« Bits of Freedom

« The Dutch employers’ organisation in the technology industry (FME)

+ ICT Netherlands (Nederland ICT)

 Dutch Payments Association

« Confederation of Netherlands Industry and Employers (VNO-NCW)

 Scientific institutions

» Universities

« Expertsin the field of cyber security

The contributions of these parties have, together with substantive reviews, publicly accessible sources,
a survey, information from the critical infrastructure and analyses from the NCSC, contributed to the
substantive quality of this assessment.
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Key findings

Professional criminals and state actors continue to be the
most significant threat and inflict most damage

Digital attacks are being used to influence democratic
processes

The vulnerability of the Internet of Things has resulted in
disruptive attacks that endorse the need to enhance digital
resilience

Many organisations are dependent on a limited number of
foreign digital infrastructure service providers which means
that the social impact of disruption is large

The resilience of individuals and organisations is lagging
behind the increasing threat
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The Cyber Security Assessment Netherlands (CSAN) 2017 offers insight into interests,

threats and resilience, as well as related developments in the field of cybersecurity.

This CSAN focuses primarily on the Netherlands, for the period from May 2016 to

April 2017. The CSAN is published annually by the National Coordinator for Security

and Counterterrorism and is drawn up in cooperation with publicand private

partners.

Key findings

- Professional criminals and state actors continue to be the most
significant threat and inflict most damage

- Digital attacks are being used to influence democratic
processes

- Thevulnerability of the Internet of Things has resulted in
disruptive attacks that endorse the need to enhance digital
resilience

- Many organisations are dependent on a limited number of
foreign digital infrastructure service providers which means
that the social impact of disruption is large

- Theresilience of individuals and organisations is lagging
behind the increasing threat

The impact that digital attacks have on society has become clear in
recent years. The almost unlimited scalability of attacks ensures
that investing in cybercrime is an attractive proposition to
criminals. This threat is growing: professional criminals are
focusing on major companies to a greater extent, their purpose
being financial gain. State actors continue to work on digital
sabotage and economic and political espionage. They are
intensifying their efforts and in addition they have focused on
digitally influencing democratic processes for geopolitical gain in
recent years. The scale of the digital threat is increasing. Globally,
more than 100 countries are engaged in espionage using digital
tools.

Cyber attacks have led to leaks of information concerning the US
presidential elections and a number of countries have observed

influencing of the democratic process or attempts to do so. In the
run up to the elections for the Dutch House of Representatives,
the Netherlands issued clarification to enhance the digital
resilience of political parties and organisations involved in the
elections.

The costs and benefits of cybersecurity do not always lie with the
same party: exploitation of vulnerabilities can lead to damage to
parties other than the users of devices. The Internet of Things
shows that this can go wrong: many of these devices contain
vulnerabilities for which security updates are not published. Last
year vulnerable devices were exploited to conduct large-scale
DDoS attacks a number of times using botnets, which resulted in
major disruptions. The users of the devices usually suffer no
consequences but the targets that are attacked do. The fact that
these attacks could have been perpetrated by cyber vandals shows
that it is not only sophisticated professional criminals or state
actors who can carry out disruptive attacks.

The Netherlands is heavily reliant on services from a limited
number of foreign internet infrastructure providers such as
Amazon Web Services, Microsoft and Google. Although major
service providers have more resources at their disposal to arm
themselves against attacks, the social impact of disruptions are
significant because many different services depend on a small
number of providers.

Insight into the measures that organisations and individuals take
to enhance their digital resilience is limited. The growth in the
number of manifestations does, however, indicate that resilience
in the Netherlands is lagging behind the growth of the threat.
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Insight into threats and actors

Threats that have increased or decreased in comparison with the

CSAN 2016 are indicated by an arrow. State actors are also focusing

Table 1 provides insight into the threats that the various actors have
posed over the period between May 2016 and April 2017 to the
targets ‘governments’, ‘private organisations’ and ‘citizens’.
Professional criminals and state actors continue to be an
undiminished major threat to government, private organisations
and citizens. Threats that are indicated in red may increase while
the level is already high.

on the theft and publication of information, to influence
democratic processes for example, as well as espionage and
conducting offensive actions. The threat posed by hacktivists has
increased for all targets where this concerns defacements and for
citizens where takeover of IT is concerned. In recent years they have
demonstrated that not only are they capable of carrying out
defacements and of taking over IT systems but that they actually do

this. The threat of manipulation of citizens’ information by
professional criminals has decreased compared to last year.

Table 1 Threat matrix
Targets

Source of threat Governments

Private organisations

Professional criminals Disruption of IT Disruption of IT

Manipulation of information

Theft and publication or selling Theftand publication or selling

of information of information

IT takeover

State actors Digital espionage Digital espionage

Manipulation of information

Digital espionage

Citizens

Disruption of IT

Theft and publication or selling of
information

IT takeover

Terrorists

Disruption/takeover of IT

Disruption/takeover of IT

Cybervandals and script kiddies | Theft of information Theft of information

Disruption of IT

Disruption of IT

Theft and publication of information

Hacktivists

IT takeover IT takeover

IT takeover

Internal actors Theft and publication or selling Theft and publication or selling

of obtained information of obtained information

Disruption of IT Disruption of IT

Private organisations Information theft

(industrial espionage)

Commercial use/abuse or ‘resale’
of information

No actor IT failure IT failure

Relevance legend

Yellow: No new trends or phenomena are recognised that pose a threat.

OR (sufficient) measures are available to remove the threat.

OR no appreciable manifestations of the threat occurred during the reporting period.
[GFange: New trends and phenomena are observed that pose a threat.

OR (limited) measures are available to remove the threat.

OR Incidents have occurred outside the Netherlands and there have been several minor incidents in the Netherlands.
X There are clear developments which make the threat expedient.

OR Measures have a limited effect, so the threat remains substantial.

OR Incidents have occurred in the Netherlands.

IT failure

Changes with respect to
CSAN 2016:

M Threat has increased
¥ Threat has decreased



Reader's guide

The CSAN 2017 provides insight into interests, threats, resilience
and manifestations in the field of cybersecurity and the
corresponding developments. A factual summary and an indication
for the period May 2016 and April 2017 is given. The CSAN has been
written based on insights and expertise from government services
and organisations in the critical processes themselves. The
developments are described in a qualitative form. Where available
in a reliable form, it is substantiated by a quantitative foundation
and|/or reference to sources.

Monitoring developments is a continuous process, with the CSAN
being one of the annual results. Matters that have not or have
barely changed with respect to the previous editions have been
described in brief or not atall.

The CSAN is subdivided into descriptions of manifestations,
threats, resilience and interests.

The key questions of the CSAN 2017 are:

»  What events or what activities by which actors could affect IT
interests, what tools do they employ and what are the
developments in this respect? (Threats)

« Towhatextent is the Netherlands resilient to vulnerabilities in
IT, could these lead to an impact on IT interests and what are
the developments in this respect? (Resilience)

«  Which Dutch interests are being adversely affected, and to what
degree, by restrictions of the availability and reliability of IT,
breach of the confidentiality of information stored in IT or
damage to the integrity of that information, and what are the
developments in this respect? (Interests)

The triangle of interests, threats, resilience and manifestations is a
model for the chapter format of the CSAN.

Manifestations

Resilience

Vulnerabilities

Actors

Tools Measures

Summary | CSAN 2017

Chapter 1 describes which manifestations have occurred during the
reporting period within the triangle of interests, threats and
resilience. The chapter gives an overview of relevant manifestations
both in and outside of the Netherlands. Foreign manifestations are
mentioned where they are relevant to the Netherlands, although
the Netherlands need not be directly affected.

Threats are set out in the chapters about actors and tools. Chapter 2
describes the capabilities and characteristics of actors, as well as
their methods. Chapter 3 describes the tools that these actors
employ and their development.

Chapter 4 gives an assessment of the resilience of the Netherlands.
The resilience of the Netherlands can have an effect on the
probability of a threat manifesting itself and can limit the impact
of manifestations. Chapter 4 names both vulnerabilities and the
measures that have been taken to limit those vulnerabilities, which
together form the resilience of the Netherlands.

Chapter 5 discusses Dutch interests in the field of cybersecurity. The
chapter focuses on the changes in these interests during the
reporting period and their impact on cybersecurity.

The appendices provide an overview of the incidents handled by
the NCSC, an assessment of cybersecurity within the various sectors
and an explanation of the abbreviations used.



Democratic institutions have fallen victim
to digital attacks
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1 Manifestations

Information gathered by digital attacks is exploited in campaigns to influence

public opinion. Victims of this include democratic institutions abroad.

The digital theft and publication of information is used strategically by state

actors. Exploitation of vulnerable devices allows larger disruptive attacks to

be carried out.

This chapter describes the manifestations of digital attacks. There
are various motives for an attack. This chapter considers activities
aimed at influencing, disrupting or acquiring information and
monetary gain. This chapter includes manifestations from within
the Netherlands and from abroad. The manifestations from abroad
are relevant because they could impact on Dutch interests or the
resilience of organisations in the Netherlands.

Activities aimed at influencing

Democraticinstitutions have fallen victim to digital
attacks

Several western countries are paying close attention to digital
influencing of democratic institutions. The German political party
CDU, the En Marche! movement of French President Emmanuel
Macron and the American Democratic Party have all been victims
of digital attacks. These activities appear to be aimed at disrupting
and influencing the democratic process. They were attacks on the
vulnerability of voters and not any (possible) vulnerability of the
voting process.

In France, a large number of emails and documents from the
movement of former presidential candidate Macron were
published online shortly before the presidential elections in May
2017. As early as December, the movement had already detected
that employees were being targeted by a phishing-email
campaign.’

The TrendMicro security company announced in May 2016 that
German Chancellor Angela Merkel’s party had been the victim of

digital attacks. Employees of the CDU received spear phishing
emails that linked to a copied login screen for the webmail service
that they used. The attacker hoped to acquire login details this
way. Whether they succeeded is unclear.>:

In the summer of 2016 it was announced that the American
Democratic Party had suffered a number of successful attacks.
Politically sensitive material was stolen in these attacks.
According to the US intelligence services, the attacks were part of
a campaign aimed at influencing the presidential elections.
American security companies and the American government agree
that Russian actors were behind the attacks.#5°7 The report
describes how influence was exerted. Furthermore, it emphasises
that there are no indications that the physical voting process was
manipulated.

These activities were aimed at influencing decision-making
processes and public opinion. In January 2017, the FBI announced
that the Republican Party had also been targeted but stolen
information had not been leaked. According to the FBI an email
system belonging to the Republican National Committee (RNC)
that was no longer in use had been comprised, among other
things.® As far as we are aware, there has never before been an
attempt on this scale to influence American elections with digital
attacks on its democratic institutions.

In December, the American government announced diplomatic
measures against Russia.® Russia has repeatedly denied
involvement® " and the individual who hacked the Democrats,
calling himself or herself Guccifer 2.0. claims to have no ties with
Russia.”



The various attacks on the American Democratic
Party

The attack on the Democratic Party National Committee (DNC)
that came to lightin June 2016 has already been described in
CSAN 2016. Eventually, there would be several attacks on the
party. The Democratic Congressional Campaign Committee
(DCCC) and many email accounts belonging to prominent
members of staff were compromised.

- InMarch 2016, campaign leader John Podesta clicked on a
link in a security email from Google which had been
fabricated by the attackers and gave away his login details.
This gave the attackers access to his personal Gmail account
containing thousands of politically sensitive emails. Wikileaks
started publishing parts of the stolen emails in July 2016."
Podesta wasn't the only target. Security company
SecureWorks claims that the email was part of a spear
phishing campaign targeting the accounts of 108 individuals
connected with Hilary Clinton's presidential campaign.'#

- InJune 2016, media reports'> appeared reporting that
hackers had stolen data from the computers of the
Democratic Party in the United States. Here the hackers
specifically targeted the DNC's systems. They would have
been able to read email and chat traffic of Democrats. The
security company CrowdStrike connected the malware that
was discovered to two Russian actors, who they suspect have
strong ties to the Russian intelligence and security services.® 7
Responsibility for the attack was also later claimed by an
unknown individual. He or she attempted to claim
responsibility for the hack by releasing a number of
documents.*® In the aftermath of the hack, the FBI said it took
ten months before the forensic analysis of the attack became
available to the FBI."

- InAugust 2016, ‘Guccifer 2.0’ published contact details for
Democratic members of the House of Representatives and
staff of the Democratic campaign (DCCC). Shortly afterwards,
party documents from the same theft were leaked which
included, among other things, details of the campaign
strategy to be adopted in the various states. The information
that was published would then be used by political
opponents.*®

The leaks were made in the blog of ‘Guccifer 2.0’, Wikileaks, the
DClLeaks.com website and directly to various media. A storm of
revelations about the Democratic party followed. Four highly-
placed directors of the DNCresigned as a result of the
information that was published.”” DNC quickly replaced its
computer systems and telephones. The DCCC shut down its
computer network for a week.

Digital security of the Dutch elections under the
spotlight

The media in the Netherlands was also full of reports about the
digital security of political parties, election tools and the
government in the run up to the elections to the House of
Representatives. RTL took over the social media accounts of two
politicians using passwords published in older data leaks.> Citizens
and supervisors critically called the various election tools to
account about vulnerabilities immediately after the launch of their
websites.> Various Dutch organisations were targeted by DDoS
attacks and defacements in the weekend of Saturday 11 and Sunday
12 March. Until suitable measures were implemented, the
Stemwijzer and Kieskompas websites had limited availability the
day before the elections due to DDoS attacks.>

Activities aimed at disruption

Mirai: botnets of (consumer) electronics caused large-
scale DDoS

In the summer of 2016, the Mirai botnet took over tens of
thousands of (consumer) devices on the Internet of Things (10T),
partly by taking over other botnets.>s At the end of September the
botnet attacked the website of cybersecurity journalist Brian Krebs.
This resulted in Akamai, a supplier of anti-DDoS services
withdrawing as Krebs’ pro bono sponsor. The company said that
costs were getting out of hand and paying customers had priority.*®
The French hosting provider OVH also fell victim to Mirai. The
websites of OVH customers were temporarily slower for or not
available to users in Southern Europe.”

Attacks were carried out by the LizardStresser-botnet earlier in
2016. This botnet also used infected [oT devices. Botnets as big as
LizardStresser and Mirai are nothing new. The attacks were the first
time that botnets of this size, exploiting vulnerable (consumer)
electronics, were used to carry out large-scale DDoS attacks. We do
not know who perpetrated the attacks with Mirai. The hacktivist-
collective ‘New World Collective’ claimed responsibility for the
attacks.

On 21 October, the Dyn DNS service provider was hit by major
DDosS attacks carried out with botnets based on Mirai’s source
code. Dyn provides DNS services for 14% of the 1000 most popular
domains in the world*® and is supplier to Twitter, Spotify and
Netflix, among others. These, and other service providers, were
unavailable or hard to reach as a result of the attack. Despite the
fact that it was systems on the east coast of the United States in
particular that were affected, this also caused disruption for users
in the Netherlands and reduced the availability of much-used
services.

DDosS attacks the size of the attacks on OVH, Krebs and Dyn can
only be prevented by the large-scale deployment of resources
paired with significant investment. Only the largest parties or



coalitions of smaller parties collaborating very closely will be able
to do this. In an analysis of the attacks, Dyn claims that
competitors provided assistance with mitigation.>

Physical infrastructure as a target

In the night of 17 to 18 December 2016 there was a power outage
in several districts of Kiev. The Ukrainian energy company
Ukrenergo reported that the power outage had been caused by a
cyber attack.:°*' In January 2017, security researchers from ISSP
and Honeywell confirmed that it had been a cyber attack, just like
the attack one year earlier.:* The aim of the attack would have been
to test attack techniques and the use of the distribution station as a
testing ground.* In the same period, Reuters reported attacks on
the Ukrainian ministries of Finance and Defence.*

Reports showed that the attack in December 2016 cause a limited
power outage of approximately one hour. The 2015 and 2016
attacks employed sophisticated malware. In 2016, attackers
expanded the BlackEnergy-malware with modules aimed at
attacking systems used by power distribution network managers.
Infection would have occurred when managers opened phishing
emails in the Ukraine on workstations they also used to manage
power networks. The power networks of Saudi Arabia also fell
victim to attacks in 2017 which employed the Shamoon malware. In
addition to the power networks, government agencies and the
financial sector in Saudi Arabia also fell victim.

Activities aimed at acquiring
information

Government agencies repeatedly targeted by large-
scale and persistent digital espionage attacks

Last year, AIVD and MIVD saw that Dutch government agencies
were repeatedly targeted by large-scale and persistent digital
espionage attacks. For instance, the Ministry of Foreign Affairs and
Ministry of Defence were attacked several times, including by
countries that had not previously been identified as a threat to
Dutch government networks.

The National Detection Network, among others, identified attacks
atan early stage and then informed the bodies involved. The
attacks attest to an extensive and structural interest in the Dutch
government.

Foreign intelligence services conduct espionage
campaigns to improve their country’s economy and
defence

Economically motivated digital espionage continues to be a
concern for the Netherlands. The intelligence services detected the
activities of various digital espionage campaigns in the Netherlands
in 2016. Among other things, these activities targeted Dutch
companies that are heavily involved in research and development,
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particularly in the IT, maritime technology, biotechnology and
aerospace sectors. The activities varied from a few preparatory
actions to the actual exfiltration of confidential business
information.>

Several economically motivated espionage campaigns have been
ongoing for years now and the majority have repeatedly attacked
multiple domestic and foreign companies in the Netherlands in
recent years. Confidential and advanced IT, maritime, energy and
defence technologies were stolen in these attacks, in addition to
personal data. Such attacks are a threat to the economic earning
capacity and military capability and confirm a structural interest in
sensitive information belonging to Dutch businesses.

On Wednesday 15 June 2016, the Volkskrant newspaper published an
article** on the hacking of the Dutch-German defence company
Rheinmetall. Chinese hackers would have been attacking this com-
pany since 2012. According to the Volkskrant, the hack would have
been discovered by the Fox-IT security company at the end of 2015.

In December 2016, it was announced that sensitive commercial
information had been stolen from the German company
ThyssenKrupp in cyber attacks earlier that year.>

Five-year-old leaked account data now being
exploited for phishing

LinkedIn was hacked in 2012. When it was, the account details of
167 million users were breached.* The leaked names, email
addresses and password hashes remained unused for a long time.
From May 2016, the dataset was publicly being offered for sale and
exploitation became evident: in June, Fox-IT reported phishing
campaigns in the Netherlands, personalised based on the LinkedIn
data.” The NCSC also received an alert from various sectors that
phishing emails were being sent based on the LinkedIn data.*

Vulnerable (consumer) electronics susceptible to
eavesdropping

The iPhone of human rights activist Ahmed Mansoor was attacked
in August 2016 using government surveillance technology. The
installation of Pegasus spyware allowed the attacker to eavesdrop
on the microphone, camera and communications as well as track
the phone’s movements. In this attack, security researchers
discovered three unknown vulnerabilities in Apple products with
an estimated market value of 1 million dollars.# Apple saw the
need to roll out a critical security update across the globe.*

Less advanced (consumer) electronics are also vulnerable. An
investigation by the Norwegian consumer association revealed that
attackers used children’s doll ‘My Friend Cayla’ as an eavesdropping
device. The children’s doll, which is also sold in the Netherlands,
was not safeguarded and could easily be eavesdropped, by nosy
neighbours for instance. According to the Dutch Consumers'
Association, Dutch toy shops withdrew the doll from sale and
asked the supplier for an explanation.
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Activities aimed at monetary gain

Compared with the CSAN 2016, there has been little change in
manifestations aimed at monetary gain in the Netherlands.
Managed service providers indicate that responding to ransomware
has become almost common practice. On the one hand, this
results in attention to creating and restoring backups. On the other
hand, these manifestations show that the resilience to ransomware
infections still leaves a lot to be desired. The Dutch banks are
seeing further decline of losses due to internet-banking fraud.*” In
March 2017, the House of Representatives had problems with a
ransomware infection,* % distributed by email to several Members
of Parliament.

CEO fraud is on the rise in the Netherlands. Last year the NCSC, the
Fraud Help Desk and the police received a remarkable number of
reports of CEO fraud. The financial sector and managed service
providers also reported an increase in the number of fraud
attempts. In this type of fraud, criminals try to get the financial
department of an organisation to deposit money in the account of
an accomplice using an email purporting to be from a Director or
Head of Department.>> When doing so they usually use domain
names that are very similar to the domain name of the company
concerned. To this end, fraudsters register false domain names en
masse, although this trend appeared to decline in the Netherlands
at the end 0f 2016.%

In 2016, there were multiple manifestations of attacks targeting
banks abroad. On 7 November, Tesco Bank suspended online
payment facilities for all account holders following fraudulent
transactions on 9ooo accounts on the days preceding, worth a total
of 2.5 million pounds sterling.>* On 3 February, researchers
reported a series of malware infections in the Polish financial
sector. Criminals appeared to have used the Financial Supervisor's
website as the central source for distributing malware (Watering
hole) to the internal systems of various banks.=

Hacks as the basis for influencing the stock market and
exchange rate speculation

In January, Italian police arrested two suspects on suspicion of
hacking and stealing state secrets. The police claim that the
suspects wanted to invest based on the stolen information.
Accounts belonging to lawyers, accountants, unions, the Police,
Civil Servants at the Ministry of Economic Affairs and the Vatican
would, among other things, have been compromised.s* The
Kaspersky antivirus company analysed the malware that was used
and classified the pair as highly effective amateurs.>s

Security researchers at the MedSec startup worked together with
the Muddy Waters hedge fund to profit from vulnerabilities in
pacemakers from the American St. Jude Medical. Investor Muddy
Waters speculated on an anticipated fall in rates on the stock
exchange following publication of a report of these
vulnerabilities.s® This resulted in criminal proceedings.”” The
vulnerabilities themselves appeared to be serious; they could be
used to manipulate pacemakers and defibrillators and their
functioning.

In January, it was reported that the supplier had issued an update
patching the vulnerabilities. However, researchers who had
discovered the vulnerabilities concluded that the update did not
address all of the vulnerabilities.>* The American Food & Drug
Administration (FDA) issued a warning to St. Jude Medical in April
2017 stating that the actions to improve security had not been
sufficient.>



Volume of data leaks and their confidentiality is increasing

Data breaches manifested themselves throughout the entire
reporting period. The Dutch Data Protection Authority (Autoriteit
Persoonsgegevens) received almost 5700 reports of data
breachesin 2016.%° These are all reported data breaches, not only
leaks relating to cybersecurity.

In the first quarter of 2017 the Dutch Data Protection Authority
received 2317 reports of data breaches. Twelve percent of the
cases concerned data breaches involving incidents in the
cybersecurity field, seven percent of these involved hacking,
malware and/or phishing, five percent involved displaying the
personal data of the wrong customer in a customer portal.®

The further increasing volumes and the degree of confidentiality
of breached information discovered and reported in the incidents
is notable. The Dutch Data Protection Authority also observes
that data breaches are not always reported. Examples include
malware infections and data breaches by processors, such as
cloud providers.

In 2016, Yahoo twice reported the largest known data breaches in
the world. In September, the company reported the loss of
personal data for 500 million accounts as the result of a hackin
2014.°* In December, Yahoo made a second report of a hackin
2013 where the personal data of 1 billion users would have been
stolen.® Yahoo stored passwords insecurely and unencrypted and
in addition to personal data it leaked a treasure trove of password
information which could be exploited at other service providers, if
passwords were being reused.® Both hacks were announced

during the takeover of Yahoo by Verizon which announced a
negative revaluation of 350 million dollars in February 2017.%
The Stock Exchange watchdog SEC s investigating the timeliness
of Yahoo's reports.®®

In September 2016, Netbeheer Nederland and Energie-
Nederland announced that the energy data of 2 million
households had been stolen by an employee of a company
working for an energy supplier. It was data from a central
recording system for energy contracts that had been concluded,
which could be exploited to make un-requested offers to
consumers.®

The wage details of a couple of thousand (former) employees of
ASML and Philips were published on Pastebin in November.®® It
appeared to be wage slips from 2010 that were left on the street
by a supplier to these companies. Erasmus University Rotterdam
reported a data breach as a result of a web server being hacked.
The personal data of 17,000 people was leaked, including
financial data, citizen service and document numbers,
nationalities and data about health.

Not all data breaches are reported. At the same time, it later on
appeared that many reports were not necessary, but they were
reported proactively in connection with possible sanctions. Based
on arandom sampling of 66 municipalities under the Government
Information (Public Access) Act, NPO Radio 1 claimed
municipalities are not reporting half of the data breaches.®
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2 Threats: Actors

Compared with previous years, the threat level from various actors groups is

largely stable; state and criminal actors are still the greatest threat to Dutch

digital security and they develop more quickly than other actors. Last year,

state actors conducted digital campaigns to influence public opinion.

This chapter deals with actors who affect the confidentiality,
integrity or availability of information or information systems.
When doing so, attention is focused on the intention of the
individual actors, their capabilities and the developments in this
field.

Attribution, discovering who is behind an attack, is difficult.
Reasons for this include the actors trying to hide their identity and
attempts to mislead with red herrings. At the start of 2017, news
sites were reporting that digital bank robbers had hidden Russian
texts in their malware while based on grammatical errors the
suspicion is that Russian cyber criminals were not involved.”
Another reason why attribution is difficult is that various actors
sometimes use similar tools. This could indicate the same actor but
it could also be a different actor using the same tools. In addition,
an actor’s intention in an attack is not always clear. For instance, a
DDoS attack can be used to disrupt processes, but it can also be
used to disguise other activities.

Professional criminals

The threat that criminal actors pose to Dutch digital security
continues to develop at a high pace. Successful revenue models are
being further explored, new scenarios are being developed” 7 and
less traditional targets are being attacked.

Criminals are diversifying with the use of ransomware
The development of new methods by criminals is manifesting itself
in, among other things, exploring the lucrative”” revenue models of
ransomware.’* In addition to un-targeted attacks, criminals are
employing ransomware more frequently to target organisations
where the impact is significant and who will be more inclined to

pay a higher amount of ransom.” This year the trend of these
targeted attacks manifested itself worldwide, particularly at
schools,’® hospitals and other health institutions.””7¢ Attacks by
criminals are also having an even greater impact on everyday life
because processes or services can be (unintentionally) disrupted.
Examples include the ransomware attack that affected the payment
system on San Francisco’s public transport’® and the attack on the
systems in an Austrian hotel which prevented the key passes from
working.®

Researchers have demonstrated that ransomware can also be used
against industrial control systems (ICS) and consumer electronics
as part of the Internet of Things.®* It is conceivable that criminals
will target these areas also in the near future. In the case of
ransomware in ICS in particular, this could lead to changes in the
revenue model, given that it can be extremely important to restore
functioning to the affected systems.

Criminals are targeting financial institutions more
frequently

More often than in previous years, criminals are targeting their
digital attacks on the systems of companies, banks and other
financial institutions (the so-called high value targets) instead of
targeting consumers only. When doing so, criminals are looking at
how access to the network can be maximally exploited and turned
into cash.® Although there have been no manifestations of these
developments in the Netherlands yet, various European banks were
targeted by cybercriminals in 2016.

This is illustrated by various standalone incidents. The British Tesco
Bank announced that all online transactions were being suspended
temporarily after approximately 9ooo customers became victims of
fraudulent transfers.® A criminal group, calling themselves Cobalt,
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infiltrated the networks of a couple of European banks. Then, a
large number of ATMs were emptied using money mules.®

In addition, banks across the globe were robbed by obtaining and
exploiting access to the SWIFT (payment) system. A number of
research companies have suggested the involvement of North
Korea.®*®” In September 2016, in response to the attacks, SWIFT
announced global information security requirements for
participating banks.*** Criminals also exploited access to the
systems of a bank in Liechtenstein to extort foreign account
holders.*

Although these stand-alone attacks cost criminals more
preparation time and resources, the financial gain is greater than
(simple) attacks on consumers.

State actors

The professionalism and number of countries
employing digital espionage is growing

In recent years, more and more countries have acquired the
capability to gather intelligence from the digital domain. Itisa
relatively inexpensive method, it is quick and has fewer risks than
traditional espionage because its use can be denied. Over the last
year, Dutch government agencies were repeatedly the victim of
large-scale and persistent digital espionage attacks by other
countries, including by countries not previously identified as a
threat to Dutch government networks.

More than 100 countries currently have the capacity for digital
espionage and their professionalism is growing, as is the threat it
poses. This growing digital espionage threat is aimed at both
public and private parties and comes from countries that want to
position themselves more favourably in the world both politically
and economically. It is primarily used by intelligence and security
services.

States continue to invest in offensive cyber capabilities
and employ them

The AIVD and MIVD have identified that many countries are
investing in setting up (military) offensive digital capabilities.
When doing so, digital tools are used for influencing and
information operations. Accounts are hacked to gather
confidential information which is later published by an
(apparently) independent party to sow confusion and division in
opponents.

In addition, the intelligence services have also identified that many
countries are investing heavily in setting up digital capabilities
aimed at the (future) sabotaging of critical processes. The digital
attack on Ukrainian power plants in December 2015 was followed
in December 2016 by a new attack on Ukrainian critical
infrastructure. This time part of the capital Kiev was temporarily
without electricity. In Saudi Arabia, a number of government
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agencies and companies® were victims of a destructive virus
(Shamoon 2.0). These events over the past year illustrate the
potential of digital attacks to inflict political and physical damage,
as well as the willingness to actually use this tool.

Hackers in the service of a state can hide themselves on the internet
very professionally. The intelligence services have also observed
that several state actors are structurally using private IT companies
as a cover to disguise their espionage activities. In addition, IT
companies and academic institutions are used to develop malware.
This increases the potential of state actors to mount offensive cyber
attacks.

State actors are seeking new methods

State actors are seeking new digital methods of infiltrating
computer networks without being detected, possibly in
combination with traditional methods. Although many digital
attackers are still using spear phishing, USB sticks and watering
holes to gain access to a computer network through malware
infections, the methods of professional and sophisticated states
are becoming increasingly difficult to detect.

Efforts are being targeted on hardware or routers for instance, or
on malware-injection via WiFi networks. An attack could even be
free from malware. Protocols upon which the internet functions
were originally designed to transport data as efficiently as possible
and without too much attention to security. States could exploit
vulnerabilities in these protocols for digital espionage.

The highly developed IT infrastructure in the Netherlands remains
attractive as a transit port for digital attacks. The AIVD and the
MIVD have detected various state actors exploiting Dutch
infrastructure to attack third countries. As a result, the Netherlands
is unwillingly involved in the distribution of digital attacks that
infringe the economic, military and political interests of other
countries.

Terrorists

Jihadists are primarily responsible for the present-day terrorist
threat. In the reporting period, manifestations on the digital front
were mainly by ISIS and ISIS sympathisers (hereinafter referred to
as ISIS).

Intention to mount cyber attacks

Although jihadists did not yet appear to be capable of mounting
sophisticated digital attacks in the last reporting period, jihadists
and certainly ISIS are intent on mounting cyber attacks. The
primary objective of the attacks, defacements’> and DDoS attacks*,
that have been carried out were of a propagandistic nature. This
also applied to published lists containing information about
individuals which ISIS claimed to have obtained from hacking and
which were accompanied by calls to kill these people:* the death
lists. In addition, it appeared that most of the information could



already be found on the internets and no one who is on the list has
ever been killed.

Jihadists also intend to mount cyber attacks targeting the lives of
people, focusing on violence or on disrupting society. There have
been no manifestations of this yet, as far as is known.

Jihadists have limited capability to mount cyber
attacks

According to experts’ estimates, jihadists —and terroristsin a
broader sense — are not yet capable of mounting sophisticated,
complex attacks. Relative little expertise and few tools were needed
for the simple cyber attacks that jihadists have carried out. Their
power to strike and recruiting potential may increase now that a
number of hackers and hackers groups have united in the ‘United
Cyber Caliphate’.”° They are calling for hackers to join them.”” In
addition, jihadists are gaining experience with simple cyber
attacks.

It is a matter of concern that many products and services for cyber
attacks are being sold through various forums. This could reduce
the threshold for cyber attacks by jihadists. In any case, ISIS
certainly has less money compared with previous years,** which
makes the financial opportunities to purchase the most
sophisticated products and services less credible.

Jihadists usually attack random targets

Insofar as terrorists have carried out cyber attacks, this was largely
on random targets that displayed vulnerabilities. Publications
mainly warn of jihadists mounting cyber attacks on critical
infrastructure,* usually due to the disruption and publicity value
that could result from this. However, mounting targeted,
sophisticated attacks requires more IT expertise than they have
demonstrated in cyber attacks they have perpetrated up to now.
This makes targeted, sophisticated attacks less probable. This does
not detract from the fact that small-scale attacks by jihadists, that
are mainly of a propagandistic nature, generate media interest and
can therefore lead to feelings of fear.

Hacktivists, cyber vandals and script
kiddies

Hacktivists carry out digital attacks for ideological or activism
reasons. Cyber vandals and script kiddies carry out cyber attacks as
pranks, as a challenge, or to demonstrate their own capabilities.
Both their motives and their skill levels can vary widely. For
example, in March 2017 the rising diplomatic tension with Turkey
was the reason various people mounted (small-scale) digital attacks
for activism or nationalist reasons. !

On 29 July 2016 in Vietnam, information screens at a number of
airports displayed anti-Vietnamese and anti-Philippines slogans
explicitly referring to the dispute in the South China Sea. The
media reported that the 1937CN hackers group was behind the
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operation.°> Although the origin of the attack is difficult to
establish, a hacktivist motive is plausible. The escalation potential
of such attacks is substantial because it is often difficult to discern
the attackers’ intentions.

The conceivable threat from hacktivists, cyber vandals
and script kiddies is growing

Although no notable developments have taken place in the
hacktivism field in recent years, the conceivable threat from these
actors in increasing. This is because digital attacks that could have a
significant social impact are easier to mount. This is partly as a
result of the increasing availability of easy-to-use products, services
and tools to mount these attacks.

A previously-mentioned example of this availability which can have
amajor effect is the large-scale DDoS attack on DNS provider Dyn,
which used the (publicly available).‘Mirai’ botnet code.
Responsibility for this major attack was claimed by the unknown
‘New World Collective’, which calls itself a hacktivist collective that
wants to test the security of websites.'° However, whether or not
this statement by the attackers is the real motive behind the attack
cannot be checked.

Internal actors

Threats from internal actors is unchanged

The motive of internal actors is usually of a personal nature. They
act from financial, political or personal motives such as revenge
after dismissal. Threats from internal actors can, however, also
come from unconscious actions and carelessness. Although there
have been manifestations of internal actors over the last year too,
there is no indication that the threat from internal actors has
changed compared to the previous reporting period.

Private organisations

There are three types of threat from private organisations:
organisations can attack the confidentiality of systems for financial
gain, to improve their competitive position or to use the data
gathered commercially without permission to do so having been
given explicitly. As far as the latter is concerned, there has been a
discernible shift in the US. In April 2017, the US Congress adopted a
law clearing the way for providers to sell the surfing behaviour of
users.'os

Private organisations sometimes share information
with others without permission

Private organisations can obtain a lot of data from customers by
offering products or services such as apps. They can then use that
data commercially themselves, pass it on or sell it to others.

Although users usually grant permission for this (wittingly or
unwittingly) there were a number of media reports in 2016 and
early 2017 of companies using data commercially or passing it on



without it being sufficiently clear that permission to do so had
actually been granted. This concerned, for example, the placing of
unwanted tracking cookies by websites that were offering self-tests
for depression, alcohol consumption or stress or the placing of
tracking cookies by the Stemwijzer (Voting Guide).

Other examples were the commercial use of user information from
smart TVs, WhatsApp passing information on to its mother
company Facebook or the transmission of WiFi details from
Windows 10.°°

Conclusion and looking ahead

The objectives of the individual actors have not changed in relation
to previous years. More activities have been observed over the last
year where state actors tried to influence public opinion using
digital methods. The growth in the capabilities of various actors
has remained stable by and large. Products, tools and services that
can be obtained through various forums continue to reduce the
threshold for cyber attacks (potentially with significant social
impact) by actors with fewer own capabilities.

The threat to the Netherlands’ digital and social security from
criminals and state actors is increasing and continues to develop.
In addition, successful models are being further developed and
expanded. Attacks by professional criminals can gain greater
impact on everyday life from this because much-used processes or
services can be disrupted. In addition to this, criminals are
increasingly targeting their digital attacks on the systems of
companies, banks and other financial institutions instead of
targeting consumers.

Many countries are investing in setting up digital capabilities
focusing on the (future) sabotaging of vital processes as well as in
digital tools that can be used to remedy influencing and
information operations.

Itis plausible that state actors and criminals will continue their
further investment and innovation in the coming years. Although
no threat to national security has yet been detected from terrorists
as far as cyber attacks are concerned, this is conceivable due to the
intention to mount cyber attacks, the bundling of forces, recruiting
appeals to IT experts and the ability to acquire products, tools and
services.

During the reporting period there have been occasional
manifestations of hacktivists but this is highly dependent on events
that could inspire hacktivists in the ideological field. Examples
include attacks, conflicts and political themes. There is no clarity
on the identity of the perpetrators or the motive for the Mirai and
related botnets attacks but it is likely that it is not only state actors
and professional criminals who are capable of carrying out these
types of major, disruptive attacks.
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3 Threats: Tools

Over the last year, the Internet of Things has been used for cyber attacks.

Existing techniques such as ransomware continue to be popular with criminals.

In addition, criminals are seeking new types of systems and ways to employ these

tools. They are also improving the tools to work more efficiently and increase their

profits. loT devices will continue to be vulnerable over the coming years due to the

conflicting interests.

This chapter describes developments in the field of tools that have
been employed by actors to carry out attacks in the reporting
period.

Internet of Things

In recent years, various security experts have warned of the
increasing threat from the Internet of Things (IoT)."*” IoT devices,
(consumer) electronics, generally have moderate to poor
security.*® This is due to, among other things, the use of default
passwords and weak passwords, the lack of encryption, the lack of
software updates to patch vulnerabilities and basic design faults.
These vulnerabilities were exploited numerous times last year and
IoT devices have been employed as a tool to carry out attacks. In
addition, in a few cases devices were exploited to eavesdrop on
their users or to manipulate the users’ surroundings.

Internet of Things included in botnets

There was relatively little large-scale exploitation of 0T devices in
the first half of 2016. However, in September 2016 there were a
number of signs that malicious parties were making large-scale use
of these devices. An IoT botnet with over a million devices was
detected that month. Botnets carried out major DDoS attacks at
that time. On 20 September 2016 the website of security journalist
Brian Krebs was brought down by a 665 Gbps DDoS attack,* which
is almost twice as large as the largest known attack prior to this.
Shortly afterwards this record was broken once again when hosting
provider OVH was attacked by a DDoS attack of more than 1 Tbps.
Large DDoS attacks are not new and are carried out frequently, with
or without botnets. What is notable about these two large attacks is
that they were carried out using large botnets of compromised IoT
devices; home routers, webcams and digital television receivers.

The source code of the Mirai botnet, which was used in the attack
on Brian Krebs’ website, was released at the end of September 2016
and is publicly available." The knowledge that was released with it
has led to the earlier, less successful, NyaDrop IoT malware making
a comeback with an improved attack technique."

In November, 900,000 Deutsche Telekom customers were victims
of another Mirai botnet.” The Speedport router of this group of
people was infected by the botnet, bringing down their internet
connection. In the same month, it was announced that a twelve-
year-old vulnerability in OpenSHH had been exploited to gain
access to embedded devices with an internet connection." These
devices were then exploited to mount further attacks on other
systems.

Exploitation is facilitated by poor attention to the
security of devices

DDosS attacks perpetrated with the aid of IoT devices are very
difficult to counter. Little attention is devoted to the security of IoT
devices. The users don't change default passwords and the device
installation process does not make it mandatory. Software updates
from the supplier to patch vulnerabilities are still not customary for
[oT devices either.s As a result, IoT botnets can easily be created
and remain undetected by the owner of an 10T device for a lengthy
period of time. The speed with which these devices become
infected is slightly higher than that of normal workstations
because these devices are less resilient.
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Denial of Service

The size of DDoS attacks is increasing
In addition to the size of the largest DDoS attack, the size of the
average DDoS attack is increasing too."*

Vulnerable IoT devices make a significant contribution to the
increase in the size of DDoS attacks."” It is notable that, unlike
other DDoS attacks, no special techniques to increase the effect of
the attack are used with IoT devices. Up until now, it has only been
the number of vulnerable IoT devices that were used that
determined the size of the attacks carried out using them.

In May 2017, TrendMicro reported the Persirai botnet that is
capable of attacking 100 different IP-camera models, "¢ and
thereby mounting DDoS attacks. Currently, 120,000 cameras are

Figure 1 Size of DDoS attacks

estimated to be at risk of becoming part of the botnet due to a
vulnerability in the camera.
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Figure 3 Protocols used for reflection attacks via the
Netherlands
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them targeted IP addresses in the Netherlands. This puts the
Netherlands in ninth place of countries that most frequently fell
victim to DDoS attacks in 2016. A large number of these attacks
targeted the internet connections of consumers and were of short
duration. Only a small percentage of the attacks lasted longer than
four hours. In 2016, DNS amplification attacks were still the most
popular, but attacks based on NTP appear to be on the rise in 2017.

A Turkish hackers group is rewarding others for carrying out
attacks. They have made a DDoS tool available for this and award
points to those who attack a predetermined website." These
points can then be exchanged for other hacking tools.

Ransomware

Ransomware continues to be lucrative

Ransomware is still a very lucrative and growing branch of
cybercrime. > Of the known cyber attacks, the percentage of
ransomware attacks rose from 5.5 to 10.5 percent in the second half
of2016.*

In addition to the usual payment methods, often bitcoin,
ransomware variants where iTunes or Amazon gift cards were
demanded as payment of the ransom appeared in 2016."2>* This
choice is remarkable because they are much easier to trace than the
usual payment methods.

Research has revealed that, worldwide, the healthcare sector is hit
most often by ransomware.>* The Dutch healthcare sector has
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Figure 4 Number of users attacked by ransomware
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problems with this too. Although it usually involves random
distribution, the sector admits that it suspects that targeted attacks
are sometimes involved.'s

Last year, an expansion of the ransomware playing field became
apparent. In addition to classic attacks on workstations by email,
attacks were also mounted using exploits to infect servers.'> The
information in poorly safeguarded online databases can also be
held hostage, where a ransom has to be paid to get this
information back. This happened to a large number of MongoDB
database software users around the turn of the year 2016—2017."7

It is becoming increasingly easy to conduct ransomware
campaigns. Professional criminals can buy malware through
ransomware-as-a-service to then distribute it themselves.**This
development is not new but it has continued over the last year. In
April 2017 there was a report of the Karmen ransomware variant
being offered as ransomware-as-a-service for only 175 dollars.”

Android devices are also being targeted by
ransomware

Ransomware on mobile Android devices is on the rise.’° Users are
tempted to install or update an app, after which the device is
infected. The device is then locked and the user must pay a ransom
to regain access. Payment via prepaid cards is demanded for this.
Just as in the early days of ransomware on the PC, payment does
always result in the release of the mobile device. Ransomware on a
mobile device appears to have less impact than on a PC because
these types of devices often have an automatic cloud backup. The
potential reach of ransomware on smartphones is, however,
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greater than on other devices; the smartphone has overtaken the
laptop and it was the device most frequently used to access the
internet in the Netherlands in 2016.3 3

Infections using new methods and on different devices
are emerging

A new way of getting ransomware onto a victim’s computer is using
an attack on the Remote Desktop Protocol (RDP). This type of
attack is used to gain access to the system which is then infected
with ransomware. The WannaCry ransomware exploits a
vulnerability in the SMB file sharing protocol to distribute itself.

Criminals are creative in their quest for new options to acquire
money. This became clear in a case of ransomware on a TV set.’

Cybercriminals are adopting an even bolder approach
Attacks by criminals are not only more sophisticated from a
technological standpoint. Criminals are seeking better
opportunities to achieve their aim in other areas too. When doing
so, they are seeking direct contact with their potential victims more
and more often. For example, there was a report of ransomware
with a live-chat function in early 2016.%% In this way, the
cybercriminals were offering the victims support when paying the
ransom to receive the decryption key.

In addition to the option to pay to obtain the decryption key,
victims of the Popcorn Time ransomware were given the option of
infecting two others with the ransomware to obtain the decryption
key for free.:*This was on condition that the two new victims
would actually pay for their decryption key.

At the end of 2016, victims of the CryptXXX ransomware were
offered a discount on the purchase of the decryption key as a
Christmas offer.’” The aim of this temporary discount was to
convince doubters to pay.

Email

Email is still popular with attackers

Email was still the most used medium for distributing ransomware
in 2016.*There is no universally correct method of protecting
email. This allows criminals to easily reach large numbers of
potential victims. It is difficult for the average email recipient to
establish if the sender is authentic.

Phishing, particularly using email, is still heavily used by
cybercriminals. Messages are becoming more refined and look
more professional. Phishing was used to initiate a cyber attack in 91
percent of cases.”s* Last year, the Fraud Help Desk stated there had
been a large number of reports of phishing emails.*+°

Aresearch report on the ‘Cloud Hopper’ campaign appeared at the
start of April.' This campaign targeted managed service providers
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Figure 5 Number of reports of phishing emails increased
significantlyin 2016
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in particular. Spear phishing emails containing malware were sent
to gain access to these providers’ networks. After successful
infection with malware, a search was made for sensitive data
belonging to customers, such as intellectual property and personal
details. The information that was found on the systems of the
provider’s customers was siphoned off to the network of the
provider itself and then fed through to the attacker’s own
infrastructure.

CxO fraud, which often uses spear phishing, caused significant
economic losses across the globe last year.”# In the previous
period, the NCSC received a number of reports of attempted CxO
fraud from various sectors. Only a few of these attempts led to the
actual theft of financial resources.

Although the existing tools are being used extensively and
lucratively, cybercriminals are constantly seeking new tools. In
addition, they are seeking new ways of using the existing tools
more effectively. As soon as the resilience to tools increases, the
cybercriminals start looking for other tools.

Financial sector

Banks are combating fraud more effectively
Banks are learning how to combat internet banking fraud
increasingly effectively. The losses arising from fraud fell by 78



Figure 6 Losses from fraud in the payment trafficin the
Netherlands
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percent in 2016 compared with 2015.'%3'% Cybercriminals are not
only targeting consumers in this way but are also increasingly
targeting companies and the banks themselves. There is a
discernible difference here: there is still a large group of
criminals targeting consumers and taking the easy money.
Another, smaller group of professional criminals are capable of
conducting major campaigns. The number of attacks they
perpetrate when doing so is lower than the number of attacks
targeting customers, but the tools they use to do so are more
sophisticated and the return per attack is many times greaterss
By attacking business transactions, criminals benefit from the
fact that these transactions are less well linked to set patterns
which makes them more difficult to protect through transaction
monitoring.

A report from the security researcher Group-IB on the criminal
group calling themselves Cobalt, which attacked ATMs, was
published in November 2016.'% Spear phishing emails to a
number of foreign banks were used to gain access to the bank's
local network. This allowed Cobalt to infect the ATM network
which is protected from the internet in stages. They then
emptied a large number of ATMs in a short period of time.

There have been manifestations of malware on
ATMs outside of the Netherlands

Security companies TrendMicro and FireEye have noticed an
increase in the use of malware for ATMs. The companies publish
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analyses of the new variants that target middleware, a software
platform which allows ATMs from different manufacturers to be
attacked. Both types of malware are used as a tool in a physical
attack and there have been no manifestations in the Netherlands.
Moreover, the Dutch banks had already implemented measures
prior to this which largely makes such attacks impossible.

TrendMicro issued a report on ATM malware Alice which they
discovered in a joint research project with Europol EC3.'%’ FireEye
has detected ATM malware Ploutus-D, a new variant of the already
known malware Ploutus, in research in Latin America.'+* The
company claims that this type of malware will mainly be more
effective in countries with less stringent physical protection
measures on ATMs. Whether or not Alice and Ploutus-D are
related remains unclear.

Advertising industry

Click fraud is causing losses in the advertising
industry

At the end of 2016, cybercriminals were able to steal money from
the advertising industry using the Methbot botnet. To do this,
they registered domain names in such a way that it appeared as if
they belonged to large, well-known organisations. These domain
names were then subscribed to an advertising network for
advertisements to be placed on them.

The advertising network's algorithm was misled by the domain
name registration method, as a result of which it incorrectly
judged that it was a large, interesting website and then placed an
advert on it. A botnet was then used to automatically click on the
advertisement link, where the advertiser paid a sum to the owner
of the domain name for each click. Real users were simulated by
automatically logging on to social media accounts and simulating
mouse movements and mouse clicks from a browser specially
developed for this purpose.

Fewer cases of malvertising

Infecting systems by distributing malware through
advertisements on websites, malvertising, appears to be
happening less frequently in the Netherlands. The sectors have
only reported dealing with a small number of cases. Although
there are reports from all over the world that the number of cases
of malvertising continues to increase in relation to previous
years, % the Netherlands appears to be unaffected by this. RiskIQ
is reporting a good 132 percent increase in the total number of
cases of malvertising worldwide. Over the last year measures to
prevent infections from malvertising have been implemented on
both the user side and the website owners side. According to
figures from PageFair, use of adblockers in the Netherlands has
risen to 17 percent over the last year compared with 13.9 percent
in the second quarter of 2015.5° %'
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Espionage software

The espionage software of intelligence services is
being compromised

In August 2016, unknown hackers calling themselves the Shadow
Brokers alleged that they had compromised a U.S. espionage
campaign. They claimed to have stolen espionage malware
through intrusion.>* They then published some of this malware,
hacking tools and exploits in order to strengthen their claim that
the material came from U.S. intelligence services. Some
undisclosed material was offered for bulk sale via a public
auction’>* and some of it was published later. The published files
contained espionage malware that facilitates attacks on firewalls
including those of the Cisco, Fortigate and Juniper companies. Part
of this was malware associated with the actor the Equitation Group;
according to Kaspersky Labs they are allied to American
intelligence services.'s

In March 2017, Wikileaks's published information about another
leak. This is alleged to be an internal wiki belonging to the CIA,
documenting the CIA’s hacking tools and malware. The hacking
tools and malware itself was not released.s® Wikileaks gave an
undertaking to share this information with the suppliers of
products or services with vulnerabilities that are being exploited.’s”

In April 2017, the Shadow Brokers once again published espionage
malware. They claimed that this also originates from the American
intelligence services. The most discussed tools were EternalBlue, an
exploit that takes advantage of the SMB file sharing protocol on
Windows systems to compromise those systems and DoublePulsar,
a backdoor that can be installed on infected systems to execute
various malicious code.’s® It is noteworthy that the exploited
vulnerability had already been patched by Microsoft one month
previously with a security update for Windows. >

At the start of May 2017, the vulnerability exploited by EternalBlue
was exploited on a large scale. The WannaCry ransomware
distributed itself to computers on the same network by exploiting
the vulnerability. This severely affected many organisations across
the globe; there was a limited impact in the Netherlands. The
organisations affected include the Spanish Telefénica company,
FedEx and the British National Health Service (NHS)."®***' The
ransomware infections caused serious disruption to services in
many NHS organisations is England and Scotland.
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Conclusion and looking ahead

The arrival of the Internet of Things (IoT) brings with it a host of
opportunities and applications. However, it also provides many
opportunities for cybercriminals. Insecure devices are infected to
then be exploited for various attacks. This presents a limited threat
to the owners of the devices. A bigger problem is that the infected
devices are exploited to mount attacks on third parties, such as
DDosS attacks.

Events from the previous year allow us to conclude that
cybercriminals are still making extensive use of the tools that are
known to exist already. Tools such as ransomware, CxO fraud and
phishing continue to be very effective and lucrative. In addition to
the ways in which they are known to be used, criminals are also
seeking ways in which these tools can be used in a more effective
and profitable manner. Attacks continue to take advantage of
vulnerabilities in software that is often not updated in good time,
together with manipulating users, using phishing emails for
instance.

On a number of occasions researchers demonstrated that, in
addition to the IoT devices already mentioned, there are
vulnerabilities in industrial control systems (ICS)'®: in production
environments and in computers in vehicles. It is not inconceivable
that criminals will discover the vulnerabilities in these types of
systems and start exploiting them to achieve their aim.

The past has taught us that security is not the prime consideration
when designing new products. It is certainly the case that in recent
years many organisations have considered turnover, brand
recognition and market share to be more important than
delivering a secure product.’®'% Because of this, there is an
expectation that in addition to IoT devices already purchased and
connected to the internet, newly designed IoT devices will contain
vulnerabilities that are relatively easy to exploit.
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The use of cloud services for shadow IT
incurs additional risks
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The Netherlands is implementing more and more measures in the digital field but

cannot keep pace with developments in the field of vulnerabilities. Over the last year,

the Internet of Things has turned out to be particularly vulnerable. Organisations

continue to choose the easiest way, but awareness is increasing.

Resilience is the degree to which measures have been implemented
to reduce the vulnerability to security problems. This chapter
describes the developments in the field of the measures that are
being implemented and the vulnerabilities that are still exposed.
The resilience of the Netherlands is covered below based on
individuals, technology and organisations.

Individuals

Employees arrange online services themselves:
shadow IT limits the grip on security

Organisations are increasingly becoming involved in shadow IT.""*¢
When doing so, they use IT solutions that have not been procured
via the formal route, such as hardware or online services they
themselves have bought. The consequence is that the management
processes are not always applied to those systems and processes. As
aresult, their security level cannot be managed. The use of cloud
services for shadow IT incurs additional risks.

End users often need simple ways of carrying out their work. This
consideration is probably the basic reason behind the increase in
shadow IT. Organisations mainly cite the use of personal email,
cloud services (often for file exchange) online file converters and
chat apps for business purposes as points of concern.’”

Browser developers are helping users protect themselves better
Internet browsers are implementing measures to keep users better
informed. For instance, Google Chrome'*® and Mozilla Firefox'®

I Shadow IT are IT resources that are being used out of sight of the management

organisation.

have announced that they will mark all websites that do not use
https as being insecure. Initially, the browser makers are opting to
only display the security comment when a web page on http
contains a form with a password field. Eventually, the makers
intend to indicate the risk on all http pages.

Although the average user may care little about this type of
notification on an informative web page, this measure could
encourage website owners to use https.

Marking unencrypted http traffic as insecure helps users protect
themselves against communications eavesdropping. However, the
use of https does not guarantee communication with the correct
party. The emergence of domain validated certificates ensures that
everyone who controls a domain name can apply for a valid
certificate for that domain name. However, the user can still be
misled if this is done for domain names that are similar to
legitimate names.
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Technology

SMS is becoming less satisfactory for two factor
authentication

In July 2016, the American National Institute of Standards and
Technology (NIST) published a draft guideline in which SMS is no
longer considered suitable for two factor authentication.”° The
interception of SMS messages is alleged to have become so low-
threshold for attackers that NIST recommends considering
alternative second factors.

An attack was detected in Asia in January 2017 where TAN codes for
internet banking sent by SMS were intercepted. The attack was
carried out using falsified messages in accordance with the SS7
protocol. The vulnerability of this protocol has been known for
some time and is inherent in SMS traffic. In addition to
intercepting SMS messages by exploiting the SS7 protocol, the
capability to synchronise SMS messages across different devices
poses a threat to the use of SMS for two factor authentication.
Researchers have demonstrated that both Android and iOS are
susceptible to attacks where received SMS messages can be
accessed via the recipient's computer.”

Two important uses of SMS for two factor authentication in the
Netherlands are ING internet banking (for TAN codes) and the
government’s DigiD (for login codes). Minister of the Interior and
Kingdom Relations Plasterk has stated that the current DigiD
authentication options are not considered secure enough for all
purposes.” DigiD will therefore be enhanced with what is known
as DigiD Substantieel, which will start rolling out in the second
quarter of 2017. DigiD Substantieel requires a second factor, such as
a passport or driving licence. A DigiD app has also been developed
as an alternative to SMS authentication.'”s

In addition, the Idensys and iDIN pilots will be continued in
2017."74 Both Idensys and iDIN are systems from different suppliers
of authentication tools. It is comparable with iDeal for payments,
where the user is given a choice of how they want to log in.
Idensys and iDIN fit in with the new European legal framework

of the European Regulation on electronic identification and

trust services for electronic transactions in the internal market
(eIDAS).

Internet of Things is vulnerable and is being exploited
The vulnerability of the Internet of Things was manifested in the
autumn of 2016 by Mirai botnets. Because the software source code
of the Mirai botnet has been published, various actors distributed
variants.'7s A large number of devices were infected: the infections
that led to defects became apparent but this may just be the tip of
the iceberg.”° At the start of May 2017 the European Commission
released a statement announcing that measures for certification to
make IoT devices more ‘cyber ready’ will be proposed later in the
year.”
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Mirai infects devices by exploiting default passwords. The owner of
a device is responsible for changing this password but experience
shows that the user is unaware of the fact that the device uses a
default password. Because neither the manufacturer nor the user
experience the harm or the liability of reduced security directly,
they have no sense of urgency to do anything about it. This leads to
alack of sustainability in IT.

Mirai botnets have been involved in extraordinarily large DDoS
attacks. Defending against attacks on this scale is now only
financially feasible for major parties. There is still no solution to
the unwanted side-effects of the Internet of Things, so a lack of
sustainability in IT will continue to be a problem. There have been
calls to draw up a legal framework for product responsibility if the
sector cannot regulate itself.””*

Research by the WODC into the opportunities and threats from the
Internet of Things has revealed that the poor security of IoT
applications poses a threat to security and privacy. The research
report named four factors that inhibit the development and use of
secure and privacy-sensitive IoT applications: complexity of
technology, dealing with big data and the playing field; lack of
knowledge and awareness; lack of stimulus; lack of supervision and
enforcement.”

Vulnerabilities are becoming more fundamental in
nature

Suppliers have been rectifying software vulnerabilities for many
years now using security updates. However, the reporting period
has shown some vulnerabilities that are of a more fundamental
nature and that are less easy to rectify.

In August 2016, a number of vulnerabilities in Android were
announced under the name QuadRooter.’* The vulnerabilities are
in the drivers for the chip sets from the suppliers, such as the very
common Qualcomm chip for WiFi. As a result of this, a patch for
the higher-level Android operating system cannot rectify these
vulnerabilities. The patch has to be distributed by the telephone
manufacturer. Because this takes longer than a normal patch,
Android users have been given some advice for mitigating
measures until that time.'®!

During the reporting period, researchers at VU Amsterdam
published a number of attack techniques that extend deeper than is
normally the case. Dedup Est Machina, > published in May 2016,
exploits memory duplication to take over a browser. Flip Feng
Shui*® appeared in August 2016 and in some cases allows an
attacker virtual machine to affect the memory of other virtual
machines. ASLR@®Cache’®* was announced in February 2017; it can
be used to circumvent the Address Space Layout Randomization
(ASLR) security measure.



Standards to make email safer are slowly being
adopted for use

The Dutch government and the business community launched a
coalition for more secure email in February 2017.'* The coalition
aims to make email traffic in the Netherlands easier to secure to
prevent exploitation such as eavesdropping and phishing. Email is
a technology which, of itself, does not have any security measures
against falsification, eavesdropping or manipulation. Applying a
number of additional standards to the email delivery chain would
make email traffic more secure.

The coalition wants to promote use of the SPF, DKIM, DMARC,
STARTTLS with DANE and DNSSEC. Among other things, these
standards should ensure that email cannot have a falsified sender
address, its content cannot be changed and it cannot be read by
third parties.’*® Because email is delivered by various different
intermediate parties, it is important that those standards are
applied by all parties. It is important that these parties adopt the
standards because they account for a significant proportion of
email traffic.

Research by the Standardisation Forum (Forum Standaardisatie)
has revealed that the adoption of standards for making email more
secure by government agencies has risen significantly in the last
year.*’ There has continued to be strong growth in, among other
things, the use of TLS in accordance with the IT security guidelines
for TLS from NCSC,** DKIM and DMARC. However, ambitions are
higher; the National Council (Nationaal Beraad) has stated a target
of 100% adoption in 2017. This does not appear feasible based on
the initial measurements.
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Encryption is in great demand

The use of encryption is becoming increasingly popular. For
example, more and more websites are using https. This is partly
due to the lower costs for the necessary hardware and bandwidth
and free certificates. Thanks to the Let's Encrypt initiative,
certificates are free of acquisition costs and easier to use.'®

In addition to this, there is even more media interest and
awareness among end users which is increasing the demand for
https. Publicity on the government’s use of https has led to
Minister of the Interior and Kingdom Relations Plasterk deciding to
make the use of https mandatory for all government websites. >

Chat apps are also using end-to-end encryption. Since the time that
the market leader in the Netherlands, WhatsApp, introduced it in
April 2016, not having it has become inconceivable. Reports of an
alleged backdoor that could circumvent the encryption in
WhatsApp caused a great deal of fuss.”* Eventually it transpired that
there was no backdoor; it was functionality that prevents messages
that have already been sent but not delivered getting lost if the
recipient changes their phone.*> The vulnerability continues to
exist.

The disquiet caused by such reports appears to indicate that some
of the end users understand the importance of encryption for all
kinds of network applications. There is a growing demand for
suppliers to provide it.

The increasing use of encryption also requires trust in certificate
suppliers. In October 2016 Mozilla suspended trust in certification
service providers WoSign and StartCom. WoSign was contravening
confidentiality agreements by issuing certificates with a validity
date in the past. In addition, WoSign failed to declare information
about the acquisition of its competitor StartCom. Customers of
WoSign and StartCom had to find a new supplier; new certificates
from both companies were no longer trusted by Mozilla's, Apple'>
and Google®s.

Encryption protects data for a limited period of time. As computers
become more powerful, encryption that was once considered to be
strong is seen to be cracked more easily. The arrival of quantum
computers could have major consequences for data that is
currently protected by strong encryption. Quantum computers
work in a way that is fundamentally different to current computers
and can crack the forms of encryption that are most commonly
used. The NCSC has published a fact sheet on this.»®
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Organisations

Organisations don’t have a tight enough grip on their
suppliers’ information security

Large organisations are increasingly capable of properly organising
their information security with policy and procedures. However,
they often use (smaller) suppliers where the level of maturity is
lower. When acquiring hardware and software they often set
security requirements that a product originally meets. Yet how the
supplier has set up their management measures is not always clear
to the purchasing party. As a result, later changes often fail to meet
the security requirements.*” This problem occurs throughout the
entire chain.

Larger cloud suppliers are a positive exception to this. Because
security problems at cloud suppliers have a direct impact on
multiple customers at the same time, they devote serious attention
to cybersecurity. The result of this is that these parties usually have
compliance with their information security policy more in order
and can demonstrate compliance.'*

Reports emphasise the need for cybersecurity

An advisory report that Herna Verhagen of PostNL submitted to the
government draws attention to the need for cybersecurity.'> The
report, drawn up for the Cyber Security Council, states that
cybersecurity in the Netherlands must be enhanced post haste. It
argues in favour of greater scope for coordinating control by the
government and for stimulating the responsibility of the business
community. It proposes a standard of 10 percent of the IT budget
being spent on cybersecurity.

The Rathenau Institute also published a report on the resilience of
the Netherlands in the cybersecurity domain.z°° Among other
things, it concludes that there are market failures; there are no
economic stimuli to build in cybersecurity. The Rathenau Institute
recommends that the government sets a good example as awarding
authority by creating sufficient capacity with supervisory bodies
and security services, and by testing whether the Computer Crime
11T (Computercriminaliteit III) and modernisation of the Intelligence
and Security Services Act (Wet op de Inlichtingen- en Veiligheidsdiensten)
proposed legislation works in practice. The business community is
advised to meet its duty of care and, together with the government,
invest in cybersecurity training.

The Netherlands Court of Audit concluded in the State of Central
Government Accounts 2016 that various ministries are not devoting
sufficient attention to information security. According to the Court
of Audit, administrative authorities need to devote more attention
to better protecting sensitive information from citizens about a
criminal past, organ donations, tax or medical information.
Identity theft, hacking the system for operating bridges and locks
or other critical systems must be countered more effectively. The
protection and management of the financial system is still not
adequate in the House of Representatives either.>>
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The government also recognises challenges at a local level. In April
2017 the Rotterdam Court of Auditors published a report stating
that inadequate information security at the municipality was
causing ‘realistic risks of physical insecurity’. According to the
Rotterdam Court of Auditors, sensitive information at the
Rotterdam municipality is not in sufficiently safe hands.>*

The Information Society and Government Study Group which was
set up by the government to formulate advice to improve the
functioning of the digital government published its report on 18
April.>>3 It established that, at the current time safety and,
specifically in the case of digitisation, cybersecurity is a growing
issue requiring attention and recommended that the funding of
the Generic Digital Infrastructure (GDI) be structurally guaranteed
as infrastructure critical for the Netherlands.

The Cyber Security Council has published a guide containing a
summary of the duties of care in the cybersecurity field. The
publication makes it clear that every company that uses IT has
duties of care in the cybersecurity field and provides advice for
fulfilling these duties.>*

The Cyber Readiness Index indicates a lack of financial
resources for cybersecurity in the Netherlands

The Cyber Readiness Index for the Netherlands from May 2017
reveals that the Netherlands has a robust cybersecurity strategy and
is well on the way to enhancing digital security but is not yet fully
cyber ready. The report, written by the Potomac Institute for Policy
Studies, analyses Dutch policy based on 7 criteria.

The Netherlands has a clear vision, relevant strategies and ambition
and is doing well in the research and innovation field. However,

Figure 8 The Cyber Readiness Assessment for the
Netherlands
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according to the researchers it lacks sufficient financial resources
for cybersecurity. Only 0.004 percent of the gross domestic
product is being spent on cybersecurity. In addition, it concludes
that information sharing could be improved. The researchers see
the lack of central control as an issue requiring attention because
investments are being made in public-private collaboration in the
cyber security field. The sharing of information from the private
sector could also be encouraged more.

Elections: paper process is leading

In the Netherlands, votes are cast in the polling station using
ballot papers and the ballot papers are counted manually by the
electoral committee. These processes are therefore not
vulnerable to cyber attacks.

Reports about possible vulnerabilities in the software
(Supporting Software for Elections) which the municipalities,
principal electoral committees and the Electoral Council use to
process the counts from the polling station committees into the
final result of the election were published in January 2017.2° On 1
February 2017, the Minister of the Interior and Kingdom Relations
therefore decided to implement measures to avoid there being a
shadow of a doubt about the reliability of the result of the
election.>° The digital transfer of counting results was therefore
prohibited and additional manual verification counts were
added. The result of the measures that were implemented is that
the paper process is leading throughout the entire chain, from
casting a vote up to and including deciding the final result.

Ransomware and DDoS attacks are all in day’s work
for large organisations

DDosS attacks and ransomware infections are commonplace.
Large organisations are affected so often that mitigation is seen
to be an everyday activity.>” Organisations often succeed in
defeating DDoS attacks by investing in mitigation processes and
mitigation tools.>** Protection against large-scale attacks, like the
attacks with the Mirai botnet, is difficult as they are not easily
defeated. Restoring from backup after a ransomware infection
has become routine for organisations which have now gained
experience in doing this. Despite this, recovery operations are
still expensive and time-consuming and data loss cannot always
be undone.

These attacks can still disrupt smaller organisations. They lack the
necessary expertise and scope for investment for DDoS mitigation
and don’t always have a properly functioning backup mechanism

to recover from ransomware infections.>*

Moreover, many small organisations are vulnerable because
security updates are not installed in time. Research has revealed
that small organisations implement relatively few measures. The
measures they do implement are limited: almost all of the
businesses investigated use a virus scanner but only one third, or
even less, of the businesses implement other measures such as

having a policy, trained personnel and recovery procedures for
incidents. This is while 79 percent of the businesses say that the
business processes are totally dependent on IT.

Police combating ransomware

The High Tech Crime Unit (Dutch National Police) is investigating
various ransomware variants such as Locky, Shade, CTB-Locker,
Torrentlocker, Cerber and Wildfire. Many Dutch citizens were
affected by Wildfire in particular. Wildfire targets SMBs and is
distributed by phishing emails with a malicious Word document
containing macros.

The Police contained Wildfire after they located and impounded
the command and control server. This server held the decryption
keys for thousands of victims. Once they had secured these keys
the Police, in collaboration with private parties, were able to
publish a decryption tool for Wildfire. In addition, the criminal
infrastructure was permanently shut down by court order. More
than 20 percent of all Wildfire victims were able to recover their
files with the tool. This ties in with the THTC's new approach where
disruption is one of the four pillars to the approach.

The successors to Wildfire affected very few victims in the
Netherlands; the malware appeared to focus on Flanders.

No more ransom

THTC, in cooperation with Europol EC3, Kaspersky Lab and Intel
Security, has set up the No more ransom'' website. This
collaboration is working increasingly well and more parties are
joining in. Since starting in July 2016, approximately 75,000
successful decryptions have been carried out internationally. The
focus in the data for 2016 was on the Shade ransomware; its
victims were mainly in Russia.

Since its introduction, the No more ransom website has been
attacked more than 51,000 times and it therefore appears to be
succeeding in its activities to disrupt cybercriminals and to unlock
the victims'’ files.

11 https://www.nomoreransom.org/
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Conclusion and looking ahead

The government, business community, academics and citizens in
the Netherlands are working hard on improving digital resilience.
Nonetheless, keeping up to date with the growing vulnerability of
society as a whole is a major challenge. For the time being this gap
will continue if not grow.

People continue to find ease of use the most important aspect of
their digital activities. In both their private and working lives they
choose the quickest and easiest solution over the safest.
Nevertheless, awareness is increasing: the encryption debate has
featured in the news several times as a result of which the demand
for encryption from end users in the form of https on websites and
end-to-encryption in chat apps is greater than ever. Encryption
applications for email are slower getting off the ground.

There have been unprecedented manifestations of the vulnerability
of the Internet of Things. Product responsibility and product
liability in this field is still not clear and the victims of exploitation
are, for the time being, not the product owners themselves. As a
result, no one feels that they bear ultimate responsibility leading to
market failures. For now, there appears to be little prospect of
change in this situation, while the number of devices connected to
the internet is growing dramatically.

Organisations are becoming more aware, partly due to legislation
and regulations. Large organisations have had their share of
difficulties with DDoS attacks and ransomware and have therefore
been forced to climb to a higher level of maturity. Nevertheless,
basic measures such as installing security updates are often not
implemented. Both large and small organisations are often failing
to do this in a timely manner which facilitates malware infections.
Small organisations are lagging behind but as suppliers to large
organisations they are jointly responsible for their link in the
chain. The increasing quality of commissioning in large companies
and public authorities may lift their suppliers to a higher level in
the future.
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Dutch society’s increasing dependence on IT and the importance of cybersecurity go hand in hand.

The interests of the individual, organisations, chains and society are not always the same and the

costs and benefits of cybersecurity do not always lie with the same party. As a result of the

increasing importance of IT there is a demand for more clarity on the security characteristics of

products and services. The government is adjusting legal frameworks to vest responsibility in

market parties who fill new roles or take on existing ones. The internationalisation of IT providers

affects national security interests. The control of the internet and international standards of

behaviour for states in the digital field are areas of concern. There are divergent views on the

responsible disclosure of vulnerabilities.

Balancing of interests

Various considerations form the basis for balance of
interests

Various interests, including individual, organisational, chain and
societal interests form the basis for making choices in relation to
cybersecurity. They may coincide or they may be contradictory.
Individuals and organisations make cost-benefit decisions on
cybersecurity measures based on their own position and often in
their own interest. Choices by citizens, the business community
and the government affect freedom, security and societal growth
where a balance must always be found.>*

Figure 9 Balance of interests according to National
Cybersecurity Strategy 2
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Increasing dependence on IT and the importance of
cybersecurity go hand in hand

Dutch society continues to be increasingly dependent on IT
functioning properly. Technology facilitates efficiency
improvements and improvements in effectiveness and the number
of fields of application for IT is increasing continuously.

The discernibility of these fields of application varies. Digitising
processes such as communication with the government and
businesses affects individuals directly and is therefore apparent.
The increasingly wide use of Message Box (Berichtenbox) for
communication with the government is an example of this.>"
Within the EU, the Netherlands is now the front runner in the field
of connectivity and the number of citizens that use the internet and
have the skills to do so.> Another visible use relates to the
integration of IT in cars which translates into (semi) autonomously
driving cars and the increase in smart-home applications.
Innovations in the field of energy supply>* and agriculture* are,
on the other hand, less apparent to the individual.

Cybersecurity, and with it the unhindered functioning of IT is
increasingly a precondition for many social processes and for the
further development of the digital economy.>s This persistent trend
has been highlighted a number of times in previous editions of the
CSAN and is expected to continue in the coming years. The number
of systems for which there is no longer an analogue alternative
continues to rise. At the same time, a specific choice is being made
based on the interest of individuals and society not to phase out
certain analogue alternatives that shape society, such as cash.>*
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Manifestations of interests

The interests of the individual, organisations, chains and society
remain constant, in a general sense and through time. Moreover,
without specific context they remain abstract. Interests become
more apparent and concrete, however, when they are actually
affected, which often leads to reactions from the interested parties.
The paragraphs below give an indication of illustrative
developments in the field of interests in the reporting period for
this CSAN.

Cybersecurity costs and benefits do not always lie with
the same party

The interests of individuals, organisations and society as a whole
sometimes differ, such as with DDoS attacks that are caused by the
exploitation of poorly secured devices on the Internet of Things.>7
Users of the devices benefit from a working device and often suffer
no direct damage themselves if the device is exploited. This group
does not, therefore, directly benefit from investing in the security
of these devices, by paying a surcharge for a more secure device or
installing security updates for instance.

Because users do not demand better security within this context,
suppliers do not have a direct stimulus to invest in security. On the
other hand, the societal consequences and damage to third parties
can be significant if the device is exploited, to mount DDoS attacks
for example. The victims of these attacks will, moreover, have to
make significant investments to defeat these attacks. The costs for
implementing cybersecurity measures therefore fall on a party
other than the party that occasions the measures.

Desire for more clarity on the security characteristics of
products

In legal proceedings against Samsung, the Consumers' Association
is demanding that they provide updates for at least two years after
the purchase or four years after the introduction of (Android)
devices.> In addition, the Consumers' Association is demanding
that Samsung provides consumers with clear information about
this. The previous edition of the CSAN observed that users set
implicit quality requirements for IT in the broadest sense.

The Consumers' Association's action shows that as a result of the
increasing importance of IT products, users feel a need for more
explicit requirements and more transparent security
characteristics. It is only then that they will be able to make a
considered choice. Society also has an interest in this because
without transparency products are mainly chosen based on the
price and speed of introduction on the market. Greater market-
wide transparency gives suppliers the opportunity to be distinctive
in the security field.

Societal roles bring responsibilities with them

European legal frameworks are being adjusted to impose
obligations on (new) market players. These market players are
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filling a new role in society, or they are partly or fully taking over
the role of existing, and often regulated, players. For example, the
European Commission has proposed replacing the e-Privacy
directive with a regulation* whose scope will cover many other
communications services in higher system layers, such as
WhatsApp, Facebook Messenger and email providers in addition to
traditional telecommunications providers.

By doing so, they are trying to protect end users in a similar way
and create a level playing field for suppliers.>* The new parties are
opposed to regulation while the established market parties support
it.>> In the United States it is becoming clear that such
developments can work the other way too, where established
parties are calling for less regulation to achieve a level playing field
with the newcomers in this way.>*

The eIDAS regulation is an example of regulating market players
who fill a relatively new and important role in digital society, the so
called trust services.** The regulation forms the legal basis for
electronic signatures, seals, timestamps, documents and website
certificates and the responsibilities of those who supply them.

The General Data Protection Regulation adopted on 27 April 2016
also brings new responsibilities to personal data processors,
including in the field of information security and privacy-by-
design.>s The user is also given the right to obtain their personal
data easily and to transfer their data to another supplier, also
known as data portability. This prevents vendor lock-in, where
users are tied to a single service provider.

Control of the internet transferred to a non-profit
organisation

On 1 October 2016, the US government formally transferred control
of essential functions of the internet from the American National
Telecommunications and Information Administration to the
private organisation ICANN." To maintain a free and open internet,
the management structure of ICANN has been set up in accordance
with the multi-stakeholder model, where businesses, public
authorities, technical experts and civil society are represented. This
is an attempt to achieve a balanced representation of interests.>**

The developments above tie in with the Dutch government’s vision
on control of the internet, also known as internet governance. In
its response to reports by the Advisory Council on International
Affairs (Adviesraad Internationale Vraagstukken, AIV) and the
Scientific Council for Government Policy (Wetenschappelijke Raad
voor het Regeringsbeleid, WRR) the Dutch government has stated
that an open model of internet governance is crucial to the
development of the internet and that self-organisation and self-
regulation have played a crucial role.>

III The essential (IANA) functions comprise coordinating and issuing IP addresses and
numbers for autonomous systems, the management of DNS root servers and

management of a number of internet protocols.



Not all countries think the same way about the role of the
government in controlling the internet. The underlying motives
are often of a politico-economic and social nature. Examples
include views on fundamental rights such as freedom of expression
or economic interests relating to global digital provision of
services. Russia and China are, for example, fighting for greater
national control of internet infrastructure and the information that
is sent using it.>** According to these countries, states should be
sovereign in the digital domain too and must therefore be able to
exercise control.

This clashes with western principles on internet security. The
Netherlands has also expressed views in this field. As stated in the
International Cyber Strategy, the Dutch government is in favour of
an open and unfragmented internet, where economic
opportunities presented by global digitisation can be grasped and
where fundamental rights and freedoms and security are
guaranteed.*

Internationalisation of IT providers affects national
security interests

Dutch society is increasingly dependent on IT and therefore on its
suppliers too. The internationalisation of these suppliers can affect
Dutch security interests. The government warns that shifting
economic power relations is increasing the risk of takeovers in the
telecommunications sector, partly motivated by geopolitical
motives.

Due to concerns about improper political pressure from abroad
and the confidentiality of communications, the government is
proposing new powers for the Minister of Economic Affairs to
prohibit unwanted control of a telecommunications party on the
grounds of public order and national security.> In addition to
telecommunications providers, telecommunications parties
include, for example, hosting services, internet hubs, data centres,
trust services and other categories of networks or services as yet to
be designated pursuant to a general administrative order.

The transfer of non-telecom parties to foreign hands can also have
consequences for national security, parties involved in protecting
state secrets for example.>' This could lead to requirements for
additional guarantees. In addition, socio-economic interests could
play a role, within the framework of hostile foreign takeovers of
major Dutch companies for instance.>* In this way,
internationalisation brings along with it a clear tension between
the interest of economic free trade and growth on the one hand
and the safeguarding of national security on the other.

The importance of international standards of
behaviour in the digital domain is increasing

In the run-up to the elections to the Dutch House of
Representatives in March 2017 concerns were expressed about the
possibility of the Dutch elections being influenced by digital
attacks. This happened as the result of events relating to the US
presidential elections. The unhindered functioning of the
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democratic institutions without influence from foreign powers is
of great social importance.

The protection of the sovereignty of countries is an important
principle in international law. The interpretation and application
of international law in the digital domain is, however, not always
clear. Use of the Tallinn Manual 2.0 on the Law Applicable to Cyber
Operations can provide greater clarity on the interpretation of
current law.>

The interpretation of codes of conduct can have far-reaching
consequences. NATO has once again stated that a cyber attack could
be the basis for invoking Article 5 (collective defence) of the North
Atlantic Treaty. NATO recognises the cyber domain as the fourth
domain of warfare.?** The importance of international standards of
behaviour in the digital domain is increasing.>* Creating greater
transparency and predictability on what is and is not permitted and
the response permitted to this will make future conflicts more
manageable.

There are divergent views on the responsible
disclosure of vulnerabilities

Disclosure of vulnerabilities in IT systems, services, and hardware
and software products can have a major impact. Coordinated
vulnerability disclosure or responsible disclosure is therefore a
topic which is receiving a great deal of attention.° On the one
hand, disclosures ensure that the parties responsible can resolve
the vulnerabilities and that users can implement countermeasures.
On the other hand, disclosures could allow malicious parties to
exploit the vulnerabilities sooner.

The length of time after which the discoverer makes a vulnerability
public is a sore point." For instance, during the reporting period
Google's Project Zero published a number of vulnerabilities in
Microsoft products before a patch was available.” In accordance
with Google Project Zero policy, automatic publication occurred 9o
days after the vulnerability was discovered. This could damage the
interests of users in the short term because malicious parties could
exploit the vulnerabilities. Google claims that it wants to improve
the industry’s speed of reaction with this, which will eventually
benefit all users and society.*

Another sore point is the wording of a suspected vulnerability. In
response to a report, the New York Times tweeted that the
intelligence services could circumvent the encryption of WhatsApp,
Signal and Telegram but this turned out to be an over-
simplification.”? Media reports can, on the one hand, make an
important contribution to awareness of cybersecurity but on the
other hand insufficiently accurate reporting can lead to
overreaction by society which could result in a decrease in trust in
IT (services). It is therefore up to media companies and individual
journalists to strike the balance between the importance of an

IV The NCSC's Responsible Disclosure Guideline uses a standard period of 60 days.
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inviting and therefore much-read story and introducing the
necessary nuance. The increasing interest and publicity
surrounding technological vulnerabilities has already been noted
previously in the CSAN.2®

Conclusion and looking ahead

Cybersecurity is a precondition for the proper functioning of social
processes and the further development of the digital economy.
Individual, organisational, chain and societal interests, which can
sometimes be contradictory, play a role in topics that affect
cybersecurity. Individuals and organisations make cost-benefit
decisions on cybersecurity measures based on their own position
and often in their own interest.

Costs and benefits do not always lie with the same party and there
is desire for more clarity on the security characteristics of products
to allow a considered choice to be made when purchasing. We
expect that the call for (government) intervention will increase if
poorly secured devices that are connected to the internet disrupt
the provision of services via the internet more frequently or on
larger scales. Legal frameworks are being adjusted to have the
responsibilities of market parties align with the role that they play
in society.

The management and national control of the internet and the
underlying infrastructure are important topics for discussion, as
are international standards of behaviour for states in the digital
field. We expect that these discussions will take place more
intensively in the coming year, particularly if geopolitical tensions
rise.

There are divergent views on the responsible disclosure of
vulnerabilities, including on the length of time before publication
and the wording used in reports of vulnerabilities. We do not
expect that the lack of consensus on this will disappear or that the
intense publicity interest in technological vulnerabilities will
decrease in the short term.
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Appendix 1 NCSCstatistics

This appendix offers a summary of the responsible disclosure reports, security
advisories and incidents that have been handled by the NCSC. The NCSC keeps a
record of incidents using a registration system. This system is the source for all of
the graphs in this appendix. This year, the NCSC has dealt with almost the same
number of incidents and has written four percent more new security advisories
than the year before. Although the number of incidents dealt with has hardly
changed in relation to last year, the spread across the types of incidents has

changed.

The NCSC facilitates the making and processing of responsible report the same vulnerability. As a result, the total number of
disclosure (RD) reports for both its own infrastructure and that of reports is not representative of the total number of vulnerabilities.
the central government and several private parties. It issues security

advisories for its participants and deals with cybersecurity There were 113 reports last year. This means that 70 percent more
incidents. For this reporting period (May 2016 to April 2017) reports were made last year. The increase can be explained in part
statistics have been calculated that are presented below. by the expansion of NCSC's role as the RD point of contact for the
Comparing these statistics to previous reporting periods, allows central government.

trends and developments to be revealed.
In 5 percent of all reports, further research showed that there was
no vulnerability or that it concerned an accepted risk. An example

Res ponSible disclosure of this is the login page on a website that has no specific measures

against brute-force attacks. These cases were classified as false
During the reporting period, the NCSC received 194 RD reports. positives. In the previous year, this concerned 20 percent of all
These concerned reports for its own systems as well as for other notifications. This decrease can be explained in part by the
government systems and systems of private parties. In some cases,  increasing maturity of this process, particularly on the side of the
double reports are filed if, for example, two or more researchers reporter.

Figure 10 Types of vulnerabilities in responsible disclosure reports
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Figure 10 shows the different types of vulnerabilities that were
reported. The majority (78 percent) of all reports concern a
vulnerability in a website, a web application or infrastructure on
which web applications run. Examples of such reports are weak TLS
parameters, cross-site scripting (XSS), SQL injection and
information leaks. An example of the latter is a vulnerability
through which it is possible to see a configuration file or a version
number of a web application. Nine percent of all reports concern
vulnerabilities in software (excluding web servers and web
applications). Relatively few reports (3 percent) concern
configuration errors in hardware and software.

Security advisories

The NCSC publishes security advisories for software vulnerabilities
or perceived threats. A security advisory describes what is going on,
what systems may have been affected and what should be done to
prevent an organisation becoming a victim. Figure 11 shows the
number of advisories that the NCSC published per quarter between
the second quarter of 2007 and the first quarter of 2017. Here, a
distinction is made between new advisories (with version number
1.0) and updates of existing advisories. In total, the NCSC published
1179 new security advisories over the reporting period. This is about
4 percent more than the year before. The number of updates to
existing advisories also rose slightly to 1336. This is an increase of
approximately 1 percent.

The NCSC security advisories are classified according to two
elements. Firstly, it determines the likelihood that the vulnerability
will be exploited. Secondly, the NCSC determines the damage that
occurs when the vulnerability is exploited. Thus, the classification
has two criteria: likelihood and damage. A level is estimated for
both criteria based on a number of different aspects: High (H),
Medium (M) or Low (L). If there is a high probability, for example,
that a particular vulnerability will be exploited, but the expected
damage caused by the exploitation is low, the corresponding
security advisory will be classified as H/L. Figure 12 shows the
relationships between these levels for all published advisories
(including updates) per month for the past two reporting periods.

Figure 11 Number of advisories per quarter (Q2 2007 - Q1 2017)
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Figure 12 Classification of advisories per month (May 2015 - April 2017)
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Damage from vulnerabilities by remote code execution with user rights (42 percent), access to
Every security advisory comes with a description of the possible sensitive data (32 percent), escalation of privileges (19 percent)
damage that malicious parties could inflict if the advisory is not and bypassing a security measure (17 percent). These were also the
followed-up on. Table 2 shows the percentage of advisories per most common security advisories in the previous reporting
damage description for the past three reporting periods. Herewe  period. An advisory often comes with several damage
can see that security advisories related to denial of service (DoS) descriptions. This gives rise to a total percentage higher than
still appear to have the largest proportion (61 percent), followed 100 percent.
Table 2 Damage description in security advisories in CSAN 2015 up to and including CSAN 2017
Damage description 2015 2016 2017
Denial of Service (DoS) 51% 56% 61%
Remote code execution (user privileges) 29% 37% 42%
Access to sensitive data 26% 32% 32%
Privilege escalation 14% 21% 19%
Security bypass 19% 25% 17%
Access to system data 9% 13% 13%
Manipulation of data 5% 8% 10%
Cross-site scripting (XSS) 6% 9% 8%
Remote code execution (administrator/root privileges) 4% 6% 7%
Spoofing 2% 5% 5%
Authentication bypass 4% 5% 3%
Cross-Site Request Forgery (XSRF) 1% 2% 2%
SQLinjection 1% 2% 1%
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Cybersecurity incidents registered Number of incidents handled

: Figure 13 shows the number of incidents handled per month
WIth the NCSC (excluding automated checks) for the last two reporting periods.
In the previous reporting period, a total of 629 incidents were
reported: an average of 52 per month. In this reporting period,
623 incidents were reported: approximately 52 per month. In broad
outline, the number of (reported) incidents remains constant.

Cybersecurity incidents registered with the NCSC

The NCSC assists governmental departments and critical
infrastructure organisations in the handling of IT security
incidents. In this role, the NCSC receives reports of incidents and
vulnerabilities and also identifies incidents and vulnerabilities
itself, for example on the basis of various different detection
mechanisms. At the request of national and international parties,
the NCSC supports Dutch internet service providers in the fight
against cyber incidents that originate from a malicious web server
in the Netherlands, for example, or from infected PCs in the
Netherlands.

Figure 14 shows the results of automated checks for the last two
reporting periods. This shows that, in the past reporting period
there were, on average, 275 incident reports per month on the basis
of this automation. In the previous reporting period, there was an
average of 280 reports per month. A report may concern several
infected systems within an organisation.

Figure 13 Incidents handled (excluding automated checks)
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Distribution of incidents per report, category and
handling

Figure 15 shows the distribution of incidents according to
reporting type. This shows how an incident was reported to NCSC.
Most of the incident reports (45 percent) come from outside: from
national or international organisations. In 31 percent of all
incidents, the incident is reported through responsible
disclosure. In 15 percent of all cases, it concerns signalling by the
organisation itself. Examples include a warning from one's own
detection mechanism or a message from a public source. The
remaining 9 percent of the reports concern various other reports
or information that was accepted as a notification.

Compared with the previous reporting period, the percentage of
RD reports has risen sharply, from 18 percent to 31 percent. One
possible explanation of this increasing number is the expansion
of NCSC's role as the RD point of contact for the central
government. The percentage of national or international requests
for assistance has, however, decreased since the previous
reporting period: from 57 percent to 45 percent.

Figure 16 shows the distribution of incidents per category. The
NCSC has used the incident taxonomy proposed by CERT.PT and

Figure 15 Incidents handled per reporting type
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ENISA for this distribution." The inner ring shows the main
categories while the outer ring shows the subcategories. This
shows that incidents during which information was gathered
made up more than a quarter (26 percent) of all incidents. The
vast majority of these were phishing incidents; this also includes
email fraud. Malware incidents were responsible for 18 percent
of all incidents. The majority of these related to malware
infections. Seventeen percent of all incidents related to
unauthorised access or exploitation of a vulnerability.
(Attempted) intrusions made up 16 percent of all incidents.
This mainly involved the compromising of an account. Only

6 percent of incidents related to availability. Almost all of these
incidents were related to Denial of Service (DoS) attacks or
threats. The remainder (8 percent) was due to various incidents,
including fraud or sending spam.

Compared with the distribution of incidents in the preceding
reporting period we can see an increase in the exploitation of
vulnerabilities at the expense of malware incidents. This increase
can be partly explained by the large number of RD reports falling
into this category. In addition, an increasing number of malware
reports are automated which means they are not counted as
incidents but as automatic checks.

Figure 16 Incidents handled per category
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Figure 17 Incidents handled, by handling
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Figure 17 gives the distribution of incidents by handling. Incident
handling is independent of how the report was received or in
which category the incident falls, and the figure only looks at the
actions that were carried out. The NCSC provided remote support
in 61 percent of all incidents. In 22 percent of all incidents, the
NCSC issued a 'notice-and-take-down' (NTD) request. This is done,
for example, if a malicious website must be taken off-line. If an
incident turns out to be a false positive, or if information is
accepted as a notification, the incident is registered as not having
been processed. The NCSC only provided on-site support in a few
cases (2 percent). In broad outline, these ratios are the same as in
the previous reporting period.
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Figure 18 Incidents handled per month per type of
organisation
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Division of incidents between government and
critical sectors

The NCSC supports both the central government and the critical
infrastructure in security incidents. In addition, the NCSC acts as a
point of contact for international requests for assistance
concerning information security. Figure 18 shows the distribution
of the number of incidents handled, divided into public, private
and international parties. A total of approximately 41 percent of
the incidents involved a public organisation. Forty-five percent
involved a private organisation. The remaining 14 percent
involved an international party. An example of this is the receipt
of a malware report from the national CSIRT of another country. A
foreign organisation can also ask the NCSC to take a malicious
website, which is hosted in the Netherlands, off-line.
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Figure 19 Incident categories per type of organisation
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Figure 19 shows the distribution between incident categories per
type of organisation. The bottom of each column shows the type
of organisation the distribution concerns and the number of
incidents it represents.

Incidents involving malware are responsible for about 20 percent
of all incidents, regardless of the type of organisation. With
incidents under the category 'gathering of information’, the
difference is even greater. Forty-seven percent of all cases
involving an international party fall into this category. In practice,
most of these incidents concern phishing campaigns. This figure
also shows that (attempted) intrusion occurs more frequently in
incidents in the public sector (31 percent) than with a private party
(19 percent) or an international party (11 percent).

A similar distribution can also be seen with incidents involving
'information security'. Such incidents are often related to
unauthorised access to sensitive information or systems. An
example of this is the reporting of a website vulnerability that
allows an attacker to view a customer base. With incidents
involving an attack on the availability of an organisation, there is
a clearer difference between international organisations (10
percent) and the rest (4 to 5 percent).
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Appendix 2 Sectoral
assessment of
cybersecurity

In the drafting of the CSAN, discussion sessions were held with representatives of
Dutch organisations within the critical infrastructure and other sectors. These
meetings have helped in shaping the analyses included in this CSAN and to
substantiate insights. This appendix represents the picture outlined by these

representatives during the meetings.

Sector Manifestations Threats: actors

Drinking water supply In the last year, the drinking water The main threat detected by the
sector has had to contend with drinking water sector came from
ransomware infections and phishing professional criminals working for
attacks in the office automation financial gain.
environment.

Energy The sector has been greatly affected by Professional criminals were the most

ransomware infections over the last
year. It has also suffered data breaches.

significant threat.

Financial sector

The sector has mainly been confronted
with fraud using debit cards sent by
mail. Alimited number of banks have
been affected by successful phishing
attacks. There have been DDoS attacks
but they do not affect the sector
severely.

Professional criminals are the main
threat to the sector because of the
financial gain they are seeking. Other
actors may pose a threat, such as script
kiddies in the case of DDoS attacks, but
who carries out those attacks in not
clear.
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Interests

Ina number of cyber campaigns, the
(trusted) email addresses of suppliers
were misused to misappropriate user
details (phishing) or to infect them with
ransomware.

Poor knowledge of security at suppliers
sometimes leads to reduced resilience.
Large (cloud) suppliers can reduce the
risks provided they have sufficient
knowledge. In the technological field,
more measures will have to be
implemented and more attention
devoted to detection and prevention.

The drinking water supply is of vital
importance to public health and to the
functioning of society. Loss of supply
will resultin social disruption. These
interests are stable.

The energy sector has been greatly
affected by attempted CxO fraud, the
distribution of ransomware and
phishing attacks. In addition, the sector
sees the development of ransomware
forindustrial systems (such as PLCs) as
a (future) threat.

The dependence on suppliers is also
seen as a risk; there is a feeling that this
reduces resilience. A joint policy is being
developed for protecting industrial
systems, such as monitoring and
network segmentation.

Oneinterestin developments in the
field of big data (both within and
outside of the energy sector) is the wide
availability of data for analysis, which
often conflicts with other interests such
as those of the individuals whose data
is being gathered.

Ransomware has been detected; it
does not appear to be specifically
aimed at the financial sector. In
addition, there are many instances of
phishing with the aim of gathering
information.

The possibility of attackers intercepting
SMS messages for transactions is seen
as a vulnerability, just like the possibility
of using overlay apps to intercept users’
data and possibly manipulate it. In
addition, differences in expectations by
organisations and suppliers reduce
resilience. Organisations are
implementing more measures
themselves, such as enhanced
monitoring, greater use of the four-
eyes principle and participating in the
secure email coalition.

The PSD2 directive, where institutions
must share data with third parties
when requested to do so by customers,
is a development that provides
opportunities but the risks inherentin
this are also recognised: itis in the
institution’s interest that the data is
secure with the third party too.
Incidents can reflect badly on the
institutions.
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Sector Manifestations Threats: actors
Flood defences and surface water The sector has dealt with ransomware In addition to professional criminals,
management infections at a number of disgruntled employees also sometimes

organisations, spear phishing based on
the LinkedIn data breach, CxO fraud
and a limited number of data breaches.

pose a threat.

Managed Service Providers Many cases of CxO fraud/invoicing
fraud have been detected over the last
year. In addition to banks, DDoS attacks
on the sector's clients are focusing
more on the retail trade.

Professional criminals are becoming
more sophisticated. This group is the
most prominent because of the
financial gain motive.

Nuclear There has been a discernible increase in
phishing attacks. In addition, the sector
has dealt with ransomware infections
and fake invoices.

State actors, professional criminals and
internal actors are a threat to the sector.

Central government This sector is coping with DDoS attacks, State actors and professional criminals
phishing attacks and ransomware are major threats to central
infections. government. Furthermore, internal
actors form an (often unwitting) threat.
Telecom The telecom sector continues to be The main threats to the sector are

affected by DDoS attacks and CxO
fraud. In addition, power failures have
caused disruption in the provision of
service.

professional criminals, state actors and
an organisation’s own employees or
those of resellers committing fraud.
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Interests

The sector sees a threat from specific
ransomware variants, malware
specifically for embedded devices and
the exploitation of other parties as a
stepping-stone to gain access.

There is strong dependence on other
parties which can limit the ability to
influence resilience. Linking office
automation to process automation is
presenting new challenges. A sectoral
CERT has been set up within the chain.
On a technological front, micro-
segmentation is being used and
measures are being implemented in the
field of asset management and
whitelisting.

Far-reaching digitisation and the need
to communicate more directly with
citizens presents challenges. Links
between process automation and
office automation require proper
measures.

Bank websites are copied to allow
phishing activities to succeed. Tools are
readily available to hacktivists, among
others; these tools have become cheaper
and more easily accessible. Many parties
are capable of mounting DDoS attacks
and a number of parties can mount large
attacks.

The use of consumer services for
business purposes, being manifested in
the form of shadow IT, leads to situations
thatare not supported in the business
community and which do not, therefore,
have the right level of protection. Dealing
with attacks perpetrated using certain
techniques, such as ransomware and
DDoS attacks has, by and large, become
business as usual.

Privacy guidelines ensure customers
devote additional attention to security.

CxO fraud, fake invoices and
ransomware are seen as a threat.

The increasing desire to work remotely
and the use of shadow IT sometimes
results in reduced resilience. Tightening-
up measures, awareness sessions and
network segmentation are being used to
increase resilience.

Given the external security aspectsin
the sector, nuclear security is of vital
importance. IT supports the primary
process.

There are large amounts of CxO fraud
and phishing based on leaked
information. Spear phishing attacks are
mounted based on good profiles.

Patching middleware continues to be a
challenge; just as with appliances,
vulnerabilities here are often invisible.
Https traffic ensures that measures have
to be implemented at endpoints. Privacy
is sometimes a more important
consideration than security. Monitoring is
extensive, which is making previously
unknown problems clear, allowing them
to beresolved.

Dependence on digital tools continues
to grow. Chain dependencies ensure
that third parties mustimplement
security requirements.

In addition to existing tools, the Internet
of Things is seen as a possible tool for
threats. Attacks targeting humans (e.g.
phishing) are seen increasingly
frequently.

Human beings are the greatest
vulnerability, particularly in the case of
phishing and CxO fraud. The way in
which the SS7 protocol has been set up
could endanger the integrity of the
network. Organisations are sharing
knowledge in the cybersecurity field. In
addition, they are cooperating in the area
of exercises.

Over-the-top services depend on the
organisations’ networks.
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Sector Manifestations

Threats: actors

Transport (port, airport, rail) The transport sector has dealt with
incidents where banking details were
changed, possibly after a supplier’s
mail server was hacked. Attackers
masqueraded as organisations and
may have stolen money in this way.
Names and other details of employers
have been exploited to complete
transactions.

Professional criminals are the main
threat to the sector. In addition,
politically motivated activists, state
actors and employees are a threat.

Insurers Asignificantincrease in ransomware,
arriving in (phishing) emails sent by
criminals has been detected over the
last year. The sector is highly
susceptible to data leaks because of its
intensive data-processing nature.
These are primarily caused by the
unwitting actions of users. In addition,
the sector suffered a limited number of
DDosS attacks.

The main actors for insurers are
professional criminals, who have
focused more on financial gain than
destruction over the last year.
Employees commithuman error. In
addition, mistakes by chain partners
and software suppliers form a threat.

The healthcare sector has had to deal
with ransomware infections, social

Healthcare engineering by phone and phishing
emails, and malware infections from
drive-by downloads.

Professional criminals are seen to be
the biggest threat. Internal employees
continue to be animportant group due
to the possibility of them (unwittingly)
leaking information.
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Interests

Over the last year, many (spear)
phishing attacks using data from data
leaked from third parties, attempted
defacements, CxO fraud and
ransomware were detected.

The interwovenness of work and
private life presents problems. In
addition, organisations are heavily
dependent on suppliers for industrial
systems and loT: the state of their
security is unclear. The sector
implements many measures to prevent
incidents, such as working on
combating phishing in the
organisation’s name, preventively
blocking online advertisements and
forming a coalition of suppliers to
improve security.

Privacy guidelines ensure attention to
cybersecurity on the one hand, buton
the other hand they expose the
shortage of resources to resolve the
problem.

Over the last year, insurers have dealt
with cases of fraud, ransomware,
phishing, DDoS attacks and
malvertising.

Shadow IT continues to be a problem
in the insurance sector: individual
employees are acquiring cloud services
to accelerate their own work processes.
Confidentiality is an area for concern
because data ends up outside of the
organisation’s management. Ensuring
cybersecurity in agile work processes is
seen as a challenge.

Within the sector, the use of portals for
information exchange and
communications present a challenge.
The relative balance between customer
ease and security has to be sought
constantly here. Big datais a challenge:
linking information sources delivers
efficient processes, where account has
to be taken of (tightened) privacy
legislation.

More ransomware has been detected
over the last year, both targeted and
random. In addition, phishing is
common, usually based on publicly
available data (e.g. from public
websites or from datasets from the
previous hacking of third parties). Cases
of attempted CxO fraud, based on
known details, have also been
identified.

The human being remains the weak
link. Itis still not easy to determine the
sender of emails which makes
organisations vulnerable. There s little
grip on the security of eHealth systems,
people have to rely on suppliers for
this. There is also major reliance on the
suppliersin the case of cloud services. A
start has been made on Healthcare-
CERT to increase resilience. Some
organisations implement technical
measures such as blocking personal
email to preventinfections by that
route. Joint exercises are held, systems
are set up to share files between
organisations securely.

There is a great deal of cooperation in
the healthcare sector, including with
municipalities recently. Municipalities
have been assigned numerous
healthcare tasks and they request all
kinds of information for this.
Sometimes there is no legal basis for
requesting and processing that
information.

57



NCTV | Cyber Security Assessment Netherlands 2017

Appendix 3 Termsand

abbreviations

o-day See Zero-day vulnerability.
AIVD General Intelligence and Security Service
Attack The CSAN defines a digital attack as a series of actions targeted at information systems, where the

availability, integrity or confidentiality of the information is affected.

Authentication

Authentication means finding out whether the proof of identity of a user, computer or application complies
with the authenticity characteristics agreed in advance.

BGP hijack Border Gateway Protocol is a protocol used by network equipment to tell each other which addresses and
address blocks are available through them. A BGP hijack is an attack technique where internet trafficis
diverted to communicate with neighbouring network equipment by false BGP messages.

Bitcoin A currency, see cryptocurrency.

Bot/Botnet Abotis aninfected computer that can be operated remotely with malicious intent. Abotnet s a collection of
such infected computers that can be operated centrally. Botnets form the infrastructure of many types of
internet crime.

Certificate A certificate is a file that serves as a digital identification of a person or system. It also includes PKI keys used
to encrypt data during transmission. A familiar application of certificates is an https-secured website.

Certificate authority A certificate authority (CA) in a PKI system is an organisation that is trusted to generate, issue and withdraw
certificates.

Cloud A model for system architecture based on the internet where software and storage space is provided as an

online service.

Confidentiality

A quality characteristic of data in the context of information security. Confidentiality can be defined as a
situation in which data may only be accessed by someone with the authorisation to do so. This is
determined by the owner of the data.

Cryptocurrency Anumbrella term for digital currencies whereby cryptographic calculations are used as an authenticity
feature and for transactions. The bitcoin is the most common cryptocurrency.

CxO fraud Atype of fraud wherein a criminal poses as a director (CEO or CFO) of an organisation, specifically focusing
on a financial officer of that organisation, to carry out a rogue transaction outside the procedures.

Cybercrime Form of crime aimed atan IT system or the information processed by this IT system.
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Cybercrime-as-a-service

Cybercrime-as-a-service is a method used in the underground economy in which criminals without
technical knowledge can use the (paid) services of others to commit cybercrime.

Cybercriminal

Actors who commit cybercrime professionally, the main aim of which is monetary gain. The CSAN

differentiates among the following groups of cybercriminals:

+ inastrict sense, those who carry out attacks themselves (or threaten to do so) for monetary gain;

« criminal cyber service providers, those who offer services and tools through which or with which others
can carry out cyber attacks;

« cyberdealers or service providers for stolen information;

« criminals who use cyber attacks for traditional crime.

Cyber researcher An actor who goes in search of vulnerabilities and/or breaks into IT environments in order to expose
weaknesses in the security.

Cybersecurity The state of being free of danger or damage caused by a disruption or failure of IT or through the abuse of IT.
The danger or damage caused by abuse, disruption or failure may comprise a limitation of the availability
and reliability of the IT, violation of the confidentiality of information stored in IT environments or damage
to the integrity of that information.

DANE DNS-based Authentication of Named Entities is a protocol that allows certificates to be tied to domain
names using DNSSEC.

Data breach The intentional or unintentional release of confidential data.

DDoS Distributed Denial of Service is the name of a type of DoS whereby a particular service (for example a
website) is made inaccessible by bombarding it with heavy network traffic from a large number of different
sources.

Defacement Adefacementis the replacement of a web page with a message that it has been hacked, possibly with
additional messages of an activist, idealist or repugnant nature.

DigiD The digital identity of Dutch citizens, used to identify and authenticate themselves on government websites.
It allows government agencies to ascertain whether they are actually dealing with the individual in question.

DKIM DomainKeys Identified Mail is a protocol that allows for the sending mail server to place digital signatures in
legitimate emails. The owner of the sending domain publishes legitimate keys in a DNS record.

DMARC Domain-based Message Authentication, Reporting and Conformance is a protocol used by the owner of a
domain to state what needs to be done with non-authentic emails from their domain. The authenticity of
emails will initially be determined on the basis of SPF and DKIM. The domain owner publishes the desired
policyina DNS record.

DNS The Domain Name System (DNS) links internet domain names to IP addresses and vice versa. For example,
the website ‘www.ncsc.nl’ represents IP address “159.46.193.36".

DNSSEC DNS Security Extensions (DNSSEC) is an extension to DNS with extra authenticity and integrity monitoring.

DoS Denial of Service is the name for a type of attack that makes a particular service (for example a website)
inaccessible to the customary users of that service. Websites are usually attacked by a DDoS attack.

Encryption Encoding information to make it unreadable for unauthorised persons.
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Exploit

Software, data or a series of commands that exploit a hardware or software vulnerability for the purpose of
creating undesired functions and/or behaviour.

Exploit kit

Atool used by an actor to set up an attack by choosing from ready-made exploits, in combination with
desired effects and method of infection.

Hacker/Hacking

The most conventional definition for a hacker (and the one used in this document) is someone who
attempts to break into computer systems with malicious intent. Originally, the term ‘hacker’ was used to
denote someone using technology (including software) in unconventional ways, usually with the objective
of circumventing limitations or achieving unexpected effects.

Hacktivist

Contraction of the words hacker and activist: individuals or groups who mount activist digital attacks
motivated by a certain ideology.

ICANN

The Internet Corporation for Assigned Names and Numbers (ICANN) is an organisation that is responsible
for coordinating the maintenance and procedures of several databases related to the namespaces of the
internet.

ICS

Industrial Control Systems (ICS) are measurement and control systems used, for example, to control
industrial processes or building management systems. ICSs collect and process measurement and control
signals from sensors in physical systems and control the corresponding machines or devices.

Identify theft

The abuse of someone else's identity data to commit fraud.

Incident

Anincidentis an IT disruption that limits or eliminates the expected availability of services, and/or the
unauthorised publication, acquisition and/or modification of information.

Information security

The process of establishing the required quality of information (systems) in terms of confidentiality,
availability, integrity, irrefutability and verifiability, as well as implementing, maintaining and monitoring a
coherent set of corresponding security measures (physical, organisational and logical).

Integrity

A quality characteristic for data, an object or service in the context of (information) security. This is
synonymous with reliability. Reliable data is correct (legitimacy), complete (not too much and not too little),
prompt (on time) and authorised (edited by a person who is authorised to do so).

Internal actor

Anindividual or a group in an organisation causing cybersecurity incidents from within.

loT The phenomenon in which the internetis not only used to grant users access to websites, email and the like,
but also to connect devices that use the internet for functional communication.

IP The Internet Protocol (IP) handles the addressing of data packages so that they arrive at their intended
destination.

ISAC An Information Sharing and Analysis Centre (ISAC) is an alliance between organisations to facilitate the
exchange of (threat-related) information and joint resistance. The NCSC facilitates several ISACs for
organisations in the critical infrastructure in the Netherlands.

Malvertising The spreading of malware by offering it to an advertising broker, for the purpose of infecting large groups of
users via legitimate websites.

Malware Contraction of malicious software. Malware is currently used as a generic term for viruses, worms and

Trojans, amongst other things.
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MIVD Military Intelligence and Security Service

NCTV National Coordinator for Security and Counterterrorism

NDN The National Detection Network (NDN) is a platform for the mutual exchange of indicators of exploitation
by member organisations. Members can use these indicators to identify threats on their own networks.

NHTCU National High Tech Crime Unit (Dutch National Police).

Patch A patch may comprise repair software or contain changes that are directly implemented in a program with
the purpose of repairing or improvingiit.

Phishing An umbrella term for digital activities with the object of tricking people into giving up their personal data.
This personal data can be used for criminal activities such as credit card fraud and identity theft.

PKI A Public Key Infrastructure (PKI) is a set of organisational and technical resources with which one can
process a number of operations in a reliable manner, such as encrypting and signing information and
establishing the identity of another party.

Ransomware Type of malware that blocks systems and/or the information they contain and only makes them accessible
again against payment of a ransom.

RAT A Remote Access Tool (sometimes referred to as a Remote Access Trojan) is used to gain access to the
target's computer in order to control it remotely.

Resilience The ability of people, organisations or societies to resist negative influences on the availability,

confidentiality and/or integrity of (information) systems and digital information.

Responsible disclosure

Practice of responsibly reporting any security leaks found. Responsible disclosure is based on agreements
that usually mean that a reporter will not share his or her discovery with third parties until the leak has been
repaired, and the affected party will not take legal action against the reporter.

Scriptkiddie Actor with limited knowledge who draws on tools which have been devised and developed by others, for
cyber attacks motivated by mischief.
SIDN Foundation for Internet Domain Registration in the Netherlands

Spear phishing

Spear phishing is a version of phishing that is directed against one person, or a very specific group of
persons, deliberately targeted for their position of access in order to achieve as big an effect as possible
without being noticed.

SPF

Sender Policy Framework is a protocol used by the owner of a domain name to indicate which servers are
allowed to send legitimate emails on behalf of his or her domain. The owner of the domain name publishes
the list of authorised serversin a DNS record.

SQL injection

A method of attack used by an attacker to influence communication between an application and the
underlying database, with the main objective of manipulating or stealing data from the database.

STARTTLS STARTTLS is a method of adding TLS encryption to an existing network protocol while retaining backward
compatibility.
State actor A state actor acts on behalf of a national government.
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SWIFT

The Society for Worldwide Interbank Financial Telecommunication is an organisation that facilitates
international payment transactions.

Terrorist

Actor with ideological motives who endeavours to realise social change, to spread fear among (groups of)
the population or to influence political decision-making processes by using violence against people or by
causing disruptive damage.

Threats

The Cyber Security Assessment Netherlands defines purpose and threat as follows:

« The higher purpose (intention) may be strengthening an organisation's competitive position;
political/national gain, social disruption or threatening a person's life.

« Inthe Assessment, threats are categorised as follows: digital espionage, digital sabotage, publication of
confidential data, digital disruption, cybercrime and indirect disruptions.

TLS

Transport Layer Security is a protocol for the purpose of setting up a secure connection between two
computer systems. TLS forms the basis of the https protocol.

Tool

Atechnology or computer program used by an attacker to exploit or increase existing vulnerabilities.

Two factor authentication

A method of authentication requiring two independent proofs of an identity.

UsB Universal Serial Bus (USB) is a specification of a standard for the communication between a device
(generally a computer) and a peripheral.

USB stick Portable storage medium which is connected to a computer via a USB port.

Vulnerability Characteristic of a society, organisation or (parts of an) information system that allows an attacker to hinder
and influence the legitimate access to information or functionality, or to access it without the proper
authorisation.

Watering hole Awatering hole attack is aimed at a location where many intended victims gather. The attacker spreads his

or her exploit or malware via a website that they regularly visit by exploiting a vulnerability in this website or
a CMS onwhich the website is based.

Web application

The entirety of software, databases and systems involved in the proper functioning of a website. The
website is the visible part.

Zero-day vulnerability

Azero-day vulnerability is a vulnerability for which no patch is available yet because the developer of the
vulnerable software has not yet had time to make a patch.
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