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Advertising networks have not yet shown the ability to 
cope with malvertising
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3	 Threats: Tools

Actors continue to expand the effectiveness of existing tools. For instance, 

makers of ransomware are continually increasing the pressure they put on 

victims. Malware and communications by malware can be hidden better and 

better. The amount of new malware for mobile platforms is also increasing. 

Actors try to infect trusted sources and advertising networks in order to be able 

to spread malware. The development of ready-made resources and cybercrime-

as-a-service is continuing. 

When carrying out digital attacks, actors make use of tools to 
exploit or enhance vulnerabilities. This chapter discusses these 
tools and the methods used.

Malware

Ransomware remains a major problem
In the CSAN 2015, ransomware was already referred to as a growing 
problem. The further development and dissemination of 
ransomware is continuing. New variants of ransomware appear 
frequently and the proceeds that criminals are able to generate are 
high. In almost all cases, all of the victim's files are encrypted and 
thus made inaccessible. Only if the victim pays is the encryption 
undone. In exceptional cases, the victims get lucky. Sometimes, 
the key can be retrieved by an implementation error in the 
encryption or by rounding up the infrastructure of the cryptoware. 
Then the files can be decrypted free of charge. In the Netherlands, 
too, developers of cryptoware have proven to be active. For 
example, two Dutch citizens were arrested who were suspected of 
making and distributing the Coinvault cryptoware.181 

Figure 1  Reports of ransomware in the Netherlands182
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Ransomware is affecting an increasing number of platforms that 
had previously not been bothered by it. For example, Mac OS X, is 
now affected by the KeRanger ransomware.183 As more everyday 
devices become equipped with processors and connectivity, the 
risk of a ransomware infection for such devices is increasing. For 
instance, the number of ransomware infections on Android is also 
increasing.184 Symantec has conducted a proof-of-concept with 
ransomware that could infect a smart-watch via a smart-phone to 
which it was connected. 185 There is now also a proof-of-concept of 
ransomware that can infect smart TVs.186 

Ransomware is not only used against end-users' systems but also 
directly against servers. This is done by exploiting vulnerabilities 
on those servers.187 In this way, the server itself can be taken 
hostage. The server can also be used to gain a foothold within the 
network of an organisation. From there, further action can be 
taken.188 In this way, the attacker can explore which (network) disks 
or files are the most valuable. These can later be encrypted. Then, 
the highest possible ransom can be demanded.189 

As in previous years, in the past year, ransomware was found that 
encrypted backup files,190 network drives and databases. Criminals 
also threatened to publish personal data if they were not paid.191 It 
is unclear whether this actually happened.

Spreading malware by infecting trusted sources
If mobile device users install software solely from legitimate 
sources, such as the Apple, Google and Microsoft app stores, they 
run a lower risk of a virus or malware infection. Although checks 
are carried out, app stores are not free from malware. Actors try to 
spread malware by using the trust that users have in these 
channels.

A watering hole attack is an example of such a strategy. There are 
several methods to infect legitimate software with malware. First 
of all, the software vendor's website can be compromised. The 
malware is processed into the software offered on the website and 
then downloaded by users. Examples are the websites of Linux 
Mint192 and Transmission193. Both were compromised and the 
software was distributed with malware. In some cases the software 
was also digitally signed with stolen secret key material. This 
enables the software to be trusted by the operating system.194 

Another method is to infect development environments 
(integrated development environments, IDE) and compilers, which 
are used to make programs and apps to convert program code into 
system instructions. In China, infected copies of the Apple Xcode 
IDE have been disseminated. This version is known as XcodeGhost. 
All of the legitimate apps developed with this automatically had 
malware included. Thus, they could end up infected in the Apple 
App Store.195 Ultimately, this affected dozens of apps that were used 
by a total of hundreds of millions of people worldwide.196 More 
than 36,000 Dutch people are said to have been affected by one of 
the bogus apps.197 

Finally, it is also possible that new equipment already has malware 
installed. This is a phenomenon that has been going on for many 
years and still occurs.198 The infection can even occur at the 
manufacturer itself, or be caused by resellers who purposefully 
supply equipment with malware. This development was 
particularly visible in Android telephones and tablets from 
China.199 Replica products, in particular, have an increased risk of 
malware infection.

The amount of malware for mobile platforms is 
increasing
Mobile devices, such as smart phones and tablets, are taking an 
ever more central position in the daily lives of users. They are being 
used for an increasing number of (financial) activities. Many 
manufacturers of mobile devices often provide updates for only a 
limited period. This makes large groups of users vulnerable to 
newly found vulnerabilities.  

Figure 2  Ransomware infections reported  
to the NCSC
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AV-Test's figures show that the number of new Android malware 
samples more than tripled in the period from January 2015 to 
March 2016. Also, the share of new Android malware within the 
total of new malware has more than tripled and now comes to 6.8 
percent. This shows that the mobile platforms are an increasingly 
attractive target for malware. The growth of the number of unique 
malware samples for all platforms, including mobile platforms, 
fluctuated greatly in 2015. For example, a strong growth in the 
number of unique malware samples could be seen in the second 
quarter of 2015.

For the time being, it seems that infection of mobile devices mainly 
takes place via bogus apps in the alternative app stores, infection 
of jailbroken devices and infection of development environments 
(such as XcodeGhost). It is not known how most infections take 
place. A cause of infection can also lie within the relational sphere. 
An acquaintance then installs spyware on the device of someone 
he/she knows.200 

Although the amount of malware for iOS is relatively 
low, it is growing steadily
iOS systems remain generally resistant to malware, but the number 
of attack vectors used and the amount of malware targeting these 
systems is increasing201 The biggest risk is when an iOS device is 
jailbroken by the user. As a result, apps from an untrusted source 
are allowed. Also, non-jailbroken iOS devices have, in the past, 
proved vulnerable. This development is continuing.

Earlier in this chapter, the use of a compromised version of Xcode 
was discussed. The apps developed with this had malware included 
that ultimately ended up in the Apple App Store. Another case 
involving malware that came with iOS apps was an ad-library that 
was used in many iOS apps. This made it possible to obtain 
sensitive information from the iOS device.202 

In addition, there is misuse of the possibility for companies to 
install applications outside of the Apple App Store on iOS devices 
(enterprise provisioning). These apps are often signed with stolen 
digital certificates or certificates from less reliable developers. For 
infection, it is necessary that the user agrees with the installation 
of the application and connects the iOS device to a computer.

Another method used is the seducing of users to install a profile for 
mobile device management on an iOS system. Such a profile makes 
it possible to control iOS devices remotely within business 
environments. Attackers who manage to have the user install such 
a profile, can redirect network traffic to a system that is controlled 
by the attacker. The attacker can then install applications 
remotely.203 

A new development is that malware can actively use vulnerabilities 
in iOS to install itself without an explicit user action on the iOS 
device being required. One example is the AceDeceiver malware. 
This still, by the way, requires a USB connection to an infected 
computer in order for the iOS device to be infected.204 

With Android malware, the use of overlays is a more common 
means of stealing login information from users.205 Users think they 
are using a legitimate app, but the malware steals the user's screen 
input.
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Tools

Exploit kits continue to be developed
There are software developers who offer ready-to-use and user-
friendly exploit kits to infect users with malware, such as the 
Angler exploit kit. Another well-known exploit kit is BlackEnergy. 
This is associated with disruptions at Ukrainian power plants.206 
There are not only exploit kits for regular computers, but also for 
devices such as routers.207 Exploits for exploiting vulnerabilities can 
also be included with the exploit kit, but new exploits can also be 
purchased from a third party. 86 percent of the exploits that are 
used in exploit kits take advantage of a vulnerability in Flash 
Player.208 

Exploits for vulnerabilities are traded on the internet, both on 
underground forums209 and by commercial companies.210 In 
particular, so-called zero-day vulnerabilities, vulnerabilities of 
which the public still is not aware, are traded for large amounts.

The number of published zero-day vulnerabilities rose sharply in 
2015.211 There is no clear explanation for this. When abuse of 
zero-days is detected and becomes known, an update generally 
becomes available. Of the 54 known zero-days in 2015, four 
Android, ten Adobe Flash Player, six Microsoft Windows, two 
Internet Explorer, two Microsoft Office and ten software for 
industrial control systems were affected. The other zero-days were 
for other software.212 

Figure 5  Share of various exploit kits in 2015 Figure 6  Total number of known zero-day exploits 
per year
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In addition to the above-named parties, there are parties that focus 
on the development of ransomware or a banking trojan to con 
money from victims. Other well-known alternatives are RATs. 
These allow for, among other things, information from the victim's 
system to be stolen.

The number of published exploits per quarter remained constant, 
after a strong decline in 2012. However, an upward trend is again 
observable in 2015.

Remote Access Tools continue to be a popular tool for 
cybercrime
RATs remain a popular tool because of their wide applicability to 
enable different types of crime. Because an attacker takes over 
virtually all features a normal user also has available on the system, 
there are many attack possibilities. The development of RATs is 
continuing. For example, there are RATs that work on various 
operating systems without having to be adjusted.213 A RAT can be 
purchased on underground market places starting for as little as 
$5.214 RATs have, in the past year, once again proven to be an 
accessible and versatile tool for actors.

Figure 7  Number of published exploits per quarter
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Denial-of-Service attacks

Attackers continue to discover new amplification 
methods
Attackers continue to discover new methods to make a DDoS attack 
as effective as possible by increasing the amount of data sent to the 
victim. The main method here is amplification. With this, attackers 
send out a small request to a service, with a forged sender address 
that is the same as the address of the victim. This is followed by a 
large-scale answer. The required level of knowledge and skills for 
an attacker is limited because of the number of accessible websites 
(booter services) that offer DDoS-as-a-service.215 This trend from 
the previous CSAN is continuing.  

During the past year, as well, attackers have continued to search for 
new forms of amplification. Amplification attacks have been 
observed by abuse of NetBIOS, RPC, Sentinel216, RPC Portmapper217, 
DNSSEC219, TFTP219, Bittorrent220en RIPv1221. This shows that very 
different network services and associated protocols are susceptible 
to abuse. This includes services for file transfer, domain names and 
routing. Many of the abused protocols are not new. Attackers have 
found, in these old protocols, previously unknown possibilities to 
exploit them for amplification attacks.

Devices connected to the internet, such as routers, IP cameras, 
network hard drives and network printers are also misused to carry 
out DDoS attacks.222 These devices are often taken over because the 
management system is accessible via the internet and lacks a 
strong password. At the same time, simply the fact that a service is 
available on such a device via the internet can be exploited to carry 
out an attack. With the increase of the number of (unmanaged) 
devices connected to the internet, this problem is likely to 
increase.

Size, volume and duration of DDoS attacks are again 
breaking records
From reports of DDoS attacks worldwide, it appears that records 
have been broken again. The largest reported attacks involved 500 
gigabits per second.223 Attacks of this magnitude, however, remain 
exceptional. In addition to the extent of the attack, as expressed in 
gigabits per second, and the duration of the attack, it is the volume 
- the number of packets that is sent per second - that is relevant to 
the impact of the attack.224 Processing large numbers of packets 
sometimes has a greater impact on routers and other network 
devices than the processing of an attack that is large in size and for 
which much bandwidth is required. Attacks with many packets per 
second require more memory in networking equipment. As a 
result, other connections are not set up or set up with a delay. The 
volume of DDoS attacks is expressed in millions of packets per 
second.  

Figure 8  Size of DDoS attacks 
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Figures from the National Anti-DDoS Wash (NaWas) of the National 
Management Organisation of Internet Providers (NBIP) show that, 
with respect to the size of the attacks on the parties affiliated with 
them, the relative distribution has basically remained the same. 
The 1-10 Gbps range continues to represent the majority. Attacks of 
more than 20 Gbps remain an exception.

Most attacks on participants in the NaWas remain short-lived, less 
than fifteen minutes. In about 10 percent of the cases, the attacks 
last more than an hour. With respect to the volume of attacks on 
participants in the NaWas, no data is available.

Obfuscation: hiding criminal activity

Malware can be hidden increasingly better
Attackers who want to use malware to steal information from the 
victim's system, have an interest in concealing this malware. This 
also applies to erasing all traces if the malware is, nonetheless, 
detected. Various techniques are used to achieve this goal.

The USBthief malware works only from the USB stick it was 
originally placed on. This malware leaves no traces on the 

compromised system.225 The malware is encrypted with the 
hardwareID and disk properties of the USB stick. Because of this, it 
is, in principle, not readable without this USB stick. The file names 
of the malware files are also unique per USB stick. This complicates 
both detection and investigation by investigators.

The Cherry Picker malware, specifically designed for POS systems, 
is equipped with specific cleaner operations. That makes it possible 
to erase all traces of the malware once the purpose of the malware 
- collecting card information - is achieved.226 In addition to this 
subtle approach, there is also malware that chooses, upon 
detection, to delete the entire hard drive and thereby erase all 
traces.227 An alternative strategy is used by the creators of the Duqu 
2.0 malware. Here, detection and leaving traces is prevented by 
having the malware be exclusively present in the working memory 
of the system and not having it make any changes to the system.228 

Common firmware is an interesting target for attacks, such as the 
firmware of routers. Targeted attacks on firmware of (peripheral) 
equipment now seem to be used mainly by sophisticated criminal 
parties and state actors. It is important for the attacker here that 
the infection is not detected and remains intact after a 
reinstallation. Moreover, it is quite conceivable that this 
technology will also become available to other groups.229 

Figure 9  Duration of DDoS attacks 
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Abuse of bona fide services remains popular
In the previous CSAN, abuse of services such as Dropbox, Pinterest 
and Google Docs for malicious purposes had already been brought 
to attention. The abuse of these services is attractive, because 
traffic to and from the services is often sent encrypted by default. 
Also, communication with the services is not in itself suspicious. 
Companies and organisations often do not block this traffic in 
advance.

This was also observed during the past period. Advanced criminal 
parties appear to use this technique. For instance, HAMERTOSS, 
the back door of a group that is called APT29, uses Twitter to mimic 
legitimate traffic and command-and-control (C2) to control the 
malware.231 Also, Twitter Direct Messages can be used to control 
systems infected with malware.232 Two Android malware families 
(OpFake and Marry) used Facebook as C2 infrastructure.233 In 
addition, the alleged Chinese group admin@338 used Dropbox 
accounts as C2 infrastructure234 and the Dridex malware exploited 
Pastebin for the storage of bogus VBScript that it uses in the attack 
process.235 

The use of bona fide services offers attackers the advantage that 
users communicate with a trusted domain name. For instance, 
phishing attacks were carried out on Google accounts via Google 
Drive. That happened by copying a Google login page onto a 
Google Drive page.236  This way, victims communicated with a real 

Google address (googledrive.com) and did not suspect any 
phishing. Also, technical measures can be circumvented in this 
way. For instance, a researcher circumvented restrictions in the 
Noscript Firefox extension by hosting the attack code in the Google 
Cloud. The googleapis.com domain is white-listed by default in this 
extension.237 

Moreover, attackers also misuse well-known certificate authorities 
to legitimately obtain a certificate for their bogus services, for 
example for a phishing website.238 239 For instance, certificates from 
the Let's Encrypt initiative, which aim to secure as many data 
connections as possible, can even be used to secure a phishing 
website.240 

Finally, the TURLA group makes clandestine use of satellite 
communications in order to mask the location of C2 servers and to 
exfiltrate data. A great deal of satellite communication is sent 
unencrypted and may be received in a very large area. This allows a 
malicious person to hitch a ride on this signal so as to receive data 
without it being possible to establish the precise location of the 
malicious receiver. This makes it very hard to map out the C2 
infrastructure and to find the perpetrators.241 

Investigation services argue that the current special investigative 
powers, such as the interception and recording of 
communications, are barely effective anymore through 
encryption. For that reason, the Computer Crime III bill provides 
for the granting of the power to remotely infiltrate automated 
works under certain conditions, if a crime is committed.

Attack vectors

Malvertising remains a threat to internet users
Criminals continue to use malicious ads (malvertising) to infect 
internet users with malware. Many websites use advertising 
networks as agents for bringing together supply and demand of 
advertisers and websites, as well as the actual display of the ad. Due 
to the wide range of these advertising networks, they form an 
interesting channel for criminals to spread malware. Users with 
non-updated software are especially targeted.

Advertising networks have often been affected by malicious 
advertisements. As a result, websites with a global audience send 
malware to their visitors.242 Together, these websites have more 
than two billion visitors per month and provide a large attack 
surface. Popular Dutch websites are also affected.243 

Malware infections of firmware

Firmware is software that is loaded into the memory of specific 
hardware and drives it directly, similar to an operating system for 
computers. This equipment, the hardware and the firmware 
loaded onto it, are closely connected with each other. One 
example is firmware for hard drives that actually takes over the 
saving of data onto the magnetic disk. Other examples include 
firmware for video cards, smart phones, smart watches, smart 
TVs, routers, IP cameras and mice. In the past, firmware could 
often only be loaded once by the manufacturer during production. 
Nowadays, it is often possible to update firmware at a later 
moment. Equipment now has increasingly more powerful 
processors and large amounts of memory, making it more 
possible for (parts of) full-fledged operating systems, Linux in 
particular, to be used as a basis for the firmware. This blurs the 
distinction between operating system and firmware and known 
vulnerabilities in the operating system can also affect many other 
types of devices, as well as computers. In this way, malware that 
was originally written for ordinary computers can also infect those 
other types of devices. The user often does not expect this. This 
could include, for example, cars230 or industrial systems.
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Via real-time-bidding advertising networks, ads are shown to 
specific users (groups).244 This method was also used during the 
previous reporting period. Additional techniques were deployed, 
such as fingerprinting.245 With fingerprinting, the system of the 
possible victim is identified first. Malware (or a specific form 
thereof ) is offered only after an assessment. In this way, malware is 
only offered to vulnerable systems. In addition, for example, 
malware is only supplied to computers with an IP address of an 
internet service provider for consumers. Also, the network packets 
can be used to determine which operating system the possible 
victim uses.246

All of these techniques together make it more cost efficient for the 
attackers to carry out such a campaign. In addition, it is becoming 
more difficult for researchers and advertising networks to trace 
current malware campaigns. For example, the malware is not 
offered to Linux machines and decoy systems, so-called honeypots.

Protection against malvertising is not easy. Spreading malware via 
the ads is possible because ads are purchased by large websites 
from advertising networks. These networks sell the ad space on a 
real-time basis and, because of the design of the advertising 
system, cannot check the ads for malware. When malware finds its 
way into the ads, systems that are not fully updated can be infected. 
Keeping systems up to date is, therefore, one method of combating 
infection by malvertising. Another measure is to use adblockers. 
This software blocks the ads as a whole. This has other 
disadvantages: ads are no longer shown to users, which affects the 
revenue model of websites.

JavaScript used for malicious purposes
Popular Javascript libraries offer a lot of potential for attackers. All 
modern and popular web browsers support JavaScript. This creates 
a large attack surface with many users. At the same time, it is a 
powerful tool to add rich functionalities to websites. Simply 
turning off JavaScript support is, therefore, no solution.

Cloudflare described an example where Javascript libraries247 and 
JavaScript in advertising networks248 were used for implementing 
DDoS attacks. The past period, we see that JavaScript can be used 
for malicious purposes in several other ways. For instance, 
criminals tried to infect users' systems through JavaScript e-mail 
attachments.249 On Github, a fully JavaScript-based bot appeared 
that can be controlled via Twitter.250 In addition, it turns out that 
criminals also use JavaScript as droppers.251 JavaScript is also used 
to find the identity of Chinese Tor and VPN users.252 It is also used to 
attack the router of users and, for example, to change the DNS 
settings. As a result, traffic is intercepted and victims are sent 
towards phishing sites.253

Use of stolen key material
One objective of digital certificates is to help the end user verify the 
authenticity of a source or service. When a service uses a trusted 
certificate in the correct manner, the application does not give any 
warnings to the end user: after all, the connection is trusted. If the 
certificate for the website is correct and has been issued by a 
trusted authority, it is more likely to create confidence in users, 
such as a green address bar in the browser.

Criminals try to exploit this trust in certificates by making their 
malicious activities look extremely trustworthy. In some cases, the 
criminals make use of stolen key material for the digital signing of 
malware, for example.254 255 256 Allegedly, criminals sell such keys on 
the dark web for prices between 600 and 900 dollars.258 

Increase in misuse of open sources and social media
In the past reporting period, open information was misused more 
often. This involves information from previous incidents and 
doxing. This was the case, for example, when the data of 1,400 
American soldiers and officials was placed online.258  

Criminals are not only interested in information on social media. 
They also want to exploit these media. For instance, the Moose 
worm focused on home routers and other routers to break into 
communication with social networks. In this way, likes, views and 
followers are generated for accounts on these networks.259  
There is, possibly, money to be earned in this way.

Phishing and spear phishing remain popular
Phishing campaigns remain a popular tool for stealing data of 
victims or infecting systems with malware. Phishing and spear 
phishing e-mails are getting better and better and ever more 
convincing. For instance, they use stolen name and address 
information to send personalised phishing e-mails.  For receivers, 
phishing e-mail is often no longer distinguishable from legitimate 
e-mail from an organisation. The names and logos of many 
well-known large Dutch companies are exploited to mislead 
users.260 For receivers, phishing e-mail is often no longer 
distinguishable from legitimate e-mail from an organisation. The 
names and logos of many well-known large Dutch companies are 
exploited to mislead users.261 Also, in terms of tone, there is a 
similarity with the general communication of the relevant 
company in the given period.262 In some cases, the communication 
style of the company during the presentation of quarterly results 
was analysed by criminals and copied to produce the most realistic 
phishing e-mail. The moment of the presentation of these figures 
was, moreover, seized by the criminals to carry out their phishing 
campaign.



46

ncsc | Cyber Security Assessment Netherlands

46

Conclusion and looking ahead

Ransomware continues to develop and remains an interesting tool 
for financial gain. Also, it is becoming more and more focused. For 
instance, there is filtering of the operating system users work with, 
as well as their location, IP address and software versions. In this 
way, actors also try to avoid detection by information security 
researchers.

The amount of malware on mobile devices is increasing sharply. It 
is expected that this trend will continue. Mobile devices are 
becoming increasingly important in everyday life and are used to 
carry out an increasing number of financial and other activities. 
This makes them increasingly interesting targets. Other everyday 
devices may, in future, also serve as attack vectors for, for example, 
ransomware.

Actors try to infect trusted software sources, such as app stores. 
This allows them to spread malware or to gain unauthorised access 
to the system that has been affected by it. The integrity of the entire 
product chain needs to be monitored in order to preserve the 
integrity of software and products and to prevent infections. 

Malware can be hidden increasingly better and is now offered in a 
more focused manner in order to prevent (early) detection and 
keep a foothold in the system. As a result, actors remain under the 
radar as much as possible. The investments to exploit 

vulnerabilities in, for example, the firmware of peripheral and 
other equipment currently still seem high. As a result, it is not 
likely that there is large-scale exploitation. However, it does 
provide opportunities for highly targeted attacks against valuable 
targets.

Malvertising through advertising networks remains an effective 
method for disseminating malware using exploit kits. In the past 
period, this also affected popular Dutch websites. Because the 
method is so attractive to attackers, it is expected that this method 
of attack will continue to be used in the future.

New amplification methods will continue to further increase the 
effectiveness of DDoS attacks. In view of the large number of 
services and protocols to be exploited, it is expected that this trend 
will also continue in the future. The threshold for performing 
DDoS attacks remains low, so that, for example, young people use 
them against schools.

Finally, JavaScript continues to be used for malicious purposes. For 
it is supported by all modern and common browsers and, 
moreover, runs on the user's system. JavaScript thus offers the 
possibility to use the user's system directly for, for example, a DDoS 
attack. It also offers the opportunity to explore the user's system 
before any real malicious code is sent. It is expected that the 
number of methods for which JavaScript can be employed for 
malicious purposes will increase.
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Security awareness among users 
cannot keep up with the development  
of social engineering
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4	� Resilience:  
Vulnerabilities

Vulnerabilities in software represent the Achilles' heel of digital security. 

Keeping all systems up to date is a challenge for both organisations and home 

users. At the same time, IT applications continue to grow and software vulnera-

bilities have an impact on the physical safety of users and public spaces, for 

example with vulnerabilities in the software in cars.

A vulnerability is a property of IT, an organisation or a user that can 
be abused by actors to achieve their goals or which can lead to a 
disruption through a natural or technical event. This chapter deals 
with the developments in the field of vulnerabilities.

Organisational developments

Lack of accountability of the chain makes IT vulnerable
The software industry seems to be developing more and more like 
an assembly industry263 with, as a result, much re-use of existing 
components. Just as in the chain of aircraft construction, for 
example, it is desirable to have a number of things that can be 
precisely verified: where a part comes from, whether it is an 
original part (without modifications), where the part is used and 
what the state of repair is.

During the reporting period, there have been several incidents 
where this chain appeared vulnerable. A change in the NPM 
JavaScript Library (which is used by many web applications) deleted 
functionality that many of these applications were dependent on. 
This led those applications to suddenly stop working.264 

In August 2015, vulnerabilities were discovered in pre-installed 
software on Lenovo products.265 Lenovo made use of custom 
firmware which provided a clean Windows installation with 
Lenovo tools. After the discovery of a vulnerability, Lenovo decided 
to remove this mechanism. D-Link, a Taiwanese manufacturer, 
accidentally leaked a code-signing key online. This enabled 

malicious persons to provide software with a legitimate D-Link 
signature.266 

It was also revealed that custom firmware with a back door for a 
number of Cisco routers was in circulation.267 Juniper also announ-
ced that an internal audit revealed two serious problems in 
ScreenOS. These problems were said to have been introduced by an 
"unauthorised code" in ScreenOS which the company was not 
aware of 268 Network equipment from these manufacturers is used 
almost everywhere in the world; attackers, therefore, have the 
potential to cause a great deal of damage.

Security is not a core competence of software 
developers
Senior secondary vocational education courses and higher 
education degree programmes in software development pay little 
attention to software security.269 Network security and platform 
security are mature professional competences; IT specialists who 
are trained to become software developers are assumed to have a 
basic knowledge of these forms of security. Software security, on 
the other hand, remains a subject confined to university education, 
specific programmes or electives that are taken only by IT students 
if they are interested in it.

Because this is a global phenomenon, there is no generally 
accepted standard that motivates developers to pay attention to it. 
Development organisations concentrate primarily on functionality 
and speed. This impasse means that software, upon completion, 
contains many vulnerabilities that can only be detected and 
remedied after the fact.
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Connectivity of industrial control systems is increasing
Industrial control systems (ICS)270 are more often connected to IT 
networks and thus (directly or indirectly) to the internet. IT 
networks, however, often have a different, usually lower, 
confidence level with associated security measures than the level 
that has been set for the linked ICS. This can lead to situations in 
which these systems are vulnerable to attacks.

Keeping all devices and software it up to date is a 
challenge
Many data breaches at companies are possible due to vulnerabili-
ties that have been known for more than a year but have not yet 
been remedied by the affected organisation.271 Many organisations, 
therefore, invest in a proper update policy, although some are still 
lagging behind. To update software on workstation PCs and 
servers, developers of operating systems now offer an increasing 
number of possibilities.272 273   

Many organisations use legacy systems, outdated systems for 
which no updates are issued. It is not always possible to modernise 
these systems or to set up a separate network for them. As a result, 
they remain vulnerable.274 Devices other than computers are also 
not always equipped with a simple update mechanism. 
Organisations which allow employees, through a bring-your-own-
device policy, to use their own smart phones and tablets to access 
corporate networks and information, cannot check whether users 
install updates on those (personal) devices. This complicates the 
control of vulnerabilities.

Vulnerability to advanced threats is unknown
During investigations, it has been established by the intelligence 
services that the protection measures of many companies consist 
solely of the use of commercial anti-virus products. Many compa-
nies do not realise that attacks by sophisticated threats, such as 
state actors, go beyond the efforts of already known malware. 
These state actors commit frequent attacks in which they do not 
use files that are malicious in themselves,275 but, through scans, 
these actors find vulnerabilities in systems which are then 
exploited.

Another trend is that foreign actors are increasingly focusing on 
social networks or the home environment of their targets. Where 
they previously used conventional methods for, for example, 
eavesdropping and tracking, now foreign actors are more focused 
on targeting digital tools. In recent years, there have been 
investments in detection within government and corporate 

networks, for example with the National Detection Network 
(NDN). Intelligence services have observed that, partly because of 
this, attackers have started focussing on networks that are less 
well-protected, such as home environments. In particular, the 
infection of mobile devices is popular; this provides access to 
various applications, but the phone itself can also act as a remote 
controllable microphone or camera. In intergovernmental 
organisations, several senior officials have been victims of such 
infections.276 

High-publicity vulnerabilities are commonplace
The previously identified trend of publicity campaigns surrounding 
technical vulnerabilities277 is continuing.278 Researchers establish a 
balance between creating sufficient awareness of a serious 
vulnerability, on the one hand, and the danger of exaggerating an 
everyday vulnerability, on the other hand.

The exaggeration of vulnerabilities can lead to the "Cry Wolf" 
effect.279 Due to excess empty warnings, the attention can wane and 
one is no longer alert when something serious is going on. Badlock 
(see box) seems to have brought this risk to the attention of a 
broader public. The annoyance that has arisen from this may 
possibly be a reason to reconsider the marketing strategy that 
some security researchers apply.

Badlock turns out not to be too bad

On 23 March 2016, the Badlock vulnerability was announced prior 
to publication on April 12.280 The vulnerability was given a name, 
logo and website, but still no details were presented on the nature 
and severity of the vulnerability. It was only mentioned that the 
vulnerability was in SMB, a protocol to, among other things, share 
files over a local network that was used in Microsoft Windows and 
the open source software Samba.

System administrators took into account a serious vulnerability 
that had to be patched immediately at the time of publication.281 
After the details had been made known and updates had been 
published, security researchers were surprised: there was criticism 
on the hype that was created and the vulnerability was renamed 
Sadlock.282 Although it was recognised that it was still a vulnerabi-
lity that had to be taken seriously,283 experts denounced the 
unnecessary deployment of manpower and the attention that this 
diverted from other, more serious vulnerabilities.284 
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Developments on the users' side

Mobile devices are often not provided with the latest 
updates
The market for smart phones and tablets is extremely innovative 
and competitive. Manufacturers therefore sometimes release new 
models several times a year, in order to stay ahead. This leads to a 
large number of different devices which, depending on when they 
were released, run on different versions of operating systems.

Because of the short period during which these devices are 
supplied by manufacturers, two years is the norm, many manufac-
turers quickly stop publishing updates for a particular older unit. 
Users of old devices can, therefore, no longer install updates. 
Software vulnerabilities are not repaired on those devices.

At the same time, there is a shift in internet use visible among 
home users. Originally, the PC or laptop was the preferred device in 
a household to use for internet access, but that role has now been 
taken over by tablets, smart phones and smart TVs.285 The impor-
tance of keeping these other devices up to date is now, therefore, 
even greater.

Awareness of users cannot keep up with the 
development of social engineering
Cybercriminals continue to improve their efforts to persuade users 
to perform actions. Users fall for phishing e-mails and telephone 
scams, although the percentage remains low in overall phishing 
campaigns. When social engineering is specifically focused on 
individual sectors, organisations or persons, this percentage 
increases significantly.286 More targeted information is used to gain 
more trust from recipients, so that one victim within an organisa-
tion is often sufficient for attackers to achieve their goal.

Awareness campaigns for end users are mainly effective when they 
are aimed at changing behaviour in a specific situation. For 
instance, the campaign by the Dutch banks (‘Hang op, klik weg, bel 
uw bank’, ‘Hang up, click close, call your bank) has been successful. 
This campaign has demonstrably contributed to behaviour 
change.287 Campaigns conducted generically and aimed at 
recognising threats, such as phishing and social engineering in a 
broad sense, are less effective.

In this reporting period, there has been an increase in telephone 
scammers who try to convince victims that they have a problem 
with their computers. They are then persuaded to install some 
specific software. This is often malware, such as RATs, which allows 
a scammer to take control of the computer.

Initially, the scammers pretended to be Microsoft employees.288 
After many warnings were issued, the names of other organisations 
were also exploited for this purpose. In many cases, they used the 
names of telecom or internet service providers. Sometimes, they 
also spoke on behalf of a government agency.289 

Internet of Things is on the upswing and makes users 
physically vulnerable
The Internet of Things is no longer a prediction for the future. 
Many types of applications and devices are connected to the 
internet. Manufacturers seem insufficiently aware of the risks 
involved or lack the technical ability. That means that there are 
products on the market that still contain various software 
vulnerabilities.

Car manufacturers are now experiencing the problem of correcting 
software vulnerabilities. In the summer of 2015, the cars built by 
Ford, Range Rover, Toyota, Chrysler, Tesla and Chevrolet proved to 
be vulnerable.290 Some models could not be automatically updated. 
In some cases, costly recalls were necessary. In September, Chrysler 
developed an update on a USB stick and sent it by mail to the car 
owners.291 

This and other vulnerabilities in on-board computers of cars have a 
direct impact on road safety. Researchers have demonstrated that 
the brakes of a car can be controlled remotely. This can threaten 
the lives of the occupants if, for example, this happens on the 
highway.292 

Many vulnerabilities can be prevented if security is given proper 
attention in the software development cycle. However, it remains 
necessary to have a good and safe update mechanism for future 
vulnerabilities. A recall can be extremely expensive. Sending a USB 
stick with a software update is no assurance that all users will also 
install it. In addition, criminals could exploit this. If the update is 
not digitally signed and is not verified, a criminal could, in the 
same way, send a malicious update to (specific) victims.

Technical developments

TLS remains the subject of vulnerabilities and 
measures
Transport Layer Security (TLS) is widely used in secure connections 
on the internet. The best known use of it is https, to allow website 
traffic to run through a secure connection. This ubiquitous use 
makes it, for security researchers, a prestigious action to discover 
vulnerabilities in TLS.
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The reporting period again saw several new vulnerabilities and 
attack methods in TLS applications. The Drown vulnerability, in 
particular, was rather a sensation in March 2016.293 With this, a 
server is exploited that offers the obsolete SSLv2 alongside of TLS. 
Although it has been recommended for years to disable SSLv2, 
several websites still appeared to be vulnerable to this attack 
method.294 The chance that attacks based on Drown actually occur 
is limited, however, because of the complexity of the vulnerability.

Adobe Flash Player allows for plenty of vulnerabilities, 
which have, as yet, not been resolved
In 2015, more than 330 vulnerabilities were repaired in Adobe Flash 
Player, including eight zero-day vulnerabilities.295 The top ten most 
commonly used vulnerabilities by exploit kits is fully occupied by 
Flash Player.296 Partly due to the advent of html5, which allows 
many features that were formerly developed in Flash to become 
available without plug-in in modern browsers, it seems that the 
raison d'être of Flash Player for playback of media is decreasing. The 
use of Flash Player for online games, for example via Facebook, 
however, is still popular due to the lack of alternatives.

On websites, the use of Flash is decreasing.297 Popular websites such 
as Facebook298 and YouTube299 have switched to html5 to play 
videos. Also, Adobe itself is no longer focusing on the further 
development of Flash.300 It is expected that, when the major 
browsers no longer offer Flash Player as a plug-in, the market 
penetration rate will decrease further. Flash will, however, not be 
disappearing yet. Online games and legacy software, among 
others, still rely on Flash.

Malware is hidden in video cards and firmware
Detection of malware can be hindered by having parts of the 
malware run not in the ordinary memory of a computer, but in the 
firmware of peripherals and components within a computer. The 
techniques for this are advanced, and have mainly been demon-
strated in the context of academic research. For instance, malware 
can be partially loaded into the video card of a computer system, so 
as to avoid detection.301 

In addition, researchers have managed to install malware in the 
firmware of an lte modem302 , an SSD303 and a hard drive304 . This 
allows a malware infection to persist, even after reinstallation of 
the operating system. In the same way, vulnerabilities can be 
exploited in the firmware of standard computers, such as the 
BIOS305 or its successor, UEFI.306 Finally, firmware of routers can be 
infected, so that the malware does not disappear after a reboot.307 
Existing measures are often unable to detect this hidden malware.

Reading out of memory via JavaScript: row 
hammering
Researchers have developed a proof-of-concept for a method to use 
JavaScript to manipulate the DRAM memory of a computer.308 In 
order to do this, the row hammering attack technique is used, that 
allows sandboxing and other security mechanisms to be bypassed. 
In May 2016, researchers at the Vrije Universiteit in Amsterdam 
demonstrated309 that this technique can be used on Windows 8.1 
and higher to adapt memory blocks in a highly targeted manner. 
With this technique it is then possible to gain remote access to the 
system.

Conclusion and looking ahead

The Netherlands is vulnerable to digital attacks. It is not always 
possible to trace the origin and safety level of software. Software is 
often unwittingly unsafely developed. As a result, they contain 
numerous vulnerabilities, while an increasing number of devices 
have software and are connected to the internet. Vulnerabilities in 
older software are not always resolved, which places challenges on 
organisations.

Large publicity campaigns for specific vulnerabilities create more 
awareness, but divert attention and give a distorted picture of the 
significant number of vulnerabilities that must be addressed 
annually. Due to the hype created around these high-publicity 
vulnerabilities, this trend may fade again in the long term.

End users have difficulty recognising fake e-mail and other forms 
of social engineering. Exploitation of this will continue to increase 
and awareness campaigns alone can no longer solve this. 
Additional measures are needed to enable users to protect 
themselves against attacks through social engineering.

The total vulnerability of the Netherlands continues to increase. 
This has to do with the increasing coupling of systems to the 
internet, in combination with the limited possibilities of software 
developers to develop safe software. Because software is penetra-
ting into more and more devices as part of the Internet of Things, 
exploitation of software vulnerabilities will have an impact on the 
physical safety of users.
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Centralisation of IT services makes data easier  
to secure but more vulnerable to espionage
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5	� Resilience:  
Measures

The conscious use of technical and non-technical measures creates a stronger 

defensive position. Human beings are an important link in the security, but 

awareness seems to be at its peak. Cybersecurity has clearly found its place on 

the administrative agenda. That can be seen in many national and international 

measures.

This chapter discusses measures that increase the resistance and 
resilience of individuals, organisations and society and limit 
human and technical vulnerabilities. Measures may be preventive 
or reactive in nature and are aimed at human beings or at systems 
(technology).

Human beings

Growing concerns about state actors
After the revelations by Snowden and the attack on Sony Pictures, 
an increasing number of people are concerned about attacks by 
state actors. Major parties, such as Facebook, Google and others, 
now warn users if they suspect that a user is being targeted by a 
state actor.310 

In October 2015, the European Court of Justice declared the Safe 
Harbour framework invalid. This occurred after years of procee-
dings against Facebook by a group of users led by the Austrian Max 
Schrems. They argued that the revelations by Snowden showed that 
personal data of foreigners in the United States was insufficiently 
protected. This would demonstrate that the agreements in the Safe 
Harbour framework were not being complied with. The Safe 
Harbour framework, until then, formed the basis for most of the 
data exchanges between the European Union and the United 
States. On 12 July 2016, the European Commission adopted the 
EU-U.S. Privacy Shield.311 This agreement between the EU and the 
U.S. is the successor to the Safe Harbour framework and aims to 
ensure adequate protection of personal data of persons in the EU 

that is stored in the U.S. With Privacy Shield, the Commission 
fulfils the requirements of the European Court of Justice that were 
declared invalid in the Safe Harbour framework with respect to the 
storage of personal data. Examples of these requirements are: 
obligations for companies that process data, guarantees concern-
ing access by American investigative services to personal data, the 
possibility of arbitration and annual monitoring of the operation 
of Privacy Shield.

Awareness-raising campaigns have varying degrees of 
effect
In the reporting period, there was again a great deal of attention 
for various awareness campaigns: European Cyber Security Month, 
Alert Online, ‘Hang op, klik weg, bel uw bank’ and Safer Internet 
Day. The Verizon Data Breach Investigations Report shows that 
awareness alone is certainly not enough. According to aggregated 
research, 30 percent of phishing e-mails are opened, 12 percent of 
people also open the attachment. This also happens very quickly; 
on average a receiver clicks on an attachment within four minutes 
after it is sent.312 

There threatens to be a shortage of cybersecurity 
professionals
The demand for cybersecurity professionals remains high. The 
Cyber Security Council (CSR) signalled that there threatens to be a 
major shortage of cybersecurity professionals. The CSR also noted 
that more attention should be paid to cybersecurity in general 
education. The CSR has advised the State Secretary of Security and 
Justice on this matter. 313 
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Technology

Although human beings are often considered to be the weakest 
link in the cybersecurity chain, technology is indispensable for 
guaranteeing cybersecurity. To stay safe, an aware user must also 
be supported by the correct, secure software. This section deals 
with the most important developments in this area over the past 
period.

To prevent long-term problems with legacy software, Microsoft has 
instigated a different strategy with Windows 10. Users of earlier 
versions of Windows automatically get a message that Windows 10 
is available, free of charge. In addition, the default setting for 
Windows 10 is that updates will be installed automatically. 
Statistics show that the adoption of Windows 10 went faster than in 
previous versions of Windows, but Windows 7 still remains by far 
the most popular.316 

In 2015, there were some incidents317 318 with pre-installed software 
on Windows machines which eavesdropped on, or even modified, 
traffic. In December 2015, Microsoft announced that it would block 
software that used man-in-the-middle techniques to display ads.319 
This measure started on 31 March 2016.

Adoption of standards is increasing
The adoption of DNSSEC in the Netherlands and within the Central 
Government is still displaying a rising trend. In August 2015, 44 
percent of the .nl-domains had DNSSEC. Within the Central 
Government, this was still 28 percent in the summer of 2015.320  

Since the launch of internet.nl, many tests were carried out in the 
period from May 2015 through April 2016. Nearly 10,000 unique 
.nl-domains were tested. Of these, only 12 percent had a perfect 
score on the TLS test. Of the 2263 tested .nl-e-mail servers, 59 
percent used SPF, 47 percent used DKIM and 18 percent used 
DMARC. Only 13 percent used all three measures.

From conversations with the various sectors, it appears that most 
companies recognise that digital security measures are needed. On 
average, the basic technical measures have also been taken. It is 
not always known whether these measures could be insufficient 
against targeted attacks.321 

Protection against malvertising by adblockers and 
patching
In an earlier chapter, we already discussed the fact that a significant 
part of malware infections occur through malvertising. The 
Netherlands Authority for Consumers & Markets (ACM) has pointed 
out this risk to the online advertising industry in the Netherlands. 
The ACM indicates that, if the risk becomes too great, a possible 
future advice would be to to use adblockers in order to protect end 
users.  

Tax and Customs Administration

The Tax and Customs Administration has a Security Operations 
Center (SOC). This SOC is responsible for the detection and 
investigation of vulnerabilities in the operational infrastructure, 
the interpretation of cyber threats and the advising of counter-
measures to remove existing risks. During disasters, the SOC acts 
as the Computer Emergency Response Team of the Tax and 
Customs Administration.314 In the reporting period:
•	 the office and data centre environment of the Tax and Customs 

Administration (more than 35,000 work stations and 5,600 
servers) issued several reports via the internet. It concerned 
about 3,300 reports of viruses, 40 reports of hack and crack 
tools and over 4,700 reports of stopping malicious software;

•	 the first-line protection (firewalls) prevented nearly three billion 
attacks and the second-line protection (intrusion prevention 
facility) prevented more than 2.2 million attacks;

•	 there was a significant increase in the amount of incoming spam 
e-mails during the second half of 2015. This increase has 
continued into the first half of 2016;

•	 a large number of DDoS attacks have been observed. None of 
these attacks led to unavailability of information systems. The 
largest attack was 16 Gbit/s and took place in April 2016. There 
were 97 security incidents recorded of which four incidents were 
of the highest priority. The SOC examined all these security 
incidents and solved them, together with the relevant platform 
teams;

•	 15 responsible disclosure reports were made, of which 12 were 
valid. All these reports were resolved. 315 In total, the Tax and 
Customs Administration awarded six cups. Two of these security 
incidents or vulnerabilities led to a possible breach of the 
integrity and confidentiality of the data managed by the Tax and 
Customs Administration. These incidents were reported in 
accordance with the law concerning the data breach reporting 
obligation;

•	 more than 7,100 reports were received of false Tax and Customs 
Administration e-mails. During this reporting period, the Tax 
and Customs Administration filed multiple reports against these 
phishing campaigns with the police;

•	 in collaboration with the NCSC and police, 32 phishing websites 
were dismantled. Of these, there were fifteen false DigiD 
websites.
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In addition to adblockers, the updating of systems also offers 
protection against malvertising. Bogus ads use vulnerabilities in 
software to infect systems. If systems are equipped with the latest 
updates, bogus ads that use known vulnerabilities, can no longer 
infect these systems. 

The large-scale use of adblockers can impact the revenue model of 
various websites. Adblockers have been available since the rise of 
pop-up ads in the 1990s. Especially the more tech savvy home 
users, used these adblockers. Thus, they had visually quieter pages 
and wanted to combat the privacy-unfriendly behaviour of the 
advertising industry.

Within the consulted sectors, a small number of companies are 
already installing adblockers for security reasons. For a number of 
other companies, this was not standard practice, certainly not in 
the security departments. They are, however, strongly advised to 
install adblockers themselves.

Centralisation of IT services makes safeguarding 
simpler but also makes data more susceptible to 
espionage
Outsourcing of IT services, for example by the use of cloud services, 
is a trend that has been underway for some time. E-mail is one 
example of this. E-mail is, for organisations in small and medi-
um-sized enterprises, complex to self-administer. Alternatives in 

the cloud are then attractive, due to low costs and limited manage-
ment. A large and experienced provider can often offer e-mail 
better and safer than one's own IT Management department. The 
below observations on outsourcing of e-mail also apply to many 
other outsourced IT services.

E-mail outsourcing is increasingly common, both directly with 
cloud service providers and via full service providers. A cloud 
service provider manages e-mail but requires the domain name 
holder to set his DNS settings in such a way that the e-mail goes to 
the cloud service provider. A full-service provider sells the services 
of a cloud provider, but also manages the DNS zone for the client.

Figure 10 shows how the growth of two cloud service providers in a 
four-month period has progressed for .nl-domain names.322  
During this period the number of .nl-domain names remained 
almost identical. This creates the image that organisations 
increasingly outsource their e-mail to cloud service providers. This 
centralisation is considerable for .nl-domain names. Thirty percent 
of .nl-domain name holders have e-mail handled by one of the ten 
most popular e-mail handlers.323 For .com-domain names, this 
centralisation is even stronger: there, for 50 percent of domain 
names, e-mail is handled by one of the ten most popular e-mail 
handlers. Because small organisations here are counted in the 
same way as large ones, these statistics are probably most represen-
tative of SMEs.324 

Figure 10 Growth of cloud service providers
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New security standards for e-mail are more easily adapted if 
organisations outsource their e-mail. Full service providers can, for 
example, introduce SPF in one go for all their clients. For them, the 
application of the standard is a one-time investment and a selling 
point. Also, cloud service providers make it easy for their custo-
mers with ready-to-use instructions for setting up standards such 
as SPF. Outsourcing e-mail to a cloud service provider, or possibly 
through a full-service provider, appears to provide a greater 
adoption of SPF. In Figure 11, we see that the customers of cloud 
service providers Microsoft and Google show a significantly higher 
SPF application than the rest of the .nl-domain name holders.

 

Centralisation of e-mail also has disadvantages. As early as in the 
annual report of 2015, the AIVD stated that the use of cloud services 
involves an additional risk of espionage. This risk also applies to 
full service providers. In addition, vulnerabilities in the software of 
cloud service providers and full-service providers immediately 
have greater consequences because more customers are dependent 
on the security of the service. In January 2016, two researchers 
found a vulnerability in Microsoft Office 365. This enabled them to 
log into accounts of other organisations.325 This vulnerability was 
reported to Microsoft and repaired within hours. If the researchers 
had, however, kept the vulnerability a secret, they could have 
gotten access to a great deal of sensitive information in all kinds of 
organisations.

Measures against DDoS attacks

DDoS attacks have become part of the overall threat, as already 
described. Various measures can, however, prevent DDoS attacks, 
or at least combat its effects.

By setting up routers in networks properly, DDoS attacks can be 
prevented. This way, spoofed packets are easily stopped. 333 These 
packets are the source of many different forms of attacks. 
Unfortunately, filtering this is only effective if almost all networks 
set it up.

To counter the adverse effects of DDoS attacks, two initiatives 
were launched in the past year in the Netherlands: the Trusted 
Network Initiative (TNI)334 and a collaboration of internet service 
providers, the Dutch Continuity Board (DCB). The aim of both 
initiatives is to minimise the impact of a DDoS attack on Dutch 
critical infrastructure. This allows services to be made available 
again to Dutch users as soon as possible. Most members of TNI 
ultimately decided to join up with DCB. The DCB project wants to 
be operational by the end of 2016.

Figure 11 Application of SPF on .nl-domain names
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Developments in the Netherlands

Digital security is clearly visible on the Dutch policy agenda. A 
number of ongoing initiatives became more visible in the past year, 
such as Idensys and MijnOverheid.

The developments around Idensys (formerly the eID system) are 
now beginning to take shape. In July 2015, the Idensys Privacy 
Impact Assessment was published. It includes a number of 
recommendations.335 In late 2015, this was further developed and 
several public and private organisations started with a pilot 
project336 

The Dutch banks have also jointly set up a similar service: iDIN.337 
This allows customers to use their log-in method at the bank to 
identify themselves with other institutions. At this moment, there 
is a pilot project using this service with the Tax and Customs 
Administration.

The government is trying to communicate with citizens in an 
increasingly digital manner. To facilitate this, the 'MijnOverheid' 
project has been set up. A central website, mijnoverheid.nl, gives 
access to electronic communications with various government 
agencies. In November 2015, the legal foundation was laid for 
electronic communications from the Tax and Customs 
Administration via this website. An increasing number of govern-
ment agencies are members of the Digital Message Box: in April 
2016, already 119 municipalities, 23 pension funds and 28 other 
government agencies.

The National Detection Network (NDN) was, as early as 2015, named 
as an important partnership of the NCSC and other parties in the 
exchange of information on threats. The pilot projects received a 
positive evaluation at the end of 2015. The network will be further 
extended in 2016 and included in the standard services of the NCSC.

In the reporting period, the Dutch energy sector worked on a risk 
analysis of chain dependencies in the energy sector. This analysis 
showed the vulnerability of systems through these 
dependencies.338 

Internet Standards Platform calls for the application 
of standards
The Internet Standards Platform, a collaboration between the 
internet community and the Dutch Government, launched the 
website internet.nl in April 2015. This website checks to see if an 
internet connection, e-mail or web server complies with modern 
internet standards. The website internet.nl can test a server for the 
connection security of both web and e-mail traffic. Moreover, the 
site also indicates the extent to which this satisfies the 'comply or 
explain' list of the Standardisation Forum.

Is there a second crypto-war?

The public debate on encryption is not over yet. In September 
2015, the American government tried to persuade public 
companies to cooperate in the field of encryption and decryption, 
so as not to hinder detection.326 This was initially not well received.

In March 2016, the discussion escalated: the FBI tried, via a 
lawsuit, to force Apple's help to gain access to a phone belonging 
to a US terrorist.327 Apple did not agree and said that the method 
would provide access to almost all iPhones. That is why Apple 
appealed and the company published an open letter.328 In the 
public debate, Apple quickly gained the support of many large 
technology companies. Ultimately, the FBI dropped the case 
because access was gained to the telephone in a different way.

During this debate in the U.S., WhatsApp switched on end-to-end 
encryption for all users.329 Thus, the content of the messages is, in 
principle, only accessible to the transmitter and receivers. 
WhatsApp is not the first messaging app that offers this, but it is 
the biggest with over one billion users worldwide.

The Dutch Data Protection Authority published an advisory for 
physiotherapists using a contact form on their website. If 
sensitive data (citizen service numbers or medical data) is to be 
filled in, then the entire website must use TLS.

Similarly, in June 2015 the US government decided to switch all 
government websites over to https.330 The explanation indicates 
that web traffic has become a central part of our lives. Non-
sensitive traffic does not exist on the internet. Therefore, the 
government should not depend on the good intentions of 
network administrators.

The launch of Let's Encrypt helped further advance the adoption 
of https and encryption. This free and accessible web certificate 
service became publicly available in late 2015. In the meantime, 
more than 2 million certificates have already been issued by Let's 
Encrypt.

In January, the government made its position on encryption 
public331 It then became clear that the Dutch government 
supported encryption. The government is also against legal 
measures with respect to the development, availability and use of 
encryption algorithms. In January 2016, the French government 
followed the Dutch position and took the same position.

The Dutch government also contributes to the implementation of 
encryption by donating 500,000 euros to encryption projects 
(such as OpenSSL, LibreSSL and PolarSSL).332
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The website proved to be an effective means to help parties 
improve their use of modern internet standards. Of all the websites 
that were tested multiple times by visitors of internet.nl, almost 
fifty percent improved the score between the first and the most 
recent test.

In June 2015, new security requirements for e-mail traffic were 
added: in addition to DKIM (DomainKeys Identified Mail), SPF 
(Sender Protection Framework) and DMARC (Domain-based 
Message Authentication Reporting and Conformance) were added 
to the 'comply or explain' list. These are required to create safer 
e-mail and combat spam and phishing. For larger organisations, it 
is not easy to apply these standards; the NCSC factsheet 'Protect 
domain names from phishing'339 can help with this.

The above measures help to authenticate the sender of e-mails. 
More is required in order to ensure integrity and confidentiality as 
well. For this, the traditional STARTTLS is used, which is also used 
by more than 90 percent of e-mail servers. Here, STARTTLS is only 
an effective measure against a passive, bugging attacker. In 
October 2015, therefore, the combination of STARTTLS with DANE 
was standardised.340 This combination also protects against other 
possible attacks. In February 2016, it was also proposed to add this 
to the ‘comply or explain’ list.

Consumers' Association instituted preliminary relief 
proceedings against Samsung
In the Netherlands, the Consumers' Association started the 
'Update!' campaign. In this way, they want to take on Android 
telephone manufacturers who have a flawed updating policy. In the 
first action, the Consumers' Association pressed charges against 
Samsung about this. The Consumers' Association argued in 
preliminary relief proceedings that Samsung has, for at least two 
years after the purchase, a duty of care and must make updates 
available. The Court indicated in these proceedings that it saw no 
urgent interest and, therefore, refused to institute further 
proceedings. The Consumers' Association feels that the situation 
with respect to the Android update policy by various manufactu-
rers is still worrisome.341

Netherlands Clean increases awareness about bad 
hosting
Dutch hosting remains popular among professional criminals.342 
Many hosting providers indicate that they do not have visibility 
with respect to the actual users of their infrastructure, because 
they use a model of reselling. Some of their resellers facilitate 
criminal activities by offering the most anonymous hosting 
possible, at relatively high prices.

To raise the awareness of hosting providers for the malicious 
activities of their customers in their infrastructure, TU Delft has 
carried out measurements of bad hosting in the Netherlands 
within the framework of the Netherlands Clean project.343 The 
measurements were based on, among others, public and private 
information, such as from the Internet Hotline against Child 
Pornography and the National Centre for International Legal 
Assistance (LIRC). They were further normalised according to the 
size of the hosting provider. The measurements were used to make 
an assessment of the 'badness' of all Dutch hosting providers.

MIn mid-2015, the Public Prosecution Office, the police and the 
ACM had meetings with the top 10 bad hosting providers. This was 
to point out their facilitating role in digital crime and the measures 
they can take against it. A second round of measurements showed 
that some hosting providers had improved. Some providers 
continued to score poorly in terms of bad hosting, or have even 
deteriorated. Along with other indicators, such as the lack of 
cooperation with the government and the absence of preventive 
measures, the results of Netherlands Clean provided insight into 
which providers must be given extra attention. In the near future, 
the police and the Public Prosecution Service are certainly going to 
concentrate on tackling these bad hosts. The ultimate goal of the 
Netherlands Clean project is, however, a change in behaviour of 
hosting providers. In doing this, the industry ensures, through 
self-regulation, the clean-up of the hosting infrastructure.

Reporting obligations 

On 1 January 2016, the new Personal Data Protection Act went into 
force. With this, the supervisory authority also got a new name: 
Dutch Data Protection Authority. The law also regulates that there 
is more authority, including the authority to issue fines for 
violations of the law. With this law, the Netherlands has given 
substance to the EU General Data Protection Regulation.

According to the new Data Protection Act, after 1 January, 
companies must report incidents involving the possible breach of 
personal data. In the first week of January, as many as twenty 
notifications were made to the new Dutch Data Protection 
Authority; by April, there were already a total of a thousand 
reports.

The data breach reporting obligation, however, is different from 
the reporting obligation under the Data Processing and Reporting 
Obligation (Cybersecurity) Bill. The latter reporting obligation 
applies to organisations in the critical infrastructure. Notifications 
about security incidents must be filed with the NCSC. This 
reporting obligation is part of a larger bill regarding the tasks of 
the NCSC, and is still being debated in the House of 
Representatives.
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International developments

Regulation
In the summer of 2015, a consultation was held in the US on the 
practical details concerning export regulations with respect to 
intrusion software. In 2013, technology and tools with respect to 
intrusion software were added to the Wassenaar Arrangement list 
of dual-use goods. In the participating countries, an export license 
must, therefore, be applied for in order to export technology, 
software and tools for gaining access to other computers. The 
security sector in the United States responded en masse to the 
consultation. They indicated that the current definitions of 
intrusion software were very problematic.344 Microsoft, for 
example, indicated that under this regulation, the company 
expects having to handle hundreds of thousands of licensing 
requests per year. The U.S. Government was instructed to again 
negotiate the addition345 This export regulation has been in force in 
Europe since late 2013 and was also discussed at the latest NCSC 
One Conference.

Asus showed America that manufacturers do have some degree of 
responsibility for secure software. In February 2016, the manufac-
turer reached a settlement with the FTC on poor security in 
software for WiFi routers.346 Asus has agreed to allow independent 
security audits for the next 20 years.

Cooperation
In September 2015, the U.S. and China concluded a digital non-ag-
gression pact. The treaty holds that the governments will not carry 
out economic espionage against each other. The treaty says 
nothing about traditional forms of espionage.

On 6 July 2016, the European Directive on network and information 
security (NIB) was adopted by the European Parliament. Member 
States have 21 months to implement the directive (plus an 
additional six months to designate providers of essential services). 
First of all, the Directive requires Member States to have their 
national cybersecurity capacity in order, secondly, to strengthen 
cooperation (national and EU) and, finally, to design security and 
notification requirements for providers of essential services.

Responsible or coordinated 
vulnerability disclosure
One of the priorities of the Global Forum on Cyber Expertise is the 
further promotion of responsible disclosure. This was also high on 
the agenda during the Dutch presidency of the European Union. 
Nationally and internationally, there are various important 
developments in this area. The first development is that, internati-
onally, the main term used is 'coordinated vulnerability dis-
closure'. The term 'responsible' is often seen as a value judgment, 
especially to the detector. 'Coordinated' endeavours to indicate 
that this is an equivalent process for both parties.

In the United States, several multi-stakeholder meetings have been 
held on possible regulations concerning vulnerability disclosure. 
The NTIA is organising these meetings together with industry 
representatives, researchers and government. They are organised 
around four themes: awareness and adoption, multi-vendor 
disclosure, economics and incentives and, finally, security and 
disclosure..

In an increasing number of sectors, it is common to have a 
vulnerability disclosure programme. After the experience with the 
Jeep incident351 General Motors announced a general vulnerability 
disclosure programme for all products. Several airlines have also 
started disclosure programmes and offer air miles as a reward for 
reporting vulnerabilities.

The practice with respect to the professionalisation of vulnerability 
disclosure is also increasing. Several companies offer help in 
setting up or maintaining a vulnerability disclosure programme. It 
is also increasingly common for financial rewards to be given for 
notifications. Google alone paid out more than two million dollars 
in 2015352 

In April 2016, the International Standardisation Organisation (ISO) 
made the document on vulnerability disclosure (ISO 29147) publicly 
available.353 At this time, work is also being done on revising this 
standard from 2014 in order to process new insights in the field of 
vulnerability disclosure.

Rabobank and CIO Platform Netherlands have drawn up a 
Coordinated Vulnerability Disclosure Manifesto. Signatories of this 
manifesto endorse the importance of the vulnerability disclosure 
process and appreciate the interaction with researchers and the 
hacker community. This manifesto was published in May 2016. 
Twenty-nine companies in the Netherlands and abroad have 
already signed it.354 
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In the past year, there have been some major operations against 
cybercriminals in Netherlands, but also a number of large 
operations abroad.

In the spring of 2015, the police arrested two suspects. They were 
e-mailing spam with the subject 'incorrect invoice' to small and 
medium-sized enterprises. In that way, they were able to install 
RATs and they got access to the internet banking accounts of the 
companies. As a result of this investigation, in May 2016, the 
Public Prosecution Service and the police published an informa-
tion sheet for SMEs in cooperation with the NCSC, SME 
Netherlands, ECP and the Dutch Payments Association. 

A number of members of the Lizard Squad were convicted in the 
past year. The 17-year-old 'obnoxious' was convicted in May 2015, 
for, in particular, his swatting activities.347 Also, in Norway, the 
17-year-old 'zeekill' was convicted for more than 50,000 
offences.348

In June 2015, a major international investigation into mobile 
banking malware was completed. Here, an important network of 
cybercriminals was rounded up. This resulted in the arrest of a 
total of 60 suspects worldwide, of which about forty in the 
Netherlands. Four main suspects were given prison sentences of 
24 to 39 months in the Netherlands. Also, part of the infrastruc-
ture used was in the Netherlands and was dismantled.

In July 2015, the cybercrime forum Dark0de was taken off-line as a 
result of a large, international operation.343 The FBI worked 
together with Europol during the Shrouded Horizon operation. 
There were actions in 20 countries whereby 70 people were 
arrested.

In August 2015, Ziggo was hit by major DDoS attacks for two 
evenings. This caused a failure in the Ziggo network, resulting in 
about 1.8 million of the provider's customers having no internet 
access. In video messages on YouTube, the criminals threatened 
to carry out new attacks on Ziggo. KPN has also been the target of 
DDoS attacks. During the police investigation, the DDoS attack 
was claimed anonymously on the internet. The impression was 
that the guys wanted to show that they are capable of great 
things, such as shutting down the internet service provider. Five 
suspects were arrested. Four of them were minors (14-17 years of 
age).

In the previous CSAN, it was described how the police, in April 
2015, succeeded in providing a series of protected decryption keys 
to ransomware victims. Through cooperation with anti-virus 

company Kaspersky, the police got a clearer picture of the 
suspects behind these criminal activities. In September, the police 
were able to arrest two men (18 and 22 years old) in Amersfoort.

Two Dutch suspects were arrested in October 2015. They made 
many victims by setting up fake web-shops for a short period (up 
to several days) online and selling desirable stuff (such as phones 
and carrier bikes) that were never delivered. 

In January 2016, Europol announced that they had carried out a 
successful operation against the DD4BC group. This group had 
been very active during the past year in blackmailing companies 
with DDoS attacks. This group threatened thousands of compa-
nies. Often, no official reports were filed.

AbuseHub was already named in the previous CSAN. This is a 
collaboration between the various internet service providers to 
exchange information and, thus, to fight cybercrime. Since 
January of this year, this initiative has been further expanded with 
hosting providers. Via this platform, security risks and reported 
abuse are automatically passed on to clients without going 
through the hosting parties. The goal is to make it as difficult as 
possible for cybercriminals.

In the Netherlands, the FIOD has also acted to arrest the perpetra-
tors behind a phishing operation. In January 2016, a 23-year-old 
man was arrested for this in Almere. He is suspected of, among 
other things, having sent phishing e-mails on behalf of the 
Director General of the Tax and Customs Administration.350 

On social media, a message appeared on Tuesday 29 March and 
Wednesday 30 March 2016 that the Tax and Customs 
Administration website would be shut down. Because of this, 
many people would not be able to submit their tax returns in time. 
The cybercrime team of the Central Netherlands Police Unit, in 
collaboration with the High Tech Crime Unit, arrested a 17-year-
old suspect. He threatened to shut down the website of the Tax 
and Customs Administration through a DDoS attack.

In April 2016, the police secured a company's network infrastruc-
ture. The owner was arrested for money laundering. The company 
sold, for an average of 1500 euros, BlackBerries with PGP software 
to encrypt messages. The membership fee amounted to 3,000 
euros per year, on average. These phones are not suitable for 
making calls, only for sending messages. The police and the Public 
Prosecution Service suspect that most of the users use the phones 
to hide serious and organised crime.

Combating cybercrime
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Conclusion and looking ahead

Cybersecurity has clearly found its place on the administrative 
agenda. This past year, this has resulted into various measures 
aimed at humans, technology and organisations. The demand for 
cybersecurity professionals remains high. This can lead to 
problems in the future.

The classic technical measures, such as backups and network 
segmentation, are again proving their worth because they reduce 
the impact of ransomware attacks. New measures that have been 
added to the ‘comply or explain’ list are also receiving more 
attention because they can be tested easily with the website 
internet.nl.

In the past year, measures concerning encryption were clearly part 
of the public debate. Measures have been taken for a better 
application of encryption, such as new obligations regarding TLS. 
In addition, Let's Encrypt is making certificates more accessible. At 
the same time, this makes the field of tension between the 
interests of security and detection even clearer. That has led to an 
international discussion. The Netherlands was the first country to 
speak out in favour of encryption. It does not take steps to limit the 
development, availability or use of encryption algorithms.

Vulnerability disclosure received a great deal of attention in the 
past year. An increasing number of organisations are implemen-
ting it. Internationally, this practice is becoming more and more 
acceptable. An increasing number of companies are speaking out 
publicly in support of this.

Notes
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SMEs are important for the economy,  
but are fragile in the digital domain
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6	 Interests

Cybersecurity means taking steps to prevent damage being caused by IT being 

disrupted, interrupted or exploited and, if such damage occurs, repairing it. The 

prevention of damage, including through digital means, is in the interests of the 

Netherlands. The government's position on encryption shows that the 

government is making the interests of citizens, businesses and government a 

priority. It sees no possibility to weaken encryption without affecting those 

interests. The data breach reporting obligation can ensure that organisations 

pay more attention to measures to protect personal data. The importance of 

small and medium-sized enterprises for the Netherlands is great: many chains 

contain SMEs. However, in the area of cybersecurity measures, this group is 

lagging behind.

Disruption of IT systems and leaks in their security harm the 
interests of individuals, organisations or society. This is reflected 
in interests in the area of freedom, security and societal growth.355 

Societal interests

Freedom
IT plays a central role in society. Fundamental values and rights are 
no longer separate from the technical environment in which they 
occur. These values and rights must, therefore, be guaranteed in 
the digital domain.

Security
The security of society, in general, and citizens, in particular, is 
partly dependent on IT. Failure of IT-based services and processes 
can have major social consequences in terms of security. Also, it 
can affect the safety of citizens. Confidence in the digital domain is 
essential for ensuring safety.

Societal growth
The development of IT and the innovative power of technological 
development are key drivers for growth. Aside from economic 
growth, it also concerns social growth. Digitisation offers society 
new opportunities, for example in the form of applications for 
educational purposes, possibilities to maintain social contacts and 
improved government facilities.

The development of interests

Interests often remain stable over a longer period of time. 
However, there have been developments: the use of digital 
resources is changing. These developments mostly focus on the 
effect that growth in the use of digital resources has on existing 
interests.

Government's position on encryption: no measures to 
weaken encryption
In January 2016, the government sent its position356 on encryption 
to the House of Representatives. The position of the government is 
that the importance of encryption for government, businesses and 
citizens is great. Cryptography plays a key role in technical security 
in the digital domain and many cybersecurity measures in 
organisations rely heavily on the use of encryption, according to 
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the government. The government believes that there is, currently, 
no insight into possibilities to weaken encryption products 
without thereby affecting the interests of government, industry 
and citizens. Introducing a technical entryway into encryption 
products to enable law enforcement agencies to be able to view 
encrypted files, for example, might make digital systems 
vulnerable to, for example, criminals, terrorists and state actors.

Communication by the government is increasingly digital. One of 
the agreements from the coalition agreement is that, by 2017, all 
communication between citizens and businesses and the 
government must be digitally available. Also, information within 
the government is increasingly digital. For these cases, the 
possibilities of encryption are essential. Encryption can ensure 
that the data is protected against perusal by third parties.

Encryption enables businesses to securely store and send corporate 
information. If they can use encryption, that strengthens the 
international competitive position of the Netherlands. Confidence 
in secure communication and data storage is essential for the 
(future) growth potential of the Dutch economy. This is primarily 
in the digital economy. The interests of businesses in the field of 
social growth is thus protected.

Finally, encryption supports citizens in protecting themselves 
against infringements of privacy and against restricting freedom of 
expression. This allows citizens to protect their interests in the area 
of freedom and security.

Encryption provides benefits to government, the business 
community and citizens. At the same time, it also offers malicious 
persons the ability to conceal their conduct in the digital domain. 
This can keep them out of sight of investigative, intelligence and 
security services. This touches upon the security interest. The 
government considers the adoption of restrictive legal measures 
against the development, availability and use of encryption within 
the Netherlands not to be desirable at this time.

Data breach reporting obligation
The data breach reporting obligation357 which took effect on 1 
January 2016, will contribute to the respect for and the protection 
of privacy. Anyone who processes personal data must protect it 
against loss or unlawful processing. If this protection fails, and 
there is a security breach of personal data, this will constitute a 
data breach. Serious data breaches must be reported to the Dutch 
Data Protection Authority. In some cases, the person concerned 
must also be notified of the data breach. 

The introduction of the data breach reporting obligation had 
impact on many companies. They had to think about how and 
when the organisation would proceed in reporting a data breach 
and, in many cases, organisations had to adapt their internal 
processes in order to prevent data breaches, their notification and 
the fines and potential reputational damage. This could encourage 
companies to take better measures to protect personal data.

Cybersecurity in SMEs of importance for society
SMEs constitute a large group of companies and account for 61 
percent of gross domestic product.358 In addition, many vital 
processes are part of a chain and SMEs are often also part of this. 
SMEs are, therefore, important not only for the economy, but also 
for society. Although this is the case, SMEs have low digital 
resilience. Along with the growing threat of professional 
criminals, this represents a growing risk to the economic interests 
of the Netherlands.

To a greater or lesser extent over the past few years, large 
companies and organisations have nearly all been investing in 
cybersecurity measures. This is not the case for SMEs. Research by 
Interpolis shows that entrepreneurs underestimate the risk of 
digital threats.359 A third of the businesses surveyed did not pay 
regular attention to digital threats. Many SMEs have no idea about 
cybercrime. The protective measures they take are basic, such as 
using virus scanners, firewalls and encrypting WiFi connections. 
This is striking, because research shows that 74 percent of SMEs say 
that they are largely or entirely dependent on IT.360 The same study 
reports that more than 28 percent of SMEs have been victims of 
cybercrime.

In recent years, however, attention has been paid to digital security 
of SMEs. In order to reach SMEs better, the theme of the annual 
'Alert Online' campaign was digital responsibility in business.361 
This, however, seems insufficient to protect SMEs, which are an 
essential party in society and in critical processes, well enough.

Quality requirements as implicit expectation
IT systems and the internet are an integral part of many processes 
within society. The government has set up its communication with 
the public through the internet and lays out its services in digital 
portals. For the business community, the analogue world has, for 
some items, long been an idea from the past. This is not new, but 
the trend is continuing. What is striking, is that users implicitly set 
quality demands, in the broadest sense, on IT. They expect IT 
processes to withstand disturbances in the area of availability and 
infringement of integrity and confidentiality. These expectations 
are often not expressed. The expectation and the actual outcome of 
measures taken do not, therefore, correspond with each other.

From a traditional information security point of view, 
requirements are set on availability, integrity and confidentiality of 
information and information systems. Service providers, in turn, 
feel the need to take 'due care' of the information of their  
clients.363 Even if contractually agreed availability requirements are 
met, but a malfunction occurs anyway, the expectation of clients 
that their unspoken demands are not being taken into account, is 
felt. The requirement for 99.9% availability can be agreed upon 
while, during the Christmas season, there is the implicit 
expectation that this should be 100 percent.
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This can also been seen in other areas. Consumers know that their 
mobile provider will give them a certain quality. They also expect 
this in their business practices. Special subscriptions for high 
availability and specific services are skipped because of cost 
considerations.363 The business community prefers cheaper 
standard subscriptions for, for example, business data traffic. 
Through cost savings and implicit expectations, the business 
community runs unnecessary risks.

Conclusion and looking ahead

Cybersecurity affects the interests of individuals, organisations 
and society. These are interests in the area of freedom, security and 
societal growth. These interests often remain stable for long 
periods of time. The past year, a number of developments have 
been observed in this area.

The government's position on encryption shows that the 
government is making the interests of citizens, businesses and 
government a priority. It sees no possibility to weaken encryption 
without affecting those interests. The data breach reporting 
obligation goes hand in hand with the ability to impose sanctions 
on organisations with data breaches. This can encourage these 
organisations to make sure that the security of this data is in order 
and to keep it that way.

SMEs are important for the Netherlands. Many chains contain 
SMEs, and the same goes for chains within the critical processes. 
This group is lagging behind in terms of cybersecurity measures. 
That means a risk to critical processes and thus for the Dutch 
society.

Users implicitly set high quality requirements on digital services. 
Without expressly verbalising this, they assume that availability, 
integrity and confidentiality are high. Service providers feel the 
necessity of 'due care,' but cannot meet all the implied 
expectations.

355	 National Cyber Security Strategy 2, https://www.rijksoverheid.nl/documenten/rapporten/2013/10/28/nationale-cyber-security-strategie-2.

356	 https://www.rijksoverheid.nl/documenten/kamerstukken/2016/01/04/tk-kabinetsstandpunt-encryptie, consulted on 5 July 2016.

357	 https://autoriteitpersoonsgegevens.nl/nl/melden/meldplicht-datalekken

358	 http://www.staatvanhetmkb.nl/nieuws/kernpublicatie-de-staat-van-het-mkb-2015, consulted on 5 July 2016.

359	 https://www.interpolis.nl/DocumentenLijst/rapport-mkb-cybersecurity.pdf

360	 Cybercrime among companies. An investigation into cybercrime victimisation among SMEs and self-employed workers without employees in the 
Netherlands. https://www.nhl.nl/sites/default/files/files/Bedrijf-en-Onderzoek/Lectoraten-Documenten/Cybercrime%20onder%20bedrijven%20
definitief%20rapport.pdf

361	 https://ecp.nl/actueel///4492/alert-online-maakt-vliegende-start-met-eerste-netwerkbijeenkomst.html, consulted on 5 July 2016.

362	 Source: input to the NCSC from the MSP ISAC.

363	 Source: input to the NCSC from the Telecom ISAC.

Notes
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Appendix 1 	 NCSC statistics

This appendix offers a summary of the responsible disclosure reports, security 

advisories and incidents that have been handled by the NCSC. The NCSC keeps a 

record of incidents using a registration system. This system is the source for all 

of the graphs in this appendix. This year, too, the number of incidents handled 

and security advisories published is larger than the year before. This year, the 

NCSC has dealt with about 5 percent more incidents and has written 25 percent 

more new security advisories than the year before.

The NCSC facilitates the making and processing of responsible 
disclosure reports for both its own infrastructure and that of the 
Central Government and several private parties. It issues security 
advisories for its participants and deals with cybersecurity 
incidents. For this reporting period (May 2015 to April 2016) 
statistics have been calculated that are presented below. By 
comparing these statistics to previous reporting periods, trends 
and developments become visible.

Responsible disclosure

During the reporting period, the NCSC received 113 responsible 
disclosure reports. These concerned reports for its own systems as 
well as for other government systems and systems of private 
parties. In some cases, double reports are filed if, for example, two 
or more researchers report the same vulnerability. As a result, the 
total number of reports is not representative of the total number of 

vulnerabilities. In 19 percent of all reports, further research 
showed that there was no vulnerability or that it concerned an 
accepted risk. An example of this is the login page on a website that 
has no specific measures against brute-force attacks. These cases 
were classified as false positives. In the past year, this concerned 20 
percent of all notifications.

Figure 12 shows the different types of notifications. The majority 
(63 percent) of all reports have to do with a vulnerability in a 
website, a web application or infrastructure on which web 
applications run. Examples of such notifications are weak TLS 
parameters, cross-site scripting (XSS), SQL injection and informa-
tion leakage. An example of the latter is a vulnerability through 
which it is possible to see a version number of a web application or 
a configuration file. Eleven percent of all reports concern vulnera-
bilities in software (excluding web servers and applications). 
Relatively few reports (4 percent) have to do with configuration 
errors in hardware and software.
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Security advisories
The NCSC publishes security advisories for software vulnerabilities 
or perceived threats. A security advisory describes what is going on, 
what systems may have been affected and what should be done to 
prevent an organisation from becoming a victim. Figure 13 shows 
the number of advisories that the NCSC published per quarter 
between the second quarter of 2006 and the first quarter of 2016. 
Here, a distinction is made between new advisories (with version 

number 1.00) and updates of existing advisories. In total, the NCSC 
published 1133 security advisories over the reporting period. This is 
about 25 percent more than the year before. This increase can be 
partly explained by the growing number of participants that the 
NCSC serves. The growth of the number of participants leads to a 
growth in the list of software and systems for which the NCSC 
writes security advisories.

Figure 12 Types of responsible disclosure reports

Website 
vulnerability
63%False positive

19%

Software 
vulnerability
11%

Configuration 4%
Other 4%

Information leakage 13%

TLS implementation error 11%

XSS 13%

SQL-injection 10%

Other 15%

Figure 13 Number of advisories per quarter (Q2 2006 - Q1 2016)
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The NCSC security advisories are classified according to two 
elements. Firstly, it determines the likelihood that the vulnerabi-
lity will be abused. Secondly, the NCSC determines the damage that 
occurs when the vulnerability is abused. Thus, the classification 
has two criteria: likelihood and damage. A level is estimated for 
both criteria on the basis of several different aspects: High (H), 
Medium (M) or Low (L). If there is a high chance, for example, that a 
particular vulnerability will be abused, but the expected damage 
caused by the abuse is low, the corresponding security advisory will 
be classified as H/L. Figure 14 shows the relationships between 
these levels for all published advisories (including updates) per 
month for the past two reporting periods.

Damage from vulnerabilities
Every security advisory comes with a description of the possible 
damage that malicious parties could cause if the advisory is not 
followed-up on. Table 3 shows the percentage of advisories per 
damage description for the past 3 reporting periods. Security 
advisories related to denial-of-service (DoS) still appear to have the 
largest proportion (56 percent), followed by remote code execution 
with user rights (37 percent), access to sensitive data (32 percent) 
and bypassing a security measure (25 percent). These were also the 
most common security advisories in the previous reporting period. 
An advisory often comes with several damage descriptions.

Damage description 2014 2015 2016

Denial-of-service (DoS) 46% 51% 56%

Remote code execution (user rights) 31% 29% 37%

Access to sensitive data 24% 26% 32%

Security bypass 13% 19% 25%

Privilege escalation 21% 14% 21%

Access to system data 8% 9% 13%

Cross-site scripting (XSS) 11% 6% 9%

Manipulation of data 6% 5% 8%

Authentication bypass 6% 4% 5%

Remote code execution (administrator/root rights) 4% 4% 6%

Spoofing 4% 2% 5%

Cross-site request forgery (XSRF) 3% 1% 2%

SQL injection 2% 1% 2%

Table 3 Percentage of security advisories per damage description CSAN-4 to CSAN 2016
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Cybersecurity incidents registered 
with the NCSC
The NCSC assists governmental departments and organisations in 
critical infrastructure in the handling of incidents in the area of IT 
security. In this role, the NCSC receives reports of incidents and 
vulnerabilities and also identifies incidents and vulnerabilities 
itself, for example on the basis of various different detection 
mechanisms. At the request of national and international parties, 
the NCSC supports Dutch internet service providers in the fight 
against cyber incidents that originate from a malicious web server 
in the Netherlands, for example, or from infected PCs in the 
Netherlands.

Number of incidents handled
Figure 15 shows the number of incidents handled per month 
(excluding automated checks) for the last two reporting periods. In 
the previous reporting period, a total of 598 incidents were 
reported: an average of 46 per month. In this reporting period, 629 
incidents were reported: 52 per month. This difference can be 
partly explained by the growing number of participants that the 
NCSC serves.

Figure 16 shows the results of automated checks for the last two 
reporting period. This shows that, in the past reporting period 
there were, on average, 280 incident reports per month on the 
basis of this automation. In the previous reporting period, there 
were an average of 300 reports per month. A report may concern 
several infected systems within an organisation.

Figure 15 Incidents handled (excluding automated checks)

Figure 16 Automated checks
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Distribution of incidents per report, category and 
handling
For the following analyses, the NCSC made use of an incident 
taxonomy other than the taxonomy used in previous reports. These 
analyses are therefore difficult to compare with analyses from 
previous editions of this report. This taxonomy was proposed by 
CERT.PT 364 and recommended by ENISA365 as a common taxonomy 
for the international network of Computer Security Incident 
Response Teams (CSIRTs). By using this taxonomy, it becomes 
easier to compare the analyses with other CSIRTs. A common 
taxonomy also makes it possible to share incident information 
with partner organisations for incident response.

Figure 17 shows the distribution of incidents according to reporting 
type. Most of the incident reports (57 percent) come from outside: 
from national or international sources. In 18 percent of all 
incidents, the report comes from inside through responsible 
disclosure. In 13 percent of all cases, it concerns signalling by the 
organisation itself. Examples include a warning from one's own 
detection mechanism or a message from a public source. The 

remaining 12 percent of the reports concerns a PKI required 
notification, information that was accepted as a notification, 
automated reports for which additional manual actions were 
necessary or other various reports.
 
Figure 18 shows the distribution of incidents by category. In the 
inner ring, main categories are shown while the outer ring 
indicates the subcategories. This shows that incidents during 
which information was gathered made up more than a quarter (26 
percent) of all incidents. The vast majority of these were phishing 
incidents. Malware incidents were responsible for 26 percent of all 
incidents. The majority had to do with malware infections. Sixteen 
percent of all incidents related to unauthorised access. (Attempted) 
intrusions made up 16 percent of all incidents. This mainly had to 
do with the exploitation of a vulnerability. Only 9 percent of all 
incidents had to do with availability. Almost all of these incidents 
were related to Denial-of-Service (DoS) attacks or threats. The 
remainder (7 percent) was due to various incidents, including fraud 
or sending spam.

Figure 17 Incidents handled per reporting type Figure 18 Incidents handled per category
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Figure 19 gives the distribution of incidents by handling. Incident 
handling is independent of how the report was received or in which 
category the incident falls, and the figure only looks at the actions 
that were carried out. In 61 percent of all incidents, the NCSC 
provided remote support. In 26 percent of all incidents, the NCSC 
issued a 'notice-and-take-down' (NTD) request. This is done, for 
example, if a rogue website must be taken off-line. If an incident 
turns out to be a false positive, or if information is accepted as a 
notification, the incident is registered as not having been 
processed.

Division of incidents between government and critical 
infrastructure
The NCSC supports both the Central Government and the critical 
infrastructure in security incidents. In addition, the NCSC acts as a 
point of contact for international requests for assistance concern-
ing information security.

Figure 20 shows the distribution of the number of incidents 
handled, divided into public, private and international parties. A 
total of approximately 43 percent of the incidents concerns a public 
organisation. Thirty-five percent concerns a private organisation. 
The remaining 22 percent concerns an international party. 
Compared to the previous reporting period, the NCSC handled 
twice as many incidents from an international party. An example of 
this is the receipt of a malware report from the national CSIRT of 
another country. A foreign organisation can also ask the NCSC to 
take to a rogue website off-line which is hosted in Netherlands.

Figure 21 shows the distribution between incident categories per 
type of organisation. The bottom of each column shows the type of 
organisation the distribution concerns and the number of 
incidents it represents. Incidents involving malware are responsi-
ble for about a quarter of all incidents, regardless of the type of 
organisation. With incidents under the category 'gathering of 

Figure 19 Incidents handled, by handling Figure 20 Incidents handled per type of organisation
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information', the difference is even greater. Thirty-five percent of 
all cases involving an international party fall into this category. In 
practice, most of these incidents have to do with phishing 
campaigns.

This figure also shows that (attempted) intrusion occurs more 
frequently in incidents in the public sector (20 percent) than with a 
private party (14 percent) or an international party (10 percent). 

Such a distribution can also be seen with incidents dealing with 
'information security'. Such incidents are often related to 
unauthorised access to sensitive information or systems. An 
example of this is the reporting of a website vulnerability that 
allows an attacker to view a customer base. With incidents 
involving an attack on the availability of an organisation, there is a 
clearer difference between public organisations (6 percent) and the 
rest (11.5 percent on average).

Figure 21 Incident categories per type of organisation
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Appendix 2	� Sectoral  
assessment of  
cybersecurity

Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Drinking water supply Manifestations of ransomware, phishing 

and DDoS attacks have been observed in 

particular.

The sector has no picture of specific 

actors that pose a threat. However, 

internal actors have been named as 

important actors.

Malware, phishing and DDoS attacks 

on office automation; malware on 

process automation.

Human beings remain a weak link. In addition, 

dependence on third parties is seen as a 

vulnerability.

Security frameworks are being worked on, as 

well as the segmenting of networks and 

shielding of the segments. Renewal of process 

automation systems has been planned. In 

addition to prevention, more effort is being put 

into detection and response.

The drinking water supply is essential for public 

health and for the functioning of society. Any 

failure will result in social disruption. These 

interests are stable.

Energy Manifestations of ransomware, phishing 

and DDoS attacks have been observed in 

particular.

The greatest threat to this sector comes 

from state actors and internal actors.

Many (spear)phishing attacks take 

place. DDoS-as-a-service, including 

through booter services, is seen as a 

tool that is used.

The biggest vulnerabilities are seen in chain 

dependencies.

Steps are being taken to ensure further 

segmentation of networks. Network monitoring, 

also of ICS networks, is on the rise. Pen testing is 

more commonly applied.

There are various developments in the interests. 

Because of the implementation of just-in-time 

processes, the impact of major disruptions is 

increasing.

Chain dependencies are increasing. The 

dependence on foreign parties is increasing, also 

through acquisitions in the cybersecurity sector. 

There is an increasing need for information 

exchange between various environments. These 

links can lead to risks through various security 

measures.

Financial institutions Limited ransomware infections have 

been observed. These seem to be 

focused on staff as private persons and 

not specifically on the financial sector. 

Attacks on clients have shifted from 

massive attacks on large groups of 

(private) clients to targeted attacks on 

(often business) clients.

The greatest threats seem to come from 

criminals and (to a lesser extent) internal 

actors.

A limited amount of (spear)phishing 

has been observed. In addition, 

malware is being reused by various 

parties. Criminals are focusing more 

on bank employees, in addition to 

their customers.

Observed vulnerabilities are the possible reason 

why common DDoS mitigation providers 

themselves are attacked and there are 

implementation errors in encryption libraries 

(Heartbleed, DROWN) that have been used for 

years.

Through current back-ups, organisations suffer 

less from the consequences of ransomware 

infections than individuals. Protection against 

DDoS attacks is expensive, but has now become 

business as usual. Banks are now improving their 

monitoring; also, the solutions for authentica-

tion are ever more frequently what-you-see-is-

what-you-sign solutions. In addition, the 

cooperation with the Electronic Crimes Task 

Force helps with detection.

Extensive automatic data exchange and 

combinations increase the impact of inaccurate 

information for the client. 

The importance of good protection is growing 

through increasing use of digital resources and 

the elimination of analogue resources (such as 

counters and phones).

Security is not always the basis for a (political) 

decision and sometimes loses out to costs and 

ease of use.

In the drafting of the CSAN, discussion sessions were held with 
representatives of Dutch organisations within the critical 
infrastructure and other sectors. These meetings have helped in 

shaping the analyses included in this CSAN and to substantiate 
insights. This appendix represents the picture outlined by these 
representatives during the meetings.
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Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Drinking water supply Manifestations of ransomware, phishing 

and DDoS attacks have been observed in 

particular.

The sector has no picture of specific 

actors that pose a threat. However, 

internal actors have been named as 

important actors.

Malware, phishing and DDoS attacks 

on office automation; malware on 

process automation.

Human beings remain a weak link. In addition, 

dependence on third parties is seen as a 

vulnerability.

Security frameworks are being worked on, as 

well as the segmenting of networks and 

shielding of the segments. Renewal of process 

automation systems has been planned. In 

addition to prevention, more effort is being put 

into detection and response.

The drinking water supply is essential for public 

health and for the functioning of society. Any 

failure will result in social disruption. These 

interests are stable.

Energy Manifestations of ransomware, phishing 

and DDoS attacks have been observed in 

particular.

The greatest threat to this sector comes 

from state actors and internal actors.

Many (spear)phishing attacks take 

place. DDoS-as-a-service, including 

through booter services, is seen as a 

tool that is used.

The biggest vulnerabilities are seen in chain 

dependencies.

Steps are being taken to ensure further 

segmentation of networks. Network monitoring, 

also of ICS networks, is on the rise. Pen testing is 

more commonly applied.

There are various developments in the interests. 

Because of the implementation of just-in-time 

processes, the impact of major disruptions is 

increasing.

Chain dependencies are increasing. The 

dependence on foreign parties is increasing, also 

through acquisitions in the cybersecurity sector. 

There is an increasing need for information 

exchange between various environments. These 

links can lead to risks through various security 

measures.

Financial institutions Limited ransomware infections have 

been observed. These seem to be 

focused on staff as private persons and 

not specifically on the financial sector. 

Attacks on clients have shifted from 

massive attacks on large groups of 

(private) clients to targeted attacks on 

(often business) clients.

The greatest threats seem to come from 

criminals and (to a lesser extent) internal 

actors.

A limited amount of (spear)phishing 

has been observed. In addition, 

malware is being reused by various 

parties. Criminals are focusing more 

on bank employees, in addition to 

their customers.

Observed vulnerabilities are the possible reason 

why common DDoS mitigation providers 

themselves are attacked and there are 

implementation errors in encryption libraries 

(Heartbleed, DROWN) that have been used for 

years.

Through current back-ups, organisations suffer 

less from the consequences of ransomware 

infections than individuals. Protection against 

DDoS attacks is expensive, but has now become 

business as usual. Banks are now improving their 

monitoring; also, the solutions for authentica-

tion are ever more frequently what-you-see-is-

what-you-sign solutions. In addition, the 

cooperation with the Electronic Crimes Task 

Force helps with detection.

Extensive automatic data exchange and 

combinations increase the impact of inaccurate 

information for the client. 

The importance of good protection is growing 

through increasing use of digital resources and 

the elimination of analogue resources (such as 

counters and phones).

Security is not always the basis for a (political) 

decision and sometimes loses out to costs and 

ease of use.
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Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Managed Service 

Providers

MSPs have observed manifestations of 

cryptoware, DDoS attacks, social 

engineering, (digitally supported) invoice 

fraud and espionage.

Several times a year, the MSPs must deal 

with sophisticated attacks, which some 

organisations suspect are being carried 

out by state actors.

Cybercrime-as-a-service is seen as a 

threat. Reflection attacks are seen a 

lot. Social media used by organisa

tions for legitimate goals are misused 

to collect information about goals. 

Booter services are used to perform 

DDoS attacks.

Small parties are vulnerable to DDoS attacks 

around busy periods, such as the holiday season. 

Standard libraries, such as TLS implementations, 

often form a vulnerability without people 

realising this. Mixing private use and business 

use of mobile devices creates vulnerabilities. Not 

being able to update mobile devices makes a 

large group of users vulnerable in a short period 

of time.

Security awareness remains crucial. To improve 

this, various organisations carry out internal 

phishing tests. Measures that work are, for 

example, conservative ones, such as not linking 

management interfaces to the internet.

Users implicitly have the expectation that strong 

measures have been taken, whereas this is not 

always the case. At the same time, due to cost 

pressures, more single points of failure are 

introduced.

Chain dependencies are a growing challenge and 

are not 1-to-1 but many-to-many.

The Netherlands, as a digital hub, can provide 

economic growth but, at the same, that 

increases the threat.

Nuclear Manifestations of phishing, malware, 

telephone fraud, CEO/CFO fraud have 

been observed. These do not seem to be 

focused on the sector and manifest 

themselves in office automation 

systems.

State actors, criminals and internal 

actors (including suppliers) constitute a 

threat to the sector.

Generic malware, combined with the 

coupling with third-party systems, is 

a major threat.

There is a visible shift through the introduction 

of digital systems.

The Cyber Design Basis Threat is used to make 

the sector resilient against key threats.

The sector engages in peer testing in the field of 

security measures.

In view of the external security aspects within 

the sector, nuclear safety for the sector is of 

major importance. IT mainly has a role in, for 

example, access security measures. IT is 

supportive to the primary process.

Central government The sector is coping with a growing 

number of DDoS attacks. Phishing is the 

order of the day, cryptoware infections 

are a weekly occurrence. In addition, 

there is also internal fraud.

State actors and criminals are major 

threats for the Central Government. 

Furthermore, internal actors form an 

(often unwitting) threat.

Malware that is available to a wide 

audience is actively used (cyber-

crime-as-a-service). Actors are 

becoming increasingly professional. 

The usual methods are seen, such as 

e-mail for (spear)phishing and Tor for 

communication through malware. 

Regularly, malware is spotted in or 

with portable apps, and is used, 

consciously or unconsciously, by 

internal actors.

The focus on internal (network) monitoring is 

too limited; the focus is still very much on traffic 

to and from the outside. In addition, logging is 

still not viewed proactively enough; responding 

to incidents is the norm.

The mixing of business and private 

communications causes vulnerabilities. There is 

a lack of cybersecurity knowledge among both 

administrators and politicians. It is not yet on 

their minds.

There are still single-points-of-failure in 

software. Organisations had been dealing with 

vulnerable servers that were accessible from 

outside.

Cybersecurity is more regularly included in 

contracts with suppliers.

The design of network security is continually 

improving. There is collaboration among various 

parties, including in the field of best practices 

and SOCs. This collaboration is seen as an 

important support for measures.

The dependence on digital resources is growing. 

One example is the use in transport systems. 

Also, the dependence on being able to work 

online is growing, through extensive use of 

teleworking.

There are a great many chain dependencies, for 

example, through the outsourcing or hosting by 

other organisations within or outside the central 

government.

Reducing the attack surface provides benefits of 

scale, but can also cause single points of failure.

Telecom The sector was confronted with a 

vulnerability in an implementation of 

TN69, a protocol for managing modems 

remotely.

In addition, many ransomware infections 

have been observed. There are many 

DDoS attacks, but they are, for the most 

part, of short duration. In addition, the 

sector is hindered by criminals who 

impersonate telecom companies and 

steal via phishing and web shops

The main actors who form a threat to the 

telecom sector are state actors and 

criminals.

Actors seem to use many booter 

services for DDoS attacks. In 

addition, many phishing e-mails are 

sent to spread malware.

Technical vulnerabilities: legacy devices for 

which no updates are available, leaks in Cisco 

routers, the disclosure of the algorithm used for 

calculating WiFi keys.

During overload in case of calamities, there is no 

straightforward scenario for assistance. 

Suppliers do not practise secure software 

development. The size of suppliers ensures that 

small parties have little to say.

Finally, the sector is struggling with a misplaced 

sense of security through initiatives that do not 

always provide the implied solution.

The telecom sector considers the use of methods 

to follow actors as a good way to be able to 

achieve better protection, as is the use of strong 

cryptography for secure hardware and software. 

Public-private partnerships are encouraged, 

provided that they are channelled.

In the field of malware and DDoS attacks, 

various protection measures are being taken.

The sector notices that more is sent to recipients 

based on price. Customers implicitly expect 

perfect services. The growing use of mobile 

services allows for a greater dependence and 

thus the impact of disturbances on society 

increases.

Mobile operators are called to account for the 

malfunctioning of mobile devices that custo-

mers buy with a subscription. This increases the 

responsibility of the operators. 

Parties that offer over-the-top services (such as 

calling and sending messages via the data 

network) are bound to other or more limited 

regulations than telecom providers. These 

parties have great freedom of movement and 

few obligations.
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Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Managed Service 

Providers

MSPs have observed manifestations of 

cryptoware, DDoS attacks, social 

engineering, (digitally supported) invoice 

fraud and espionage.

Several times a year, the MSPs must deal 

with sophisticated attacks, which some 

organisations suspect are being carried 

out by state actors.

Cybercrime-as-a-service is seen as a 

threat. Reflection attacks are seen a 

lot. Social media used by organisa

tions for legitimate goals are misused 

to collect information about goals. 

Booter services are used to perform 

DDoS attacks.

Small parties are vulnerable to DDoS attacks 

around busy periods, such as the holiday season. 

Standard libraries, such as TLS implementations, 

often form a vulnerability without people 

realising this. Mixing private use and business 

use of mobile devices creates vulnerabilities. Not 

being able to update mobile devices makes a 

large group of users vulnerable in a short period 

of time.

Security awareness remains crucial. To improve 

this, various organisations carry out internal 

phishing tests. Measures that work are, for 

example, conservative ones, such as not linking 

management interfaces to the internet.

Users implicitly have the expectation that strong 

measures have been taken, whereas this is not 

always the case. At the same time, due to cost 

pressures, more single points of failure are 

introduced.

Chain dependencies are a growing challenge and 

are not 1-to-1 but many-to-many.

The Netherlands, as a digital hub, can provide 

economic growth but, at the same, that 

increases the threat.

Nuclear Manifestations of phishing, malware, 

telephone fraud, CEO/CFO fraud have 

been observed. These do not seem to be 

focused on the sector and manifest 

themselves in office automation 

systems.

State actors, criminals and internal 

actors (including suppliers) constitute a 

threat to the sector.

Generic malware, combined with the 

coupling with third-party systems, is 

a major threat.

There is a visible shift through the introduction 

of digital systems.

The Cyber Design Basis Threat is used to make 

the sector resilient against key threats.

The sector engages in peer testing in the field of 

security measures.

In view of the external security aspects within 

the sector, nuclear safety for the sector is of 

major importance. IT mainly has a role in, for 

example, access security measures. IT is 

supportive to the primary process.

Central government The sector is coping with a growing 

number of DDoS attacks. Phishing is the 

order of the day, cryptoware infections 

are a weekly occurrence. In addition, 

there is also internal fraud.

State actors and criminals are major 

threats for the Central Government. 

Furthermore, internal actors form an 

(often unwitting) threat.

Malware that is available to a wide 

audience is actively used (cyber-

crime-as-a-service). Actors are 

becoming increasingly professional. 

The usual methods are seen, such as 

e-mail for (spear)phishing and Tor for 

communication through malware. 

Regularly, malware is spotted in or 

with portable apps, and is used, 

consciously or unconsciously, by 

internal actors.

The focus on internal (network) monitoring is 

too limited; the focus is still very much on traffic 

to and from the outside. In addition, logging is 

still not viewed proactively enough; responding 

to incidents is the norm.

The mixing of business and private 

communications causes vulnerabilities. There is 

a lack of cybersecurity knowledge among both 

administrators and politicians. It is not yet on 

their minds.

There are still single-points-of-failure in 

software. Organisations had been dealing with 

vulnerable servers that were accessible from 

outside.

Cybersecurity is more regularly included in 

contracts with suppliers.

The design of network security is continually 

improving. There is collaboration among various 

parties, including in the field of best practices 

and SOCs. This collaboration is seen as an 

important support for measures.

The dependence on digital resources is growing. 

One example is the use in transport systems. 

Also, the dependence on being able to work 

online is growing, through extensive use of 

teleworking.

There are a great many chain dependencies, for 

example, through the outsourcing or hosting by 

other organisations within or outside the central 

government.

Reducing the attack surface provides benefits of 

scale, but can also cause single points of failure.

Telecom The sector was confronted with a 

vulnerability in an implementation of 

TN69, a protocol for managing modems 

remotely.

In addition, many ransomware infections 

have been observed. There are many 

DDoS attacks, but they are, for the most 

part, of short duration. In addition, the 

sector is hindered by criminals who 

impersonate telecom companies and 

steal via phishing and web shops

The main actors who form a threat to the 

telecom sector are state actors and 

criminals.

Actors seem to use many booter 

services for DDoS attacks. In 

addition, many phishing e-mails are 

sent to spread malware.

Technical vulnerabilities: legacy devices for 

which no updates are available, leaks in Cisco 

routers, the disclosure of the algorithm used for 

calculating WiFi keys.

During overload in case of calamities, there is no 

straightforward scenario for assistance. 

Suppliers do not practise secure software 

development. The size of suppliers ensures that 

small parties have little to say.

Finally, the sector is struggling with a misplaced 

sense of security through initiatives that do not 

always provide the implied solution.

The telecom sector considers the use of methods 

to follow actors as a good way to be able to 

achieve better protection, as is the use of strong 

cryptography for secure hardware and software. 

Public-private partnerships are encouraged, 

provided that they are channelled.

In the field of malware and DDoS attacks, 

various protection measures are being taken.

The sector notices that more is sent to recipients 

based on price. Customers implicitly expect 

perfect services. The growing use of mobile 

services allows for a greater dependence and 

thus the impact of disturbances on society 

increases.

Mobile operators are called to account for the 

malfunctioning of mobile devices that custo-

mers buy with a subscription. This increases the 

responsibility of the operators. 

Parties that offer over-the-top services (such as 

calling and sending messages via the data 

network) are bound to other or more limited 

regulations than telecom providers. These 

parties have great freedom of movement and 

few obligations.
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Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Transport (port, 

airport, rail)

In this year, the transport sector dealt 

with espionage attacks in which state 

actors were specifically looking for 

information on networks. There were a 

number of manifestations of a malware 

infection by an infected laptop from a 

supplier in the network.

General threats, such as ransomware, 

phishing and DDoS attacks have also 

manifested themselves.

Criminals are the most important threat 

for the transport sector. This group 

focuses on obtaining information for the 

smuggling of goods. Furthermore, state 

actors form an important threat. Internal 

actors are also an important actor, 

especially when they are the target of 

extortion by criminals.

The transport sector observes a shift 

from the physical to the digital 

domain when it comes to extortions. 

Blackmail, phishing and social 

engineering are increasingly digital. 

The aim here is often to get hold of 

access passes or login data.

Where WiFi networks are used for 

communication, for example in ports, 

drive-by attacks are carried out.

Phishing e-mails are the order of the 

day, as is e-mail with malware 

attachments. The number of DDoS 

attacks has declined.

ICS are widely used in the transport sector. 

Often, no updates are published for these 

systems or updates are not installed by 

suppliers. With ICS and other systems, the 

increase in remote management is responsible 

for an increase in vulnerabilities.

Another specific vulnerability is the manage-

ment of user accounts by chain partners. 

Collaborating parties are often themselves 

responsible for managing accounts on systems 

of chain partners.

Use of cloud solutions by employees forms a 

vulnerability.

Network segmentation is increasingly being 

applied, as well as vulnerability scanning and 

network monitoring.

Life-cycle management ensures that both office 

and process automation systems are replaced, 

so that the landscape is slowly stripped of 

non-supported systems.

The quality of digital services is more important 

because the competition from, in particular, 

ports, is growing. The transport sector is 

important for the economy, which makes good 

cybersecurity important. At the same time, this 

offers opportunities: excellence in cybersecurity 

can provide competitive advantages.

Insurers The insurance sector has observed 

ransomware attacks in which users were 

infected via phishing e-mail. Also, they 

have had to deal with (disruptive) DDoS 

attacks. In addition, attackers use digital 

tools in support of insurance fraud.

The main actors for insurers are 

criminals, external actors in the chain 

and internal actors.

Phishing e-mails are the order of the 

day, as is e-mail with malware 

attachments. The number of DDoS 

attacks has declined.

Use of cloud solutions, sometimes on the staff's 

own initiative, provides for vulnerabilities in the 

processes of insurers. When using agile software 

development, insurers notice that security does 

not always get the proper priority from scrum 

masters.

Measures against DDoS attacks have proven 

effective. The white-listing of permitted 

applications for employees is experienced as 

successful, as is blocking USB ports and using 

adblockers preventing malvertising.

Expansion of the Personal Data Protection Act 

increases the impact (in terms of finance and 

image) of not detecting and reporting data 

breaches to the supervising authority in time. 

Because of the data breach reporting obligation, 

clients have a higher expectation with respect to 

the safety of digital services. As a result, 

measures for protection of personal data have 

become more important.

Healthcare The healthcare sector has observed 

manifestations of ransomware and 

phishing e-mails aimed at obtaining 

login data. In addition, many unauthori-

sed login attempts have been detected 

on various systems.

Cybercriminals pose the biggest threat to 

the healthcare sector. Internal staff is 

seen as an important actor in the 

possibility of unknowingly leaking 

information. Hacktivists are sometimes 

also interested in attacking the 

healthcare sector.

Detected tools are, for example, 

self-inserted access points in the 

network and equipment remotely 

controlled by suppliers, which are 

used to gain access to the network. 

Phishing e-mails are becoming more 

and more sophisticated, thus 

increasing the chance of infection.

Humans are seen as the greatest vulnerability. 

Mergers of organisations enhance the risk, 

because attention is then focused on other 

matters and the motivation to handle matters 

decreases.

Technical vulnerabilities include linking medical 

devices to networks, the use of software by 

employees that they themselves install and 

(medical) equipment with obsolete versions of 

operating systems.

Use of private devices with apps creates 

vulnerabilities. Data breaches occur if doctors 

use messaging apps to exchange patient data.

The healthcare sector is in the process of setting 

up a Healthcare-CERT. The implementation of 

NEN 7510, 7512 and 7513 allows for more 

monitoring in the field of information security. 

On the technical side, more IDS/IPS and SIEM 

systems will be deployed. Workstations 

sometimes use sophisticated protection 

measures that look at behaviours rather than 

patterns.

The healthcare sector works in chains and 

exchanges in these chains occur, to an increasing 

degree, digitally. This creates a dependency. 

Through central infrastructures, the growth of 

these chain dependencies also increases.
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Sector Manifestations Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Interests

Transport (port, 

airport, rail)

In this year, the transport sector dealt 

with espionage attacks in which state 

actors were specifically looking for 

information on networks. There were a 

number of manifestations of a malware 

infection by an infected laptop from a 

supplier in the network.

General threats, such as ransomware, 

phishing and DDoS attacks have also 

manifested themselves.

Criminals are the most important threat 

for the transport sector. This group 

focuses on obtaining information for the 

smuggling of goods. Furthermore, state 

actors form an important threat. Internal 

actors are also an important actor, 

especially when they are the target of 

extortion by criminals.

The transport sector observes a shift 

from the physical to the digital 

domain when it comes to extortions. 

Blackmail, phishing and social 

engineering are increasingly digital. 

The aim here is often to get hold of 

access passes or login data.

Where WiFi networks are used for 

communication, for example in ports, 

drive-by attacks are carried out.

Phishing e-mails are the order of the 

day, as is e-mail with malware 

attachments. The number of DDoS 

attacks has declined.

ICS are widely used in the transport sector. 

Often, no updates are published for these 

systems or updates are not installed by 

suppliers. With ICS and other systems, the 

increase in remote management is responsible 

for an increase in vulnerabilities.

Another specific vulnerability is the manage-

ment of user accounts by chain partners. 

Collaborating parties are often themselves 

responsible for managing accounts on systems 

of chain partners.

Use of cloud solutions by employees forms a 

vulnerability.

Network segmentation is increasingly being 

applied, as well as vulnerability scanning and 

network monitoring.

Life-cycle management ensures that both office 

and process automation systems are replaced, 

so that the landscape is slowly stripped of 

non-supported systems.

The quality of digital services is more important 

because the competition from, in particular, 

ports, is growing. The transport sector is 

important for the economy, which makes good 

cybersecurity important. At the same time, this 

offers opportunities: excellence in cybersecurity 

can provide competitive advantages.

Insurers The insurance sector has observed 

ransomware attacks in which users were 

infected via phishing e-mail. Also, they 

have had to deal with (disruptive) DDoS 

attacks. In addition, attackers use digital 

tools in support of insurance fraud.

The main actors for insurers are 

criminals, external actors in the chain 

and internal actors.

Phishing e-mails are the order of the 

day, as is e-mail with malware 

attachments. The number of DDoS 

attacks has declined.

Use of cloud solutions, sometimes on the staff's 

own initiative, provides for vulnerabilities in the 

processes of insurers. When using agile software 

development, insurers notice that security does 

not always get the proper priority from scrum 

masters.

Measures against DDoS attacks have proven 

effective. The white-listing of permitted 

applications for employees is experienced as 

successful, as is blocking USB ports and using 

adblockers preventing malvertising.

Expansion of the Personal Data Protection Act 

increases the impact (in terms of finance and 

image) of not detecting and reporting data 

breaches to the supervising authority in time. 

Because of the data breach reporting obligation, 

clients have a higher expectation with respect to 

the safety of digital services. As a result, 

measures for protection of personal data have 

become more important.

Healthcare The healthcare sector has observed 

manifestations of ransomware and 

phishing e-mails aimed at obtaining 

login data. In addition, many unauthori-

sed login attempts have been detected 

on various systems.

Cybercriminals pose the biggest threat to 

the healthcare sector. Internal staff is 

seen as an important actor in the 

possibility of unknowingly leaking 

information. Hacktivists are sometimes 

also interested in attacking the 

healthcare sector.

Detected tools are, for example, 

self-inserted access points in the 

network and equipment remotely 

controlled by suppliers, which are 

used to gain access to the network. 

Phishing e-mails are becoming more 

and more sophisticated, thus 

increasing the chance of infection.

Humans are seen as the greatest vulnerability. 

Mergers of organisations enhance the risk, 

because attention is then focused on other 

matters and the motivation to handle matters 

decreases.

Technical vulnerabilities include linking medical 

devices to networks, the use of software by 

employees that they themselves install and 

(medical) equipment with obsolete versions of 

operating systems.

Use of private devices with apps creates 

vulnerabilities. Data breaches occur if doctors 

use messaging apps to exchange patient data.

The healthcare sector is in the process of setting 

up a Healthcare-CERT. The implementation of 

NEN 7510, 7512 and 7513 allows for more 

monitoring in the field of information security. 

On the technical side, more IDS/IPS and SIEM 

systems will be deployed. Workstations 

sometimes use sophisticated protection 

measures that look at behaviours rather than 

patterns.

The healthcare sector works in chains and 

exchanges in these chains occur, to an increasing 

degree, digitally. This creates a dependency. 

Through central infrastructures, the growth of 

these chain dependencies also increases.
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Appendix 3	� Terms and 
abbreviations

0day See Zero-day vulnerability.

AIVD General Intelligence and Security Service

Authentication Authentication means finding out whether the proof of identity of a user, computer or 

application complies with the authenticity characteristics agreed in advance.

Bad hosting Bad hosting is the conscious or unconscious provision of hosting by a provider that can be 

used for cybercrime purposes.

Bitcoin A currency, see crypto currency.

Booter service Online service carrying out DDoS attacks for payment for actors without technical 

knowledge.

Bot/Botnet A bot is an infected computer that can be operated remotely with malicious intent. A 

botnet is a collection of such infected computers that can be operated centrally. Botnets 

form the infrastructure of many types of internet crime.

BYOD Bring your own device (BYOD) is a policy in organisations whereby personnel are permitted 

to use their own consumer devices for carrying out their work.

C2 A Command & Control (C2) server is a central system in a botnet from which the botnet is 

operated.

CEO fraud A type of fraud wherein a criminal poses as a director (CEO or CFO) of an organisation, 

specifically focusing on a financial officer of that organisation, to carry out a rogue 

transaction outside the procedures.

Certificate A certificate is a file that serves as a digital identification of a person or system. It also 

includes PKI keys used to encrypt data during transmission. A familiar application of 

certificates is an https-secured website.

Certificate authority A certificate authority (CA) in a PKI system is an organisation that is trusted to generate, 

issue and withdraw certificates.

Cloud A model for system architecture based on the internet which is mainly based on software-

as-a-service (SaaS).

Confidentiality A quality characteristic of data in the context of information security. Confidentiality can 

be defined as a situation in which data may only be accessed by someone with the 

authorisation to do so. This is determined by the owner of the data.

Cryptocurrency An umbrella term for digital currencies whereby cryptographic calculations are used as 

authenticity feature and for transactions. The bitcoin is the most common cryptocurrency.

Cryptoware Type of ransomware that encrypts files on a computer or in a network. The key is only 

issued upon payment.

Cybercrime Form of crime aimed at an IT system or the information processed by this IT system.

Cybercrime-as-a-service Cybercrime-as-a-service is a method used in the underground economy in which criminals 

without technical knowledge can use (paid) services of others to commit cybercrime.
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Cybercriminal Actors who commit cybercrime professionally, the main aim of which is monetary gain. 

The CSAN differentiates among the following groups of cybercriminals:

•	 in a strict sense, those who carry out attacks themselves (or threaten to do so) for 

monetary gain;

•	 criminal cyber service providers, those who offer services and tools through which or 

with which others can carry out cyber attacks;

•	 cyber dealers or service providers for stolen information;

•	 criminals who use cyber attacks for traditional crime.

Cyber researcher An actor who goes in search of vulnerabilities and/or breaks into IT environments in order 

to expose weaknesses in the security.

Cybersecurity The state of being free of danger or damage caused by a disruption or failure of IT or 

through the abuse of IT. The danger or damage caused by abuse, disruption or failure may 

comprise a limitation of the availability and reliability of the IT, violation of the confidenti-

ality of information stored in IT environments or damage to the integrity of that informa-

tion.

Dark web Dark web is used as a designation for websites that are only accessible through Tor so that 

all actions carried out on these websites cannot be technically traced to the end user.

Data breach The intentional or unintentional disclosure of confidential data.

(D)DoS (Distributed) Denial of Service is the name of a type of attack whereby a particular service 

(for example a website) is made inaccessible to the customary users of that service. A DoS 

on a website is often carried out by subjecting the website to a great deal of network 

traffic, which subsequently renders the website inaccessible.

DigiD The digital identity of Dutch citizens, used to identify and authenticate themselves on 

government websites. It allows government institutions to ascertain whether they are 

actually dealing with the individual in question.

DKIM DomainKeys Identified Mail is a protocol that allows for the sending mail server to place 

digital signatures in legitimate e-mails. The owner of the sending domain publishes 

legitimate keys in a DNS record.

DMARC Domain-based Message Authentication, Reporting and Conformance is a protocol used by 

the owner of a domain to state what needs to be done with non-authentic e-mails from 

their domain. The authenticity of e-mails will initially be determined on the basis of SPF 

and DKIM. The domain owner publishes the desired policy in a DNS record.

DNS The Domain Name System (DNS) links internet domain names to IP addresses and vice 

versa. For example, the website ‘www.ncsc.nl’ represents IP address ‘62.100.52.109’.

DNSSEC DNS Security Extensions (DNSSEC) is an extension to DNS with extra authenticity and 

integrity monitoring.

Doxing Doxing is the collection of personal data from various sources, which data is then usually 

published online.

Dropper Malware can be packaged in a dropper to bypass detection. The function of the dropper is 

to install malware on the system where it is to be run.

EMV Europay Mastercard Visa (EMV) is a standard for debit card systems using chip cards and 

chip card pay terminals. The chip card replaces cards with an easy-to-copy magnetic strip.

Encryption Encoding information to make it unreadable for unauthorised persons.

ENISA European Network and Information Security Agency

Exploit Software, data or a series of commands that exploit a hardware or software vulnerability 

for the purpose of creating undesired functions and/or behaviour.
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Exploit kit A tool used by an actor to set up an attack by choosing from ready-made exploits, in 

combination with desired effects and method of infection.

FIOD Dutch Fiscal Intelligence and Investigation Service

Hacker/Hacking The most conventional definition for a hacker (and the one used in this document) is 

someone who attempts to break into computer systems with malicious intent. Originally, 

the term ‘hacker’ was used to denote someone using technology (including software) in 

unconventional ways, usually with the objective of circumventing limitations or achieving 

unexpected effects.

Hacktivist Contraction of the words hacker and activist: individuals or groups who launch activist 

digital attacks motivated by a certain ideology.

ICS Industrial Control Systems (ICS), also called Supervisory Control And Data Acquisition 

(SCADA), are measurement and control systems used, for example, to control industrial 

processes or building management systems. Industrial control systems collect and process 

measurement and control signals from sensors in physical systems and steer the 

corresponding machines or devices.

Identity theft The abuse of someone else's identity data to commit fraud.

Incident An incident is an IT disruption that limits or eliminates the expected availability of services, 

and/or the unauthorised publication, acquisition and/or modification of information.

Information security The process of establishing the required quality of information (systems) in terms of 

confidentiality, availability, integrity, irrefutability and verifiability, as well as taking, 

maintaining and monitoring a coherent set of corresponding security measures (physical, 

organisational and logical).

Integrity A quality characteristic for data, an object or service in the context of (information) 

security. This is synonymous with reliability. Reliable data is correct (legitimacy), complete 

(not too much and not too little), prompt (on time) and authorised (edited by a person who 

is authorised to do so).

Internal actor An individual or a group in an organisation causing cybersecurity incidents from within.

Internet of Things The phenomenon in which the internet is not only used to grant users access to websites, 

e-mail and the like, but also to connect devices that use the internet for functional 

communication.

IP The Internet Protocol (IP) handles the addressing of data packages so that they arrive at 

their intended destination.

ISAC An Information Sharing and Analysis Centre (ISAC) is an alliance between organisations to 

facilitate the exchange of (threat-related) information and joint resistance. The NCSC 

facilitates several ISACs for organisations in the critical infrastructure in the Netherlands.

Malvertising The spreading of malware by offering it to an advertising broker, for the purpose of 

infecting large groups of users via legitimate websites.

Malware Contraction of malicious software. Malware is currently used as a generic term for viruses, 

worms and Trojans, amongst other things.

MitM Man-in-the-middle (MitM) is a method of attack whereby the attacker is situated between 

two parties, for example an internet shop and a customer. The attacker masquerades as 

the shop to the customer and as the customer to the shop. As intermediary, the attacker is 

able to eavesdrop on and/or manipulate the information exchanged.

MIVD Military Intelligence and Security Service

NCTV National Coordinator for Security and Counterterrorism

Patch A patch may comprise repair software or contain changes that are directly implemented in 

a program with the purpose of repairing or improving it.
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Phishing An umbrella term for digital activities with the object of tricking people into giving up their 

personal data. This personal data can be used for criminal activities such as credit card 

fraud and identity theft.

PKI A Public Key Infrastructure (PKI) is a set of organisational and technical resources with 

which one can process a number of operations in a reliable manner, such as encrypting and 

signing information and establishing the identity of another party.

Ransomware Type of malware that blocks systems and/or the information they contain and only makes 

them accessible again against payment of a ransom.

RAT A Remote Access Tool (sometimes referred to as a Remote Access Trojan) is used to gain 

access to the target's computer in order to control it remotely.

Resilience The ability of people, organisations or societies to resist negative influences on the 

availability, confidentiality and/or integrity of (information) systems and digital informa-

tion.

Responsible disclosure Practice of responsibly reporting any security leaks found. Responsible disclosure is based 

on agreements that usually mean that a reporter will not share his discovery with third 

parties until the leak has been repaired, and the affected party will not take legal action 

against the reporter.

SCADA See ICS.

Script kiddie Actor with limited knowledge who draws on tools which have been devised and developed 

by others, for cyberattacks motivated by mischief.

SIDN Foundation for Internet Domain Registration in the Netherlands

Skimming The illegitimate copying of data from an electronic payment card such as a debit card or 

credit card. Skimming often involves the theft of PIN codes with the ultimate aim of 

making payments or withdrawing money from the victim’s account.

Social engineering A method of attack that exploits human characteristics such as curiosity, trust and greed, 

with the objective of obtaining confidential information or inducing the victim to perform 

a particular action.

Spear phishing Spear phishing is a version of phishing that is directed against one person, or a very 

specific group of persons, deliberately targeted for their position of access in order to 

achieve as big an effect as possible without being noticed.

SPF Sender Policy Framework is a protocol used by the owner of a domain name to indicate 

which servers are allowed to send legitimate e-mails on behalf of his domain. The owner 

of the domain name publishes the list of authorised servers in a DNS record.

SQL injection A method of attack used by an attacker to influence communication between an 

application and the underlying database, with the main objective of manipulating or 

stealing data from the database.

State actor A state actor acts on behalf of a national government.

SWIFT The Society for Worldwide Interbank Financial Telecommunication is an organisation that 

facilitates international payment transactions.

Terrorist Actor with ideological motives who endeavours to realise social change, to spread fear 

among (groups of) the population or to influence political decision-making processes by 

using violence against people or by causing disruptive damage.

THTC National High Tech Crime Unit (Dutch National Police).
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Threat The Cyber Security Assessment Netherlands defines purpose and threat as follows:

•	 The higher purpose (intention) may be strengthening an organisation's competitive 

position; political/national gain, social disruption or threatening a person's life.

•	 In the Assessment, threats are categorised as follows: digital espionage, digital 

sabotage, publication of confidential data, digital disruption, cybercrime and indirect 

disruptions.

TLS Transport Layer Security is a protocol for the purpose of setting up a secure connection 

between two computer systems. TLS forms the basis of the https protocol. TLS is the 

successor to Secure Sockets Layer (SSL).

Tool A technology or computer program used by an attacker to exploit or increase existing 

vulnerabilities.

Two-factor authentication A method of authentication requiring two independent proofs of an identity.

USB Universal Serial Bus (USB) is a specification of a standard for the communication between 

a device (generally a computer) and a peripheral.

USB stick Portable storage medium which is connected to a computer via a USB port.

VPN A Virtual Private Network (VPN) is an isolated, encrypted connection between a device and 

a particular server on the internet. This can be used to gain safe company or internet 

access from untrusted networks.

Vulnerability Characteristic of a society, organisation or (parts of an) information system that allows an 

attacker to hinder and influence the legitimate access to information or functionality, or to 

approach it without the proper authorisation.

Watering hole A watering hole attack is aimed at a location where many intended victims gather. The 

attacker spreads his exploit or malware via a website that they regularly visit by abusing a 

vulnerability in this website or a CMS on which the website is based.

Web application The entirety of software, databases and systems involved in the proper functioning of a 

website. The website is the visible part.

Zero-day vulnerability A zero-day vulnerability is a vulnerability for which no patch is available yet because the 

developer of the vulnerable software has not yet had time to make a patch.
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